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1. Demo-assessment DALI: Agenda and Location 

The Demo-assessment will take place on 23 until 25 January 2016 and will last one 

day per tenderer.  

Agenda demo-assessment  

 

 

 

Location demo-assessment 

Demo-assessment will take place in Regardz WTC Arnhem, Nieuwe Stationsstraat 10, 

6811 KS Arnhem. Please consult Regardz reception for meeting-room. 

An underground public parking facility is available at the location. 

  

Time (CET) Subject session 1 Subject session 2

08:15-09:00 Preparation by tenderer
09:00-09:15 Start demo-assessment - Welcome

09:15-09:30 Offer introduction by tenderer

09:30-11:00 Hardware demonstration by tenderer

11:00-12:00 Software demonstration by tenderer Product security assessment

12:00-12:45 Lunch

12:45-14:45 Hard- and software assessment Tenderer security maturity assessment

14:45-15:00 Closure demo-assessment
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2. Notes for agenda 

• Please respect stated time-frames to enable Enexis to assess all specified items. 

• Be aware that two sessions (Hardware/software and Security-assessment) are 

planned simultaneously. Please adapt your representation on this agenda.  

• During demo-assessment questions will be asked by Enexis delegates to verify 

conformity to specs (MR) or determining the degree of compliance to specs (AC). 

For additional Awarding Criteria refer to annex 1.  

• Evading answers will be awarded as negative (MR) or with no score (AC).  It is 

accepted to incidentally consult experts by phone if needed. Providing proof of 

compliancy based on documentation should be in Dutch or English. 

• During the assessment Enexis will be assisted by external or independent experts.  

Since Enexis values good communication, verification of required language-skills 

(minimum level B2 of the European framework of references, refer requirements 

and annex 2 of this document) can be part of the demo-assessment.  

• Please include a skilled expert in your delegation to perform software and hardware 

demo and assessment.    

  

3. Preparation hard- and software verification 

In order to enable Enexis to validate and assess the offer during hard- and software 

verification correctly, please keep below mentioned bullets in mind. 

• Demonstrate DALI box as specified. Demo should result in a thoroughly insight for 

attendees in the functioning of the DALI-box and central management software. 

• Be aware that Enexis is planning to validate Minimum-requirements and Awarding 

requirements from specification during the assessment. This will be based on the 

product shown. It is tenderers responsibility to demonstrate a correct functioning 

product. 

• Based on the demo-assessment Enexis can alter her score (lower or higher) that 

has been awarded in phase II of this tender.  

• Prepare a substation-configuration that corresponds with the Enexis-case (refer to 

previously distributed ItT Annex 2: “Accompanying letter” and provided 

specifications).  

• As Enexis wants to assess the central interface, please prepare this functionality for 

the software-demo and the software-assessment.  

• As Enexis wants to assess the remote configuration and remote management 

functionality in regard to Enexis use-case (refer annex 2 “Accompanying letter” of 

tender-documentation), please prepare this functionality for the software-demo and 

the software-assessment; including functionality to transfer firmware- and 

configuration-files from remote config environment to local device.  
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4. Preparation security verification 

Introduction 

Enexis wants to evaluate the security of the RTU itself, and the security maturity of 

the tenderer (e.g. how the tenderer deals with vulnerabilities). This will be done in two 

security evaluation sessions:  

• Product Security 

• Tenderer Security Maturity 

 

Security Evaluation: Product Security (60 Minutes) 

During the evaluation sessions, an interview will be held about the implemented 

security functionality. The goal is to assess the implementation of the minimum 

requirements and awarding criteria on security. 

Questions for the interview: 

General security-impression based on domain knowledge, maturity of security processes, 
understanding of criticality of domain and ability to answer Enexis' security related questions 

Question 
ID 

Question Evaluation / awarding 
criterion 

Evidence 

PS.1 

 

Related but 
not limited 
to 

SFR.01 

What evidence can you provide 
that the RTU has sufficient 
resources to update security 
functionality? 

The interviewer will assess if 
the tenderer can show 
enough evidence that the 
RTU has enough resources to 
update security functionality. 

 

Results are: 

Yes � OK 

No � Not compliant with MR 
SFR.01 

The interviewer will be 
looking for instance for 
information about 
available resources, how 
much these are already 
used, and which future 
security functionality was 
considered in the 
analysis. 

 

PS.2 

 

Related but 
not limited 
to 

SCR.01 

SCR.02 

SCR.03 

SCR.04 

How is communication on the 
WAN network protected? Which 
measures are taken to protect 
confidentiality and integrity? 
Which measures have been 
taken to protect against replay 
attacks? 

 

If end-to-end security is used 
(awarding criterion SCR.04), 
how is this implemented? 

The interviewer will assess 
the thoroughness of the 
protection (for the ACs 
involved): 

0 – Low, 

5 – Average,  

15 –  Good or  

20 – Outstanding 

 

Depending on the 
amount of evidence and 
explanation the score can 
be changed (+ or -). E.g. 
showing how a VPN is 
configured, and providing 
evidence that this 
configuration meets all 
security requirements. 

PS.3 

 

Related but 
not limited 
to 

SSR.02 

SSR.03 

How is the firmware update 
process secured? If firmware 
signatures are implemented (an 
awarding criterion), how are 
these implemented? 

The tester rates the 
measures used to protect 
firmware integrity as follows: 

• 20 points if firmware is 
digitally signed using 
public key cryptography 

• 5 points if firmware 
integrity is protected 
using cryptographically 
strong hash algorithm 

• 0 points otherwise 
 

The interviewers will be 
looking for flow-diagrams 
and process descriptions 
for the firmware update 
process, including a 
description of which 
cryptographic algorithms 
are used, and how the 
keys used in these are 
protected. 
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PS.4 

 

Related but 
not limited 
to 

SHR.01 

SHR.02 

Which measures have been 
taken to harden the RTU? 
Which services are needed on 
the RTU? Which measures have 
been taken to harden these 
services? Which measures have 
been taken to disable 

unnecessary services? Which 
accounts are there on the RTU? 
How are the privileges of these 
accounts minimized? 

The interviewer will assess 
the thoroughness of the 
hardening measures: 

0 – Low, 

5 – Average,  

15 –  Good or  

20 – Outstanding 

 

A list of services on the 
RTU and modem. A 
description of the 
measures taken to 
harden the RTU. 

 

 

Security Evaluation: Tenderer Security Maturity (90 Minutes) 

Enexis will have a security interview with each of the top-3 of the DALI RTU tenderers. 

The main goal is to obtain an objective and thorough view on the expertise of the 

tenderer and its product-maturity.  

 

Questions for the interview: 

General security-impression based on domain knowledge, maturity of security processes, 
understanding of criticality of domain and ability to answer Enexis' security related questions 

Question 
ID 

Question Awarding 
criterion 

Evidence 

VSM.1 

 

Related 
but not 
limited to 

SDR.01, 
SDR.06 

What does your security organization look 

like? Which roles and responsibilities are in 
place?  

0 – Low, 

5 – Average,  

15 –  Good or  

20 – 
Outstanding 

Depending on the amount 

of evidence and explanation 
the score can be changed 
(+ or -). E.g. showing 
evidence on how security 
experts keep their 
knowledge up-to-date, 
what the company’s 
strategy has been and is 
towards the latest security 
standards and best 
practices, what the security 
maturity level of the 
organization is, etc. 

VSM.2 

 

Related 
but not 
limited to 

SDR.01, 
SDR.04, 
SDR.05 

 

How have acted upon the discovery of the 
Heartbleed or Poodle vulnerability? How did 
you first hear of this vulnerability and how 
did you act? How did you inform your 
customers? How much time did it take for 
you to release patches that solved the 
vulnerability? Do you offer additional 
services that must be purchased by us to 
get these patches? 

0 – Low, 

5 – Average,  

15 –  Good or  

20 – 
Outstanding 

Depending on the amount 
of evidence and explanation 
the score can be changed 
(+ or -). E.g. showing 
evidence on how customers 
were informed or a detailed 
action plan on how a 
certain security incident 
was tackled. 

VSM.3 

 

Related 
but not 
limited to 

SDR.01, 
SDR.02, 
SDR.03, 
SDR.05 

How do you handle software configuration 
and change management?  

 

0 – Low, 

5 – Average,  

15 –  Good or  

20 – 
Outstanding 

Depending on the amount 
of evidence and explanation 
the score can be changed 
(+ or -). E.g. showing 
evidence on how the 
software development 
process is working, if and 
how a version management 
system is implemented. 



   

   

pagina 5 van 13  

ons kenmerk Annex 11_DALI_Demo-assessment Clarification  

datum 12 juli 2016  
 

VSM.4 

 

Related 
but not 
limited to 

SDR.01 

How do know what security measures 
should be implemented on RTUs? How do 
you know what security measures should 
be implemented on you as an organization? 
Have you conducted a risk analysis of the 
domain you are working in and if yes what 
methodology did you use? How did you 

determine the risk levels and what 
appropriate measures should look like? 
What are the biggest risks in your opinion? 

0 – Low, 

5 – Average,  

15 –  Good or  

20 – 
Outstanding 

Depending on the amount 
of evidence and explanation 
the score can be changed 
(+ or -). E.g. showing 
evidence on having 
conducted a risk analysis or 
a mapping of selected 

measures to identified 
risks. 

VSM.5 

 

Related 
but not 
limited to 

SUR.01 

Are there test reports available executed on 
the offered product from any performed 
type of independent security test, such as 
(for example) referred to in the BDEW 
whitepaper: 2.1.1.8 Internal and External 

Software, and Security Tests and Related 
Documentation 
(https://www.bdew.de/internet.nsf/id/it-
sicherheitsempfehlunge)? What were the 
main findings? How often are such tests 
conducted in your organization? We would 
like to see these reports to verify 
conformance to MRs. 

 

0 – Low, 

5 – Average,  

15 –  Good or  

20 – 
Outstanding 

Depending on the amount 
of evidence and explanation 
the score can be changed 
(+ or -). E.g. showing 
evidence on having 

conducted an independent 
test and the action plan and 
implemented measures 
based on the findings of the 
report. 

VSM.6 

 

Related 
but not 
limited to 

SDR.04, 
SDR.05 

 

Is there a list of known vulnerabilities and 
corresponding patches/firmware upgrades 
for each offered device? How is this list 
determined and how does the 
communication to your customers take 
place? 

0 – Low, 

5 – Average,  

15 –  Good or  

20 – 
Outstanding 

Depending on the amount 
of evidence and explanation 
the score can be changed 
(+ or -). E.g. showing 
evidence on having a list of 
known vulnerabilities or 
showing evidence on 
communication to 
customers. 

VSM.7 

 

Related 
but not 
limited to 

SDR.04 

 

How, how soon, and how often were 
discovered vulnerabilities disclosed to your 
customers in the last 24 months? 

0 – Low, 

5 – Average,  

15 –  Good or  

20 – 
Outstanding 

Depending on the amount 
of evidence and explanation 
the score can be changed 
(+ or -). E.g. showing 
evidence on vulnerability 
disclosure process and 
examples of how concrete 
vulnerabilities were 
communicated to 
customers. 

 

VSM.8 

 

Related 
but not 
limited to 

SUR.03 

 

Do you have any security QA process for 
your development team? If so, please 
provide artefacts like reports/credentials. 

0 – Low, 

5 – Average,  

15 –  Good or  

20 – 
Outstanding 

Depending on the amount 
of evidence and explanation 
the score can be changed 
(+ or -). E.g. showing 
evidence of a mature QA 
process, independent CMM 
certification or secure 
coding standards or 
security certifications for 
developers. 

Furthermore, Enexis can ask the tenderers some questions not listed in this document based on the answers 

given if further clarification is needed. 
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5. Follow-up demo-assessment 

After the demo-assessment, the best awarded offer will be invited to assess minimal 3 

topics in more depth, in order to validate if candidate is able to comply with the stated 

requirements. The related topics are:  

• Security requirements 

• Communication requirements 

• Environment requirements 

This additional assessment will start on the 20th of February 2017 (and will last 

approximately 6 weeks). 

Verification will be performed on the best awarded product so far. If this product fails 

the tests, second best awarded tenderer/product will be invited for the tests. Etc.  

 

Please be aware that this verification does also require:  

• 3 DALI-boxes as specified (additional tests will be performed in parallel). 

• Delegate(s) to inform independent test institutes about relevant product-details or 

to comment on any findings.  

 

6. Questions 

If the supplied technical information in regard to the demo-assessment is not clear, 

technical questions can be addressed to stated Enexis-contacts. Questions have to be 

addressed at the latest 9th of December 2016. Answers will be supplied to all 3 

participants.     

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

Annex 1:  

Additional Awarding Criteria ItT phase III – Demo-assessment 
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No. Type Type of requirement Requirement description Category Max. 

score

Type of ranking Clarification used Awarding principles

7.1.1 AC Simplicity of mounting and connecting  of the box (ease of 

physical mounting and connecting based on practical 

findings field staff; more and/or complex actions will lead 

to lower score).

Userfriendliness 

field staff

10 Fixed: Laborious: 0; 

Moderate: 2,5; Easy: 5; 

Outstanding: 10.

Outstanding: 

In the opinion of Enexis the simplicity of the Tenderer’s product is excellent in 

regard to number of actions and/or the complexity of actions needed to finish the 

stated criterion. Only two not complex actions are relevant to finish the job. 

Easy:

In the opinion of Enexis the simplicity of the Tenderer’s product fulfils Enexis’ 

expectations in regard to the number of actions and/or the complexity of actions 

needed to finish the stated criterion. Two actions and specific tooling or devices, are 

relevant to finish the job.

Moderate:

In the opinion of Enexis the simplicity of the Tenderer’s product does partly fulfil 

Enexis’ expectations in regard to the number of actions and/or the complexity of 

actions needed to finish the stated criterion. Three ore more actions, or specific 

knowledge and/or skills are relevant to finish the job.

Laborious:

In the opinion of Enexis the simplicity of the Tenderer’s product does not fulfil 

Enexis’ expectations in regard to the number of actions and/or the complexity of 

actions needed to finish the stated criterion. Three ore more actions, or specific 

knowledge and/or skills and/or safety measures are relevant to finish the job.

Note:  more similar coherent actions are interpreted as only one action; multiple 

activities to achieve one goal (e.g. drilling holes and screwing bolts) are interpreted 

as one action. 

7.1.2 AC Simplicity of replacing emergency power module based 

on practical findings field staff (more and/or complex 

actions will lower the score).

Userfriendliness 

field staff

5 Fixed: Laborious: 0; 

Easy: 2,5; Outstanding: 

5.

Refer to requirement 7.1.1

7.1.3 AC Demo assessment - 

Hardware-demo / 

verification

Degree of distinctness and completeness (including 

interpretability) of status-visualisation (based on 

interpretation by field staff) DALI-box without opening 

door. 

Userfriendliness 

field staff

15 Fixed: Low: 0; 

Moderate: 5; Good: 10; 

Outstanding: 15.

Outstanding: 

no remarks

Good: 

1 remark/finding

Moderate: 

2 remarks/findings

Low: 

3 or more remarks/findings

A remark/finding can for example be a not available, visible or interpretable 

indicator as specified in annex 3, 4 or 5.

7.2.1 AC Demo-assessment - 

Hardware demo / 

verification

Quality-, robustness and personal safety awarding based 

on used components and the perceived fit in regard to 

correct functioning in stated environmental conditions for 

at least 10 years of service.

Robustness 15 Fixed: Low: 0; 

Moderate: 5; Good: 10; 

Outstanding: 15.

Outstanding: 

no remarks

Good: 

1 remark/finding

Moderate: 

2 remarks/findings

Low: 

3 or more remarks/findings

A remark/finding (based on interpretation by technical trained field staff) can be 

based on the enclosure, a hardware component inside the box or a connection which 

is of insufficient quality / robustness for the specified environmental conditions or 

where additional maintenance can be expected to ensure a life time of at least 10 

years. 

Demo assessment - 

Hardware demo / 

verification
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7.3.1 AC Demo assessment - 

Software demo / 

verification

Degree of completeness and clarity of visualisation I/O, 

alarms and events off DALI-boxes in central interface. 

Userfriendliness 

central system-

engineers

15 Fixed: Low: 0; 

Moderate: 5; Good: 10; 

Outstanding: 15.

Outstanding: 

no remarks

Good: 

1 remark/finding

Moderate: 

2 remarks/findings

Low: 

3 or more remarks/findings

A remark/finding can for example be a not available or interpretable visualisation in 

the central interface as specified in annex 3, 4 or 5. E.g. status DI/DO, Measurements, 

actual Public Street Light and Tariff status and switch-Programs (incl. astronomic 

calendar).

7.3.2 AC Degree of completeness and clarity of visualisation 

system parameters of all operational DALI-boxes in central 

interface. 

Userfriendliness 

central system-

engineers

15 Fixed: Low: 0; 

Moderate: 5; Good: 10; 

Outstanding: 15.

Outstanding: 

no remarks

Good: 

1 remark/finding

Moderate: 

2 remarks/findings

Low: 

3 or more remarks/findings

A remark/finding can for example be a not available or hard to reach or to change 

system parameter in the central interface as specified in annex 3, 4 or 5. E.g. RTU and 

modem-parameters and settings (timers, etc), mobile network reception, 

emergency power parameters, NTP-settings (IP-addresses, actual time, etc), Security-

settings and log-files.

7.3.3 AC Degree of protection against impactful commands (switch-

command, software changes, reset, etc.)

Userfriendliness 

central system-

engineers

5 Fixed: Low: 0; Good: 

2,5; Outstanding: 5.

Outstanding: 

no remarks

Good: 

1 remark/finding

Low: 

2 or more remarks/findings

A remark/finding can for example be a not available protection on impactfull 

commands available in the central interfacea.E.g. overruling Public street Light 

commands, Configuration-updates, firmware-updates, etc.

7.4.1 Ease of use getting a operational communication-interface 

(autentication etc.) between central OT-domain and DALI-

box  during commissioning-process, taking into account 

Enexis use-case (comprehensiveness; i.e. amount of 

actions to create an accepted and operational 

communication connection).

Userfriendliness 

central system-

engineers - during 

initial 

commissioning

25 Relative (higher score 

in case of less 

comprehensiveness / 

complexity)

Criterion will be awarded relatively based on comprehensiveness (number on 

actions; e.g. selections and/or entries) and complexity (number of programs; e.g. 

different applications) needed to transform a default configuration to an specific 

substation configuration (e.g. only one MV-bay Short Circuit indicator present; 

different transformation ratio current transformers). Actions and programs are 

weighted as 1:2 (2 programs count as 4 actions).

Best ease of use: 25

Lowest comprehensiveness and complexity:

Second best ease of use: 12,5

Second lowest comprehensiveness and complexity

Third best ease of use: 0

Third lowest comprehensiveness and complexity.

7.4.2 AC Ease of use getting application-data (configuration data) in 

place on DALI-box during comissioning proces  

(comprehensiveness and complexity; i.e. amount of 

programs and/or actions to complete configuration). 

Userfriendliness 

central system-

engineers - during 

initial 

commissioning

25 Relative (higher score 

in case of less 

comprehensiveness / 

complexity)

Refer 7.4.1



ons kenmerk Annex 11_DALI_Demo-assessment Clarification  

datum 12 juli 2016  
 

  

7.5.1 AC Ease of use getting firmware-updates (including patches) 

in place on (groups of) operational DALI-boxes, taking into 

account Enexis use-case (comprehensiveness to complete 

updates; i.e. amount of actions).

Userfriendliness 

central system-

engineers - during 

management phase

10 Relative (higher score 

in case of less 

comprehensiveness / 

complexity)

Criterion will be awarded relatively based on comprehensiveness (number on 

actions; e.g. selections and/or entries) and complexity (number of programs; e.g. 

different applications) needed to update (groups of) DALI-boxes.

Actions and programs are weighted as 1:2 (2 programs count as 4 actions).

Best ease of use: 10

Lowest comprehensiveness and complexity:

Second best ease of use: 5

Second lowest comprehensiveness and complexity

Third best ease of use: 0

Third lowest comprehensiveness and complexity.

7.5.2 AC Ease of use getting configuration-file-updates (e.g.: 

adjusted treshold values) in place on (groups of) 

operational DALI-boxes, taking into account Enexis use-

case (comprehensiveness to complete updates; i.e. 

amount of actions).

Userfriendliness 

central system-

engineers - during 

management phase

10 Relative (higher score 

in case of less 

comprehensiveness / 

complexity)

Refer 7.5.1

7.5.3 AC Ease of use getting adjusted Public Street Light and Tariff 

Switching schemes in place for (groups of) DALI-boxes 

(Comprehensiveness to complete configuration; i.e. 

amount of actions).

Userfriendliness 

central system-

engineers - during 

management phase

10 Relative (higher score 

in case of less 

comprehensiveness / 

complexity)

Refer 7.5.1

7.6.1 AC Demo-assessment - 

Security evaluation: 

Product Security

Refer Questions in Annex 11: Demo assessment 

clarification. 

Security 20 Refer Annex 11: Demo 

assessment 

clarification; Achieved 

score will be devided 

by 3 to align with 

stated weight; max. 

score (= 60) will result 

in 20 points).

Refer Annex 11: Demo assessment clarification; 

7.6.2 AC Demo-assessment - 

Security evaluation: 

Tenderer security maturity 

assessment

Refer Questions in Annex 11: Demo assessment 

clarification. 

Security 20 Refer Annex 11: Demo 

assessment 

clarification; Achieved 

score will be devided 

by 8 to align with 

stated weight; max. 

score (= 160) will result 

in 20 points).

Refer Annex 11: Demo assessment clarification; 
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Annex 2:  

European Framework for Languages 
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