Appendix 6 – Requirements Specification.


	GENERAL REQUIREMENTS

	Req. AL1                 
	The ICT solution is immediately available and provided as a standard ICT solution offered by the Contractor, without any custom development. The delivery of all components as described in this Programme of Requirements, the completed use cases, and the answered Open Questions is included in and covered by the pricing schedule.

	Req. AL2                 
	The  ICT solution complies with all current and future relevant legislation applicable to the Client in the performance of its duties, including, but not limited to, the General Data Protection Regulation (GDPR), the Dutch Act on the Modernisation of Electronic Administrative Communications (Wet modernisering elektronisch bestuurlijk verkeer), the Dutch Digital Government Act (Wet digitale overheid), and any successor legislation.

	Req. AL3                 
	The Contractor guarantees that the ICT solution will remain available for use throughout the entire term of the agreement, including any extensions, and that it will be maintained and supported accordingly.

	Req. AL4                 
	The Contractor shall keep the offered ICT solution and its interfaces/web services up to date with respect to changes in legislation, regulations, and standards, including those specified by the Forum Standaardisatie on the “comply or explain” list (“pas toe of leg uit”-lijst). Such changes shall be considered part of maintenance and shall not result in any additional costs.

	Req. AL7
	The ICT solution and the Contractor shall comply with:

	
	the Municipal Procurement Terms and Conditions for IT (GIBIT, Appendix 2);

	
	the Municipal ICT Quality Standards (GIBIT, Appendix 2);

	
	the Corporate Information Architecture (CIA, Appendix 10);

	
	the Technical Architecture (TA, Appendix 9);

	
	the Information Security Policy (Appendix 11); and

	
	the Use of TLS and HTTP Response Headers Guidelines (Appendix 12).

	
	·         

	Req. AL8
	The costs of all new releases, updates, patches, fixes, and similar enhancements, including their installation, are included in the proposal. This also includes any modifications required as a result of changes in legislation. The provision and use of an Acceptance Environment are likewise included in the proposal at no additional cost.

	Req. AL9
	In the event of the sudden unavailability of, or an unforeseen termination of, the services provided by the Contractor or any subcontractor (including due to bankruptcy, acquisition, or a disaster), the continuity of the Solution and the related services shall be guaranteed by an independent third party through an appropriate continuity arrangement, such as a software escrow, data escrow, managed trust arrangement, or tripartite agreement.

	Req. AL10
	The Contractor explicitly guarantees, at all times, that any subcontractors, hosting providers, and affiliated partners comply with the agreements concluded with the Client. The Contractor shall remain fully responsible and liable for ensuring such compliance.

	Req. AL11
	The quoted prices for the proposed Solution include all required licences, certifications, and third-party attestations, such as Third Party Memorandum (TPM) reports and assurance reports. The Contractor may not assume the availability or use of licences already held by the Client, unless this is explicitly stated in the relevant requirement.

	Req. AL13
	The Client shall at all times retain ownership of all transaction data.

	Req. AL14
	The Contractor shall make available all information relating to any algorithms classified as Category A: High Risk under the AI Act and Category B: Impact on Data Subjects (as defined in the Algorithm Register Guidance (“Handreiking Algoritmeregister”)), enabling the Client to publish this information in the Algorithm Register of the Dutch Government.

	Req. AL15
	The Contractor shall not be permitted to perform any software development activities or development testing activities in the environments made available to the Client.

	Req. AL17
	All actions and activities, including consultations/viewing activities, performed by users of the Solution, administrators, and the Solution itself shall be logged. These logs must be tamper-proof and may not be altered. For each action/activity, at least the following information shall be recorded: who, what, where, when, and, where personal data is involved, why. The Client shall be able to access and export these logs at all times.

	Req. AL18
	All security-relevant events shall be recorded in so-called audit logs, which shall contain at least the following information:

	
	identification of the user (including both end users and administrators), system, or business rule;

	
	the date and time of log-on and log-off events;

	
	records of successful and unsuccessful attempts to gain access to the system;

	
	records of successful, unsuccessful, and other attempts to gain access to individual system components and files; and

	
	records of enquiries/viewing activities and modifications, including identification of the user and the relevant date and time, where personal data and/or confidential information is processed.

	
	The audit logs shall be protected against alteration or manipulation.

	
	The audit logs shall be available for consultation and export on a 24/7 basis by authorised employees of the Municipality of ’s-Hertogenbosch, and shall be exportable in a commonly used file format.

	Req. AL19
	The Contractor shall provide the Software Bill of Materials (SBOM) for the Solution prior to final contract award and shall keep the Client informed of any changes to the SBOM throughout the term of the contract.

	 
	 

	[bookmark: RANGE!A32]TECHNICAL REQUIREMENTS

	Req. TE1`
	Web applications shall support integration with Single Sign-On (SSO) for the Client’s employees, using Azure AD / Entra ID as the Identity Provider. The Contractor may implement this integration using SAML 2.0 or OpenID Connect (OAuth 2.0).

	
	The set of user data and attributes to be provided through the SSO integration shall consist of:

	
	User Principal Name (UPN)

	
	Email Address

	
	First Name

	
	Last Name

	
	The SSO integration shall be used solely for authentication purposes. Authorization shall be managed within the integrated application itself. Access to applications shall be governed through Conditional Access policies.

	
	For users other than the Client’s employees, multi-factor authentication (MFA) shall be mandatory, consisting at a minimum of a Time-Based One-Time Password (TOTP) generated by an authenticator application.

	 
	 

	SAAS REQUIREMENTS

	Req. SA1
	The Solution shall evolve in line with the lifecycle of operating systems, including the Windows environment, and internet browsers.

	Req. SA2
	The Solution shall operate fully without the need for any additional client-side installations.

	Req. SA3
	The Contractor shall be responsible for technical management, including the creation of backups, system maintenance, the installation of new versions and updates, protection against unauthorized access, and related operational activities.

	Req. SA4
	All maintenance activities shall be communicated to the Client in writing in advance, including a description of the work to be performed. This requirement applies to every environment made available to the Client, including during the implementation phase. Following maintenance, the Contractor shall provide the Client with a written report on the execution and outcome of the activities performed. Maintenance on the production environment shall be carried out at times that minimize disruption to users, namely between 20:00 and 07:00. Maintenance outside these hours may only be performed with the Client’s prior approval.

	Req. SA5
	Where special categories of personal data and/or sensitive personal data are processed, the SaaS Provider shall annually provide a SOC 2 Type II report and/or a Third Party Memorandum (TPM) based on another recognized information security assurance standard.

	Req. SA6
	Where a financial process is processed that may be material for financial reporting purposes, such as the annual accounts, the SaaS Provider shall annually provide an ISAE 3402 Type II report.

	 
	 

	INTERFACE REQUIREMENTS

	Req KO1
	Any interface for which at least one of the connected applications is deployed on-premises shall always be routed through the integration layer of the Municipality of ’s-Hertogenbosch.

	Req. KO2
	nterfaces between two systems that are not located within the municipal network should preferably also be routed through the municipal integration layer. If this is not possible and the Client bears any form of liability and/or responsibility, such interfaces shall comply with the following requirements:

	
	A. Visibility and Monitoring

	
	The Client shall at all times, without intervention by the Contractor, have visibility of:

	
	the availability of the interface;

	
	the performance of the interface;

	
	functional failures;

	
	technical failures; and

	
	any variable costs (if applicable) associated with the use of the interface, including the amount of such costs and the party by whom they were incurred.

	
	B. Incident Analysis

	
	In the event of an incident, the Contractor shall be responsible for fault analysis relating to the interface and shall have the necessary resources and capabilities to perform such analysis.

	
	C. Audit Trail and Logging

	
	Where confidential information is exchanged, the audit trail and/or logging shall record at a minimum:

	
	when the interface was used;

	
	who initiated the transaction (employee);

	
	why the transaction was initiated (purpose limitation);

	
	which data (type and content) was exchanged.

	
	The audit trail and/or logs shall only be accessible to authorised persons and shall be available immediately or provided without delay upon request.

	
	D. Data Breaches

	
	The Contractor shall immediately notify the Client of any data breach.

	
	E. Independent Assessment

	
	The Contractor shall have the interface assessed against the above requirements (A through D) by a party designated by the Client. The Client shall also accept a Third Party Memorandum (TPM), provided that such TPM demonstrably confirms compliance with requirements A through D.

	Req. KO4
	Data exchange between ICT solutions for which no applicable standards are available shall be implemented using REST APIs.

	Req. KO5
	The operation of the interface shall be fully documented and made available. Where REST is used, the documentation shall be provided by means of an OpenAPI or RAML specification.

	 
	 

	FUNCTIONAL REQUIREMENTS

	Req. FU6
	The user interface shall correctly display and print all diacritical characters included in the UTF-8 character set. Support for diacritical characters shall also be provided across all interfaces and integrations.

	
	In all search functions within the ICT solution, diacritical marks and uppercase/lowercase distinctions shall be ignored. This means that data shall be found and displayed with the correct diacritical marks and capitalization regardless of the search term entered. For example, the fictitious name “LàCreté” shall be found when searching for “LàCreté”, “LaCrete”, or “lacrete”.

	Req. FU7
	The help function shall be populated upon delivery and shall be maintained by the Contractor as part of all updates.

	Req. FU9
	The user interface must be supported by self-explanatory messages. This means that users must be able to read and understand, without consulting any documentation, what action is required of them or what has gone wrong.

	
	

	WEBSITE REQUIREMENTS

	Req. WS8
	Security: The web environment shall achieve a 100% score when tested using the internet.nl testing tool.

	Req. WS9
	Archiving: The website shall be capable of being fully archived by the Client in an e-depot, without any restrictions, limitations, or additional costs. The archiving process shall allow the complete website to be preserved, including all relevant content and associated resources.

	 
	 

	AUTHORISATION, PRIVACY AND SECURITY REQUIREMENTS

	Req. AP1                    
	Authorisation shall be managed within the ICT solution itself. When defining authorisations, a distinction shall be made between:

	
	create rights;

	
	read/view rights;

	
	modify rights; and

	
	delete rights.

	Req. AP2                    
	The ICT solution shall provide the capability to define roles that can be assigned to users. Authorisations relating to cases and processes shall be determined through these roles. Authorisations shall be configurable at the level of:

	
	organisational unit;

	
	role; and

	
	individual employee.

	Req. AP3                    
	The ICT solution shall provide the capability to configure confidentiality classifications. Access to functions and screens shall be linked to roles. Users may be assigned one or more roles. At role level, standard authorisations for cases and processes shall be configurable for each confidentiality classification.

	Req. AP4                    
	Authorisations shall be configurable through an administrative interface in a simple and user-friendly manner. The entire roles and permissions model within the Solution shall be configurable by the Client from a single central location.

	
	The Solution shall support the stacking, inheritance, copying, and delegation of role and permission configurations. This shall enable authorisation settings to be efficiently managed, reused, and assigned across users, roles, and organisational units.

	Req. AP5                    
	Each individual shall be assigned a unique administrative number within the ICT solution. This administrative number shall be different from the Citizen Service Number (BSN) and the BSN shall not be derivable from it in any way.

	Req. AP6                    
	The Contractor shall provide insight into any security incidents that have occurred. Security incidents are defined as incidents that compromise the security requirements relating to availability, integrity, and confidentiality. Such security incidents shall be reported immediately to the contact person designated by the Client.

	Req. AP7                    
	The Baseline Information Security for Government Organisations (BIO) serves as the normative framework underpinning the Information Security Policy and Information Security Plan of the Municipality of ’s-Hertogenbosch. The Solution shall comply with the Cyber Security Act (Cbw) and BIO 2.0.

	 
	 

	
	
	

	
	
	

	MANAGEMENT REQUIREMENTS
	

	Req. BH1                    
	The Contractor shall enter into a Service Level Agreement (SLA) with the Client, incorporating the requirements set out in the GIBIT and, at a minimum, the following:
	

	
	roles and responsibilities;
	

	
	governance structure, meetings, and reporting arrangements;
	

	
	the number of releases per year;
	

	
	the release management process (including communication, testing, and documentation);
	

	
	the Client’s ability to influence the content of releases;
	

	
	the recovery procedure;
	

	
	the escalation procedure;
	

	
	reporting mechanisms relating to the above topics;
	

	
	service windows;
	

	
	response times;
	

	
	uptime commitments;
	

	
	Recovery Point Objective (RPO): the maximum amount of work or data that may be lost;
	

	
	Recovery Time Objective (RTO): the maximum period for which the system may be unavailable;
	

	
	service desk availability;
	

	
	the maximum response and resolution times for maintenance requests, issues, and incidents, by severity level;
	

	
	the consequences of failing to deliver maintenance services, issue resolution, or incident handling within the agreed timeframes, by severity level; and
	

	
	the minimum notice period for changes that impact the use of data or interfaces.
	

	Req. BH2                    
	The Contractor shall provide a service desk that is available on working days between 08:30 and 17:00 hours.
	

	
	The service desk shall serve as the central point of contact for:
	

	
	reporting problems and incidents;
	

	
	submitting questions;
	

	
	submitting change requests; and
	

	
	obtaining information regarding the status and handling of requests, issues, and incidents.
	

	
	The service desk shall form part of the agreement and no additional charges may be imposed for its use.
	

	Req. BH3                    
	The Contractor shall guarantee acceptable and operationally adequate performance of the ICT solution for approximately ### concurrent users.
	

	
	“Acceptable performance” shall include, but not be limited to, the following response times:
	

	
	Application startup within 10 seconds (in 99% of cases);
	

	
	User login within 2 seconds (in 99% of cases);
	

	
	Keystrokes displayed on screen within 0.1 seconds (in 99% of cases);
	

	
	Navigation between data-entry fields within 0.5 seconds, using either mouse or keyboard (in 99% of cases);
	

	
	Following a screen change, the end user shall be able to continue working within 2 seconds (in 99% of cases);
	

	
	File previews displayed within 2 seconds (in 99% of cases);
	

	
	Opening a file completed within 3 seconds (in 90% of cases);
	

	
	Simple queries returning results within 5 seconds (in 90% of cases).
	

	
	Where response times cannot be achieved, the Solution interface shall provide a clear indication that the requested action is still being processed.
	

	Req. BH4                    
	For functional modifications required by legislation and delivered through new releases or patches, the updated functionality shall be made available in the acceptance environment at least six (6) weeks before the statutory effective date and shall be accompanied by written explanatory documentation.
	

	Req. BH5                    
	The Solution shall provide functionality enabling the Client to perform management and administration activities without intervention from the Contractor, including the ability to:
	

	
	initiate additional message-processing activities;
	

	
	initiate additional batch-processing activities; and
	

	
	monitor message traffic and batch processes.
	

	Req. BH6                    
	A system administrator designated by the Client shall receive notifications whenever technical issues occur within the Solution or in any connected interface.
	

	
	
	

	 
	 
	

	IMPLEMENTATION REQUIREMENTS
	

	Req. IP1   
	The Contractor shall be responsible for the complete implementation of the proposed ICT solution in both the acceptance environment and the production environment. The proposed ICT solution shall be available and operational in production by ####.
	

	Req. IP2   
	The implementation project shall be planned and executed in such a manner that implementation commences within #### following final contract award.
	

	 
	 
	

	Exit Phase Requirements
	

	Req. XF1                    
	Upon expiration or termination of the Agreement, the Client shall be granted a subsequent transition period of at least three (3) months during which it may continue to use the ICT solution to complete its accounting administration and fiscal closing activities. All licence fees and maintenance costs for this period shall be included in the proposed price.
	

	Req. XF2                    
	Upon request by the Client, the Contractor shall make all data, including associated documents, available within two (2) weeks for the Client’s continued use, whether within a new ICT solution or otherwise. The Contractor shall not impose any additional requirements or conditions in relation to the provision of such data and shall not charge any additional fees for making the data available to the Client, other than those expressly included in this procurement.
	

	Req. XF3                    
	The Contractor shall prepare an Exit Plan that complies with the requirements of the European Data Act and describes in detail how the exit phase will be executed. Approval of the Exit Plan by the Client shall be a prerequisite for formal acceptance of the Solution.
	

	
	
	

	Ingest Requirements
	

	Req. ING1 
	During ingest, a bit integrity check is performed using checksums. This integrity verification of the data is carried out to ensure the accuracy, reliability, and authenticity of the information objects within the new environment. Any error affecting the bit integrity of an information object is detected and reported. The checksum value is added as metadata to the received information objects.
	

	Req. ING2 
	During ingest, a file format validation process is carried out. This function is used to determine and identify the file formats of the received information objects to support their appropriate management, preservation, and storage.Bij opname vindt er een controle plaats op bestandsformaten. Deze functie dient de opslagformaten van de ontvangen objecten vast te stellen. 
	

	Req. ING3 
	During ingest, a check is performed for barriers to long-term accessibility and preservation. The received information objects and information packages must be examined for characteristics that may hinder sustainable accessibility or require specific preservation measures. This check includes, at a minimum, the detection of viruses, corrupted files, and encrypted files.
	

	Req. ING4 
	The system supports the addition of information objects to existing case files and the creation of new case files.
	

	Req. ING5 
	During ingest, a check is performed to determine whether the received information objects are versions of information objects already present in the repository. This check should establish whether:
	

	
	the object belongs to one or more existing versions of the same object that are already stored in the repository;
	

	
	the object constitutes an additional manifestation of an information object for which one or more manifestations are already stored in the repository.
	

	Req. ING6 
	The solution provides confirmation of a successful ingest or generates an error report detailing any issues encountered.
	

	Req. ING7 
	Original manifestations of information objects preserve their authenticity and remain unchanged throughout their lifecycle.
	

	Req. ING8 
	The system identifies and records the manifestation that represents the original information object.
	

	 
	

	Data Management Requirements
	

	Req. GB1 
	Following ingest, the solution enables the addition and modification of metadata for individual information objects as well as through bulk update operations (e.g., at the ingest category level).
	

	
	Metadata can be created, updated, and maintained at all aggregation levels, including individual information objects, selected sets of information objects, and bulk collections.
	

	
	The solution supports the automatic inheritance and propagation of metadata from higher to lower aggregation levels.
	

	Req. GB2 
	The solution shall enable information objects to be subject to access restrictions based on their disclosure status.
	

	Req. GB3 
	The solution shall enable selected portions of the archive to be exported and transferred in bulk.
	

	Req. GB4 
	Informatieobjecten kunnen in onderlinge samenhang op een rechtmatige en  
	

	Req. GB5 
	The solution shall support metadata management in compliance with the MDTO standard. Furthermore, authorized users shall be able to define, add, and maintain multiple metadata schemas and modify existing schemas as required.
	

	 
	

	Preservation Requirements
	

	Req. PR1 
	Storage of information objects in the National Archives of the Netherlands (Nationaal Archief) preferred and acceptable file formats shall be supported.
	

	Req. PR2 
	Information objects can be converted in bulk to another file format.
	

	Req. PR3 
	Following conversion, the new manifestations shall be preserved alongside the original information objects.
	

	Req. PR4 
	The solution shall automatically verify files whose checksums no longer match the checksum recorded at ingest and shall automatically repair any detected inconsistencies. When an integrity error is detected, the solution shall generate a notification and, where appropriate, initiate a recovery procedure using, among other mechanisms, the repository's mirroring, backup, and restore capabilities.
	

	Req. PR5 
	All preservation actions shall be documented and retained.
	

	 
	

	Access and Dissemination Requirements
	

	Req. OBS1 
	The user interface shall provide integrated viewers for viewing files in the preferred and acceptable file formats designated by the National Archives of the Netherlands (Nationaal Archief).
	

	Req. OBS2 
	The solution shall support intuitive and user-friendly full-text searching across stored information objects.
	

	Req. OBS3 
	The solution shall enable users to search, filter, and sort search results using metadata attributes.
	

	Req. OBS4 
	The solution shall support Boolean searching and wildcard searches.
	

	Req. OBS5 
	The solution shall enable users to access and download information objects in their original stored file format. The solution shall support the provision of reproductions of information objects, both individually and in bulk, through a dedicated export functionality.
	



