Standard Municipal Data Processing Agreement
 
Data Processing Agreement for the Performance of ...
 
Municipality of ..., of which ... is the Data Controller, hereinafter referred to as the "Data Controller", duly represented for the purposes hereof by ..., ...

and
 
..., having its registered office at ..., registered with the Chamber of Commerce under number ..., hereinafter referred to as the "Processor", duly represented for the purposes hereof by ..., ..., ...
 
hereinafter individually referred to as a "Party" and collectively as the "Parties"
 
Whereas:
a) The Parties entered into the ... on ..., hereinafter referred to as the Main Agreement, pursuant to which the Processor provides the following service(s) to the Controller: ...;
b) For the performance of the Main Agreement, the Processor processes Personal Data on behalf of the Controller;
c) The processing of Personal Data by the Processor is subject to the General Data Protection Regulation (GDPR) and the Dutch GDPR Implementation Act (Uitvoeringswet AVG, UAVG);
d) In addition to the GDPR and the UAVG, the Parties wish to record the following arrangements regarding the processing of Personal Data in this data processing agreement (hereinafter: the Data Processing Agreement).
 
The Parties hereby agree as follows:
 
Article 1 Definitions
1.1 Terms used in this Data Processing Agreement that are defined in the GDPR and the UAVG shall have the same meaning as assigned to them in those laws.
1.2 Annexes: appendices to this Data Processing Agreement, which are incorporated herein by reference and form an integral part of this Data Processing Agreement.
 
Article 2 Effective Date and Term
2.1 This Data Processing Agreement shall enter into force on the date the Main Agreement is concluded, unless the Parties agree otherwise.
2.2 This Data Processing Agreement shall terminate when the Processor has ceased the processing of Personal Data under the Main Agreement and has complied with its obligations regarding the return and/or deletion of Personal Data.
2.3 If the Parties enter into a new Data Processing Agreement, the previous Data Processing Agreement shall automatically terminate and be replaced by the new Data Processing Agreement.
 
Article 3 Subject Matter of this Data Processing Agreement
3.1 The Processor shall process the Personal Data made available by or through the Controller solely on behalf of the Controller for the performance of the Main Agreement and exclusively in accordance with the Controller's documented instructions, unless the Processor is required to process such Personal Data pursuant to Union or Member State law to which the Processor is subject. In such case, the Processor shall inform the Controller of that legal requirement without undue delay prior to the processing, unless that law prohibits such notification on important grounds of public interest.
3.2 The processing activities to be carried out by the Processor are described in Table 1 of Annex 1.
 
Article 4 Substantive Provisions
4.1 Security Measures
The Processor shall implement appropriate technical and organisational measures to ensure a level of security appropriate to the risk, as referred to in Article 32 GDPR, for the protection of Personal Data. The manner in which the Processor demonstrates the implementation of such appropriate technical and organisational measures is set out in Annex 2.

4.2 Audits
The Processor shall provide all necessary cooperation with audits conducted by a certified auditor regarding compliance with the provisions of this Data Processing Agreement and its Annexes, unless the Processor has demonstrated compliance with the agreed obligations through a valid certification that is periodically assessed by an accredited certification body. The costs of such audit shall be borne by the Controller, including its own costs and those of the Processor, unless the auditor identifies one or more material deficiencies on the part of the Processor that adversely affect the Controller.

4.3 Processing Outside the EEA
The Processor may process, or arrange for the processing of, Personal Data outside the European Economic Area (EEA) provided that the requirements of Articles 45 or 46 GDPR have been fulfilled. Where Personal Data is processed outside the EEA, the Processor shall inform the Controller thereof in advance.

4.4 Confidentiality
The Processor, any Sub-processor, and all persons acting under their authority who have access to Personal Data shall keep such Personal Data confidential. The persons working for the Processor and its Sub-processors shall have signed confidentiality agreements or shall otherwise be bound by an equivalent written obligation of confidentiality.

4.5 Sub-processors
The Sub-processors known at the time of entering into this Data Processing Agreement are listed by the Processor in Table 3 of Annex 1. The Controller hereby grants general authorisation for the engagement of Sub-processors. Following the commencement of the services, the Processor shall keep the Controller informed of any intended engagement of new Sub-processors. In the engagement of Sub-processors, Articles 28(2) and 28(4) GDPR shall remain fully applicable.

4.6 Rights of Data Subjects
Where a Data Subject exercises any of their rights under Articles 12 through 22 GDPR, the Processor shall assist the Controller in responding to such request and enabling the Controller to make a decision within the statutory time limits.

4.7 Data Protection Impact Assessment and Prior Consultation
Upon the Controller's request, the Processor shall cooperate with any Data Protection Impact Assessment (DPIA) and any prior consultation as referred to in Articles 35 and 36 GDPR.
 
Article 5 Personal Data Breaches
5.1 The Processor shall inform the Controller without undue delay and, in any event, no later than 24 hours after becoming aware of a (suspected) Personal Data Breach. To the extent known at that time, the Processor shall provide information regarding the suspected cause of the (suspected) breach, the categories of Personal Data concerned, the categories of Data Subjects affected, and the number of Data Subjects involved.
5.2 In the event of a Personal Data Breach, the Processor shall, without undue delay, take all necessary measures to remedy the breach, mitigate its consequences, and prevent any further breaches. The Processor shall keep the Controller continuously informed of such measures and their progress.
5.3 The Processor shall maintain a detailed register of all Personal Data Breaches and the measures taken in response thereto. The Controller shall be entitled to inspect such register upon request.
5.4 The Controller shall determine whether the Personal Data Breach must be notified to the competent supervisory authority and/or the affected Data Subject(s). The Processor shall provide all necessary assistance to the Controller in connection with such notification to the supervisory authority and/or the Data Subject(s).

Article 6 Liability
6.1 Any limitations of liability agreed upon in the Main Agreement shall also apply to this Data Processing Agreement.
 
Article 7 Termination of the Data Processing Agreement
7.1 The Parties shall include provisions in the Main Agreement regarding the termination of the Main Agreement and the resulting return and deletion of Personal Data.
7.2 The obligations of confidentiality under this Data Processing Agreement shall continue to apply following the termination of this Data Processing Agreement.

Article 8 Miscellaneous Provisions
8.1 This Agreement shall be governed by and construed in accordance with the laws of the Netherlands. Any disputes arising out of or in connection with this Agreement, including disputes where only one Party considers that a dispute exists, shall in the first instance be submitted to the same competent court as specified in the Main Agreement.
 
1. Execution

Thus agreed and executed in duplicate,
Effective Date: ...

	Municipality of ...
	...

	The Mayor of the Municipality of ...
	

	represented by:
	represented by:

	... ..., ...
	... ..., ...

	Place: ...
	Place: …



