Simac datacenter BIT Ede

SCL
ovG
(standb

Internet Access
50Mbit/s 1:4

Gem.Purmerend
Checkpoint FW

193.173.73.158
-—

172.18.8.0/23

Internet Access Gem. Purmerend

50Mbit/s 1:4

Simac datacenter NL|DC Eindhoven

— VPN LanTolan__ __

SCL-OVG-MFEO1
10.12.154.33

SVL-OVG-PROXY01-DMZ (
10.12.154.32

Ext:185[25.228.246
SCL-OVG-PROXYO01-Externall

SCL-OVG-WAP-01
10.12.154.34
185.25.228.87

SVL-OVG-GWO01
10.12.154.31
Ext:185.25.228.249
GWO01-External
(afspraken.oostzaan.nl 185.25.228.129)
(afspraken.wormerland.nl 185.25.228.130)

SVL-OVG-TXENTIAL
10.12.154.30
TXential-OverGemeenten
(Ext:185.25.228.247)

-1

SCL-OVG-TSIAM-WL: 10.12.154.26
Wormerland.nl (Ext:185.25.228.243)

—
v S
4 Vlan 3554) —
TSIAM: ( PSIAM:
SCL-OVG-TSIAM-0Z: 10.12.154.25 SCL-OVG-PSIAM-0Z: 10.12.154.27
Oostzaan.nl (Ext:185.25.228.242) Oostzaan.nl (Ext:185.25.228.244)

SCL-OVG-PSIAM-WL: 10.12.154.28
Wormerland.nl (Ext:185.25.228.245)

SCL-OVG-OTNLO1: 10.12.154.35
opentunnel.oostzaan.nl 185.25.228.88
opentunnel.wormerland.nl 185.25.228.89

SCL_OVG_DWP_DMZ _10.12.151.xx 24 vlan vlan 3551)

DWP-SNIP 10.12.151.20
VIP-HTTP(S) 10.12.151.30

Netscaler
DWP-NSIP1
10.12.151.11

Netscaler (Netscaler VIP Ext: 185.25.228.216)
DWP-NSIP1 STOREFRONT-VIP 10.12.151.31
10.12.151.10
| simac cloud firewalls Instance OVG |
SCL_OVG_DWP_WORKER (10.12.150.xx/24 vlan 3550
DWP Workers

% 209

> @ DWP Workers

SCL_OVG_DWP_BACKEND (10.12.153.xx,

24 vlan 3553)

SVL-OVG-DDCO1 SVL-OVG-XA001 BACKEND-MULTINODE1

BACKEND-MULTINODE2

SVL-OVG-RESO1

10.12.153.25 10.12.153.26 10.12.153.50 10.12.153.51 10.12.153.60

o SCL_OVG_PRD (10.12.155.xx/24 vlan 3555) 90—

R SCL-gVG-LX01

NS 10.12}155.38

N

N 185.25.228.229
DOMAINCONTROLLER1 SCL-OVG-FSO01 APPSERVER1 APPSERVER3 SCL-OVG-MOZARDCC

10.12.155.11 10.12.155.13 10.12.155.21 10.12.155.23 10.12.155.44
185.25.228.147 (LDAPS) 185.25.228.118 (22)
DOMAINCONTROLLER?2 APPSERVER2 APPSERVER4

SVL-OVG-XENTIAL 10.12.155.12 SCL-OVG-FS02 10.12.155.22 10.12.155.24

10.12.155.26 10.12.155.16

Xential-OverGemeenten

=1

Over-Gemeenten Private Cloud

T—
SCL_OVG_GEMNET _10.254.134.248 29 vlan 3562)

Link to Gemnet
koppeling Core

nk to Gemné!
koppeling
gemeente

SCL_OVG_KOP _10.12.161.xx 24 vlan 3561)

RT-CORE-BIT-01

NL_DC ACTIEF!

RT-CORE-NDC-01

S* 0.0.0.0/0 [1/0] via 10.12.161.6, Port-channel2.3561

S 10.0.0.0/8 [1/0] via 172.22.22.25, GigabitEthernet3/37
S 172.16.0.0/12 [1/0] via 172.22.22.25, GigabitEthernet3/37
S 192.168.0.0/16 [1/0] via 172.22.22.25, GigabitEthernet3/37

Vodafone WAN

Over-Gemeenten locaties

172.22.22.25
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111 GEMNET Koppeling!!!
interface GigabitEthernet2/0/18

switchport trunk allowed vlan 10,11
speed auto 10 100

=,

description Cust: OVER Gemeenten [1 Gbit * OVG * NCS-LAN-B02] (Dot1Q trunk vl 10-11)’

description Cust: OVER Gemeenten [1 Gbit * OVG * NCS-LAN-B02] (to Cloud AS,

switchport access vlan 11
channel-group 26 mode active

interface GigabitEthernet2/0/19

description Cust: OVER Gemeenten [1 Gbit * OVG * NCS-LAN-B02] (To Cloud as
switchport access vlan 11

channel-group 26 mode active

interface Port-channel26
description OVER Gemeenten to Cloud ASA
switchport access vlan 11

interface GigabitEthernet1/0/19 ;,,
+

interface Ethernet102/1/23

switchport access vlan 3562
channel-group 1031 mode active

interface port-channel1031

switchport access vlan 3562
vpc 1031

interface Ethernet103/1/23

switchport access vlan 3562
channel-group 1031 mode active

interface port-channel1031

switchport access vlan 3562
vpc 1031

description ** SCL-OVG GEMNET KOPPELING **

description ** SCL-OVG GEMNET KOPPELING **

description ** SCL-OVG GEMNET KOPPELING **

Router Overgemeente
172.22.22.25

Vodafone

11 WAN verbinding naar Gemeente !!!

interface TenGigabitEthernet1/0/20

description Cust: OVER Gemeenten [1 Gbit * OVG * NCS-LA
switchport trunk native vlan 703

switchport trunk allowed vlan 10,11,703,704
channel-group 20 mode active

interface TenGigabitEthernet2/0/20

switchport trunk native vlan 703
switchport trunk allowed vlan 10,11,703,704
channel-group 20 mode active

interface Port-channel20
switchport trunk native vlan 703
switchport trunk allowed vlan 10,11,703,704

description Cust: OVER Gemeenten [1 Gbit * OVG * NCS-LAN-B02] (Dot1Q trunk OVER Gemeenten Vodafone WAN)

N-B02] (Dot1Q trunk OVER Gemeenten Vodafone WAN)

SW-CORE-NDC-02

stack

111 Koppeling to Cloud ASA Klant Lan!!!
interface TenGigabitEthernet1/0/18

switchport access vlan 704

description Cust: OVER Gemeenten [1 Gbit * OVG * NCS-LAN-B02] (Dot1Q trunk OVER Gemeenten vl 122)

Gemhuis-Wormer

Mikr

Sfpplus03-eVPN-DC
172.22.22.2

oTik

interface BDI129
description Cust: Overgemeenten [***] (Overgemeenten)

111 WAN verbinding naar Gemeente !!!
interface TenGigabitEthernet3/0/1
shutdown

description Cust: OVER Gemeenten [1 Gbit * OVG * NCS-LAN-B02] (Dot1Q trunk OVER Gemeenten Vodafone WAN)

channel-group 25 mode active

interface TenGigabitEthernet4/0/1
shutdown

description Cust: OVER Gemeenten [1 Gbit * OVG * NCS-LAN-B02] (Dot1Q trunk OVER Gemeenten Vodafone WAN)

channel-group 25 mode active

interface Port-channel25

vrf forwarding OVERGEMEENTEN-1
ip address 172.22.22.28 255.255.255.248

standby 48 ip 172.22.22.30

standby 48 priority 150

encapsulation dot1Q 703
1
interface BDIS0

description Cust: Overgemeenten [***] (Overgemeenten-VLAN3561, via Te0/1/2)
vrf forwarding OVERGEMEENTEN-1

ip address 10.12.161.3 255.255.255.0

standby 3561 ip 10.12.161.1

standby 3561 priority 150

encapsulation dot1Q 700 second-dotlq 3561

IP Static Route:
0.0.0.00.0.0.0 10.12.161.6 DEFAULT

10.12.150.0 255.255.255.0 10.12.161.6 name OVG-DWP-WORKER
10.12.151.0 255.255.255.0 10.12.161.6 name OVG-DWP-DMZ
10.12.153.0 255.255.255.0 10.12.161.6 name OVG-DWP-BACKEND
10.12.154.0 255.255.255.0 10.12.161.6 name OVG-DMZ
10.12.155.0 255.255.255.0 10.12.161.6 name OVG-PRD

\ 172.18.8.0 255.255.255.0 10.12.161.6 name OVG-Purmerend

10.0.0.0 255.0.0.0 BDI129 172.22.22.25 name OVERGEMEENTEN
172.16.0.0 255.240.0.0 BDI129 172.22.22.25 name OVERGEMEENTEN
192.168.0.0 255.255.0.0 BDI129 172.22.22.25 name OVERGEMEENTEN

-

W-CORE-BIT-01

stack

interface BDI22
vrf forwarding OVERGEMEENTEN-1
standby 3561 ip 10.12.161.1

standby 3561 priority 50
standby 3561 preempt

IP Static Route:

description ** SCL-OVG GEMNET KOPPELING **

N5K-NDC-01

N5K-NDC-02

ASA OVG Context
(Active)
Cisco ASA FW
Koppel 10.12.161.6

description Cust: Overgemeenten [***] (Overgemeenten-VLAN3561, via Te0/1/2)

ip address 10.12.161.3 255.255.255.0

encapsulation dot1Q 701 second-dotlq 3561

0.0.0.00.0.0.0 10.12.161.6 DEFAULT
10.12.150.0 255.255.255.0 10.12.161.6 name OVG-DWP-WORKER
10.12.151.0 255.255.255.0 10.12.161.6 name OVG-DWP-DMZ

10.12.153.0 255.255.255.0 10.12.161.6 name OVG-DWP-BACKEND
10.12.154.0 255.255.255.0 10.12.161.6 name OVG-DMZ
10.12.155.0 255.255.255.0 10.12.161.6 name OVG-PRD
172.18.8.0 255.255.255.0 10.12.161.6 name OVG-Purmerend

Simac Core

Simac Cloud

=

Koppel

ASA OVG Context
(Standby)
Cisco ASA FW

10.12.161.6
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pVPN Ede(nog nietin gebruilky

EVPN(KPN)

Internet ede

verbinding Zig

Internet Internet
via Ziggo-DSL Viaxsdall
300/40Mb

100/20Mb

WiFi netwerken

Bedraad netwerl

|

Verbinding XS4 Al KPN

[pPppoe KPN {(10M1y's))—1

eVvPN Wor

ernet
via KPN(glas)
ppoe

[eVPN Wormer SOMb]

EVPN(KPN)

Locatie:
Werf-Oostzaan

Biss / Wehcast

telefonie

(t39)

Legenda

— Netwerkverbinding
B Ethernet tunnel
= = = = = |Ipipipsec tunnel

Over-gemeenten:netwerk overzicht

Getekend: Beheer Net

d.d. 10 Novernber 2019
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1621682900/24 10121610/24
1012154.0/24

: 10121530/24
1012151.0/24

» 10.12.150/0/24
" 724880724 (Pumerend)

DNS/AD service Citrix Farm, overige servers

Beheer-Net
Behger

Ede

( 172222230/29

10.254.134.248/29

Gemnet router

. DC1 (Eindhover) 192.168.235.254/24
no | 172222243 (10.254.134.254/24)
1040.10.170/29
212178.66.98/29 ,,
2121786696/29 10.10.10.168/29
Semnet

Opnvpr-TAP-wo-DC

I
I
I
I
I
I
I
I
I
l
"
l
"

Opnvpn TAP 0z DC

100Mb
ipVPN

212178 83 182/32 Wormer Nogniet in gebruik

| 90.145.244.160/28 Beheer Net | "

95.97.66.30/32 Oostzaan

31.149.144.208/29 Skotn N

Alle overige routes. "
n
n

- n

- e Netwerkverbinding
oo sesEEs Ethernet tunnel
" <z = = = Ipipipses tunnel

I
I
I n
L

10.254.134.0/24
17220.100.0/24°
17220133.0/24
17220134.0/23

(Wu'msrovpn-TAP ) @cstzaen wpnTAP)

1012161.0/24

10121550/24 (1921682350724 ) (1025413024 )
1042154.0/24

Over-gemeenten: DC-Eindhoven

10121530/24

1012151.0/24
012150/0/24

17220.136.0/24 ;
17220.138.0/24 Getekend: Beheer Net

d.d. 10 Novernber 2019

J/
R ;2%0312’\1 KoV Opgesteld door Aanmaakdatum Status
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192168.230.0/24
Beheer-Net.

Verbindingen naar DC1

Nogniet actief
| V1anaso ) 1722222130/29

101010.178/29

T 7

80.113.69.10/29

90.145.244.160/ 28 Beheer-Net.
Alle overige routes.

Nog niet in gebruik

Netwerkverbinding
Ethernet tunnel

= Iprip ipsec tunnel

Over-gemeenten

DC Ede

Niet actief (geconfigureerd)

Getekend: Beheer Net

d.d. 10 Novernber 2019
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192168.2300/24
Beheer-et

10.10.10.128/29 ipVPN
10.174.81.0/24 (Vodafore)

100Mb ip¥PN

Alle overige routes
En192.168.179.73/32 (Zorgnet ipSEC)

213154.246.243/32

194.151.24.225/32
192168.235.254 104151240724

194.104.32.0/24
194.104.15.185/32
194.104.13.47,/32
193.200.140.74/32
192168150 0,/24

212178.83182/32
212178.66.98/32
194.104.96.44,/32

2OMb Intemet ]— 19317353.101/32

192168.0.0/16
19287.231.0/24
15046.248.204/32
150.46,248,66/32
145.21.234.36/32
145,21.178.233/32
139.156.151 70/32
85.159.1038.1/32
82195.480/28

90.145.244.160/27 = Beheemet

87.21338.194/32

85.214.224.28 /32 iBASX ovpn

82195521/32
8219548.7/32
8219548.1/32
80.113.69.10/32

80.79.99.49/32
80.79.98.146/32
80.79.97.250/32
80.79.97.159/32
80.79.97.134/32
80.79.97.102/32
80.79.97.74/32
80.79.97.72/32
80.79.97.74/32
80.79.97.40/32

0104101
e = _‘:_ \i— =—=_=—=_= D te
1
:
17231 255.9/28 - 17
=L
Monumentenwacht
User Internet Fi s 17222.22.34/30 (ipip)
17231.2565.3/28 i . 1722222 2/30 (evin)

10.254.134.0/24
10.254.144.0/24

1012161.0/24
1012155.0/24
1012154.0/24
1012153.0/24
1012151.0/24
1012150/0/24
17218.8.0/24 (Purmerend)

17220.100.0/24 OZ Management WiFi ~ ——[EVFN Worme
17220.133.0/24 0OZ Raad WiFi

172.20.134.0/23 0Z over-Gem Wil

1722222 6/32

¥Ian30/31

192168.236.0/24
17216.200.0/24
17216.201.0/24
172162020724
17216.2030/24

DNS Cacheservice
192168.235.92

Locatie: Wormer

17220.101.0/24 Management
17220.233.0/24 Raad
172.20.234.0/23 Over Gem
17220.236.0/24 Publiek
17220.238.0/24 iBASX

(t97)

[

80.79.97.7/32
80.79.97.6/32
80.79.96.98/32
80.79.96.97/32
62.239.103.3/32
10 254.144.78/32
10 254.144.76/32
10 254.144.37/32
10.250.22.225/32
10.250.22.0/24
1000.0/3

Legenda

Netwerkverbinding
Ethernet tunnel
IpHip ipsec tunnel

Getekend: Beheer Net

d.d. 10 Novernber 2019

Over-gemeenten:Wormer

0.9

30-3-2020
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30.79.99.49/32

80.79.97.7/32

1012.161.0/24 2131542462432 ]  1921680.0/16 80.79.97.250/32 80.79.97.6/32
10.12.1565.0/24 212178.66.98/32 19287.231.0/24 807997.159/32 8079 96.98/32
10.12.154.0/24 DC1(Eindhovery |_ _ _ _ _ Gemnet 194151.24.225/32 15946.248.204/32 EOAYQ 'g 7‘ 134/32 80.79A96‘97 /32
10.12.153.0/24 172222220/0)" ~ 7 T T« 10.254.134.248/29|  194.151.24.0/24 15946.248.66/32 807997 102/32 62239 1033/32
10.12.151.0/24 194.104.320/24 14521.234.36/32 507007 74
o 79.97.74/32 10.254.144.78/32
10.12.150/0/24 194104.15.185/32 = 14521.178.233/32
104104 1347 80.79.97.72/32 10.254.144.76 /32
104.1347/32 | 139156.151.70/32
192168 2300/24 193200 140 74/32 85 159108 1/32 80.79.97.71/32 10.254.144.37 /32
Beheer Net 192;163 156 0/24 Sé 195480/28 80.79.97.40/32 10.250.22.225/32
212178.83.182/32 p e SERAS 80.79.98.146/32 1000.0/8
212178.66.98/32
194.104.96.44,/32
19317353101/32
22.;43224;2%;7 = Beheemet rternet
213381 ViaXs4all ;
85.214.224.28/32 BASX ovpn Internet (Alle overige routes)
82195521/32
82.195.48.7/32
82.195.48.1/32 C 100/20Mb
80.113.69.10/32
) f DeGlas nterretken |
17216.218/32= Basx |, is niet meer in gebruk
User Internet FW H T Router
A 10.254.144.0/24
172.20.100.0/24 Managerent 17231 20.0/28 ] 444 A e
17220.133.0/24 Raad " LEHRES SETal
17220.134.0/23 Over-Gem
17220.136.0/24 Publiek 697 66.30/29 1722222.9/30
17220.138.0/24 iBASX .
[ WiFi netwerken ] —
: I=|
( [ )) 1722222 6/30
> 192168.235.0/24
1722222 70/32
17220.234.0/23
17220.233.0/24
17216.255.0/24
17216.225.0/24
[ &/PN oostzaan SOMD ] 17216.2100/24
17216.203.0/24
17216.202.0/24
17216.201.0/24
17216.200.0/24
104921.0/24
10.174.81.0/24 (Vodafone)
Legenda
Netwerk verbinding
Ethernet tunnel
Ipip ipsec tunnel
. Over-gemeente n:Oostzaan
-
Locatie: Oostzaan
Getekend: Beheer Net
d.d. 10 November 2019
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10.12.161.0/24

10.12.155.0/24

10421454.0/24 | DCi(Eindhover) |_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ .

10.121530/24 172222220/ "~~~ "~~~ == *°~ "

10.12151.0/24 "

10.12.150/0/24 [pppoe KPN (10Mby/s))

Alle overigeroutes via
Wormer pipInternet

10.10.10.192/26

192168.235.0/24 Wonmer vast .
1722222 76/32 test adres
17 220.234.0/23 Wormer Over-gem WiFi
17 220.234.0/24 Wormmer Raad WiFi
=

470NN AT QD OT Over Com |
o407

192168.2300/24
theer—Net

172204 2530Z Over Gem WiRi
17220.133.0/24 OZ Raad WiFi
10.254.134.0/24 OZ Vast

10.174.81.0/24 Vodafone

10.254.144.0/24

212178.83182/32
21217866.98/32

90.145.244.160/27 = Beheemet

Legenda

=z = = Ipipipses tunnel

Netwerk verbinding

Etherngt tunne!

Over-gemeenten: Werf-Oostzaan

Getekend: Beheer Net

d.d. 10 November 2019
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