
Aanmaakdatum

16-12-2019

Opgesteld door

Johan Boldewijn

Titel
20200312Netwerk OVER-gemeenten 
v1.1.vsdx

Classificatie Wijzigingsdatum

30-3-2020

Status

Concept

Versie

0.9

Paginanummering

1 van 8

.249

Simac core network VRF OVERGEM 172.22.22.24 /29

Outside Internet (91.242.223.151 /32)

Internet Access
50Mbit/s 1:4

Internet Access
50Mbit/s 1:4

SCL_OVG_KOP (10.12.161.xx/24 vlan 3561) 

Simac cloud firewalls Instance OVG

Simac datacenter BIT Ede Simac datacenter NL|DC Eindhoven

Publiek Internet

Vodafone WAN

Over-Gemeenten locaties

SCL_OVG_GEMNET (10.254.134.248 /29 vlan 3562)

SCL_OVG_PRD (10.12.155.xx/24 vlan 3555) 

SCL_OVG_DMZ (10.12.154.xx/24 vlan 3554) 

SCL_OVG_DWP_BACKEND (10.12.153.xx/24 vlan 3553)

SCL_OVG_DWP_DMZ (10.12.151.xx/24 vlan vlan 3551) 

SCL_OVG_DWP_WORKER (10.12.150.xx/24 vlan 3550)

DWP Workers DWP Workers

Netscaler
DWP-NSIP1

10.12.151.11

DWP-SNIP 10.12.151.20
VIP-HTTP(S) 10.12.151.30

(Netscaler VIP Ext: 185.25.228.216)
STOREFRONT-VIP 10.12.151.31 

Netscaler
DWP-NSIP1

10.12.151.10

SVL-OVG-XA001
10.12.153.26

BACKEND-MULTINODE1
10.12.153.50

SVL-OVG-RES01
10.12.153.60

BACKEND-MULTINODE2
10.12.153.51

SVL-OVG-DDC01
10.12.153.25

DOMAINCONTROLLER1
10.12.155.11

185.25.228.147 (LDAPS)
DOMAINCONTROLLER2

10.12.155.12

SCL-OVG-FS01
10.12.155.13

SCL-OVG-FS02
10.12.155.16

APPSERVER1
10.12.155.21

APPSERVER2
10.12.155.22

APPSERVER3
10.12.155.23

APPSERVER4
10.12.155.24

SCL
OVG

(standby)

RT-CORE-NDC-01RT-CORE-BIT-01

SCL
OVG

(active)

Over-Gemeenten Private Cloud

Over Gemeenten Server LAN (172.16.200.xx /24) 

TSIAM:
SCL-OVG-TSIAM-OZ: 10.12.154.25
Oostzaan.nl (Ext:185.25.228.242)
SCL-OVG-TSIAM-WL: 10.12.154.26
Wormerland.nl (Ext:185.25.228.243)

PSIAM:
SCL-OVG-PSIAM-OZ: 10.12.154.27
Oostzaan.nl (Ext:185.25.228.244)
SCL-OVG-PSIAM-WL: 10.12.154.28
Wormerland.nl (Ext:185.25.228.245)

SVL-OVG-XENTIAL
10.12.155.26
Xential-OverGemeenten

SVL-OVG-TXENTIAL
10.12.154.30
TXential-OverGemeenten
(Ext:185.25.228.247)

SVL-OVG-GW01
10.12.154.31
Ext:185.25.228.249
GW01-External
(afspraken.oostzaan.nl 185.25.228.129)
(afspraken.wormerland.nl 185.25.228.130)

SVL-OVG-PROXY01-DMZ
10.12.154.32
Ext:185.25.228.246
SCL-OVG-PROXY01-External1

SCL-OVG-MFE01
10.12.154.33

NL_DC ACTIEF!

S*   0.0.0.0/0 [1/0] via 10.12.161.6, Port-channel2.3561
S    10.0.0.0/8 [1/0] via 172.22.22.25, GigabitEthernet3/37

S    172.16.0.0/12 [1/0] via 172.22.22.25, GigabitEthernet3/37
S    192.168.0.0/16 [1/0] via 172.22.22.25, GigabitEthernet3/37

172.22.22.25

TS-OVER
10.0.122.1

Frontlan OVER
10.0.122.0/26

RT-CORE-ICE-02RT-CORE-ICE-01

.1 .1

.1

.1

.151

.1

.6

.249

Simac Core

Gem.Purmerend
Checkpoint FW
193.173.73.158

172.18.8.0/23
Gem. Purmerend

SCL-OVG-OTNL01: 10.12.154.35
opentunnel.oostzaan.nl 185.25.228.88
opentunnel.wormerland.nl 185.25.228.89

SCL-OVG-MOZARDCC
10.12.155.44

185.25.228.118 (22)

SCL-OVG-LX01
10.12.155.38
185.25.228.229

SCL-OVG-WAP-01
10.12.154.34
185.25.228.87

.28

.25

HSRP .30

.3.2 HSRP .1

Gemnet

.254 Link to Gemnet 
koppeling Core

Link to Gemnet 
koppeling 
gemeente
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Simac Cloud

Simac Core

VodafoneGemnet

!!! WAN verbinding naar Gemeente !!!
interface TenGigabitEthernet1/0/20
 description Cust: OVER Gemeenten [1 Gbit * OVG * NCS-LAN-B02] (Dot1Q trunk OVER Gemeenten Vodafone WAN)
 switchport trunk native vlan 703
 switchport trunk allowed vlan 10,11,703,704
 channel-group 20 mode active

interface TenGigabitEthernet2/0/20
 description Cust: OVER Gemeenten [1 Gbit * OVG * NCS-LAN-B02] (Dot1Q trunk OVER Gemeenten Vodafone WAN)
 switchport trunk native vlan 703
 switchport trunk allowed vlan 10,11,703,704
 channel-group 20 mode active

interface Port-channel20
 switchport trunk native vlan 703
 switchport trunk allowed vlan 10,11,703,704

N5K-NDC-02

interface Ethernet102/1/23
  description ** SCL-OVG GEMNET KOPPELING **
  switchport access vlan 3562
  channel-group 1031 mode active

interface port-channel1031
  description ** SCL-OVG GEMNET KOPPELING **
  switchport access vlan 3562
  vpc 1031

interface Ethernet103/1/23
  description ** SCL-OVG GEMNET KOPPELING **
  switchport access vlan 3562
  channel-group 1031 mode active

interface port-channel1031
  description ** SCL-OVG GEMNET KOPPELING **
  switchport access vlan 3562
  vpc 1031

interface GigabitEthernet1/0/19
 description Cust: OVER Gemeenten [1 Gbit * OVG * NCS-LAN-B02] (to Cloud ASA)
 switchport access vlan 11
 channel-group 26 mode active

interface GigabitEthernet2/0/19
 description Cust: OVER Gemeenten [1 Gbit * OVG * NCS-LAN-B02] (To Cloud asa)
 switchport access vlan 11
 channel-group 26 mode active

interface Port-channel26
 description OVER Gemeenten to Cloud ASA
 switchport access vlan 11

SW-CORE-NDC-02
stack

!!! GEMNET Koppeling!!!
interface GigabitEthernet2/0/18
 description Cust: OVER Gemeenten [1 Gbit * OVG * NCS-LAN-B02] (Dot1Q trunk vl 10-11)
 switchport trunk allowed vlan 10,11
 speed auto 10 100

Router Overgemeente
172.22.22.25

!!! Koppeling to Cloud ASA Klant Lan!!!
interface TenGigabitEthernet1/0/18
 description Cust: OVER Gemeenten [1 Gbit * OVG * NCS-LAN-B02] (Dot1Q trunk OVER Gemeenten vl 122)
 switchport access vlan 704

interface BDI22
 description Cust: Overgemeenten [***] (Overgemeenten-VLAN3561, via Te0/1/2)
 vrf forwarding OVERGEMEENTEN-1
 ip address 10.12.161.3 255.255.255.0
 standby 3561 ip 10.12.161.1
 standby 3561 priority 50
 standby 3561 preempt
 encapsulation dot1Q 701 second-dot1q 3561

IP Static Route:
0.0.0.0 0.0.0.0 10.12.161.6 DEFAULT
10.12.150.0 255.255.255.0 10.12.161.6 name OVG-DWP-WORKER
10.12.151.0 255.255.255.0 10.12.161.6 name OVG-DWP-DMZ
10.12.153.0 255.255.255.0 10.12.161.6 name OVG-DWP-BACKEND
10.12.154.0 255.255.255.0 10.12.161.6 name OVG-DMZ
10.12.155.0 255.255.255.0 10.12.161.6 name OVG-PRD
172.18.8.0 255.255.255.0 10.12.161.6 name OVG-Purmerend

Gemhuis-Wormer
MikroTik

Sfpplus03-eVPN-DC
172.22.22.2

N5K-BIT-02

QFP
RT-

CORE
-BIT-01

QFP
RT-CORE
-NDC-01

N5K-NDC-01

interface BDI129
 description Cust: Overgemeenten [***] (Overgemeenten)
 vrf forwarding OVERGEMEENTEN-1
 ip address 172.22.22.28 255.255.255.248
 standby 48 ip 172.22.22.30
 standby 48 priority 150
 encapsulation dot1Q 703
!
interface BDI50
 description Cust: Overgemeenten [***] (Overgemeenten-VLAN3561, via Te0/1/2)
 vrf forwarding OVERGEMEENTEN-1
 ip address 10.12.161.3 255.255.255.0
 standby 3561 ip 10.12.161.1
 standby 3561 priority 150
 encapsulation dot1Q 700 second-dot1q 3561

IP Static Route:
0.0.0.0 0.0.0.0 10.12.161.6 DEFAULT
10.12.150.0 255.255.255.0 10.12.161.6 name OVG-DWP-WORKER
10.12.151.0 255.255.255.0 10.12.161.6 name OVG-DWP-DMZ
10.12.153.0 255.255.255.0 10.12.161.6 name OVG-DWP-BACKEND
10.12.154.0 255.255.255.0 10.12.161.6 name OVG-DMZ
10.12.155.0 255.255.255.0 10.12.161.6 name OVG-PRD
172.18.8.0 255.255.255.0 10.12.161.6 name OVG-Purmerend

10.0.0.0 255.0.0.0 BDI129 172.22.22.25 name OVERGEMEENTEN
172.16.0.0 255.240.0.0 BDI129 172.22.22.25 name OVERGEMEENTEN
192.168.0.0 255.255.0.0 BDI129 172.22.22.25 name OVERGEMEENTEN

SCL_OVG_KOP (10.12.161.xx/24 vlan 3561) 

N5K-BIT-01

SW-CORE-BIT-01
stack

!!! WAN verbinding naar Gemeente !!!
interface TenGigabitEthernet3/0/1
 shutdown
description Cust: OVER Gemeenten [1 Gbit * OVG * NCS-LAN-B02] (Dot1Q trunk OVER Gemeenten Vodafone WAN)
 channel-group 25 mode active

interface TenGigabitEthernet4/0/1
 shutdown
 description Cust: OVER Gemeenten [1 Gbit * OVG * NCS-LAN-B02] (Dot1Q trunk OVER Gemeenten Vodafone WAN)
 channel-group 25 mode active

interface Port-channel25

ASA OVG Context
(Standby)

Cisco ASA FW
Koppel 10.12.161.6

ASA OVG Context
(Active)

Cisco ASA FW
Koppel 10.12.161.6
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