213.154.246.243/32

212.238.225.70/32
194.151.24.225/32

194.151.24.0/24
194.104.32.0/24

192.168.0.0/16
192.87.231.0/24
159.46.248.204/32
159.46.248.66/32
145.21.234.36/32
145.21.178.233/32
139.156.151.70/32
85.159.103.1/32
82.195.48.0/28

80.79.99.49/32
80.79.98.146/32
80.79.97.250/32
80.79.97.159/32
80.79.97.134/32
80.79.97.102/32
80.79.97.74/32
80.79.97.72/32
80.79.97.71/32
80.79.97.40/32

10.10.10.128/29 ipVPN
10.174.81.0/24 (Vodafone)

)—1001\/”0 ipVPN

192.168.230.0/24

Beheer-Net

(10.254.134.0/24

172.20.100.0/24 OZ Management WiFi
172.20.133.0/24 0Z Raad WiFi
172.20.134.0/23 OZ over-Gem WiFi
172.22.22.6/32

\_

-
10.10.10.192/30 (NAT adres Internet)

10.254.144.0/24
\_

-
10.10.10.208/28 (NAT adres Internet)
\(172.16.201.0/24

J

4 )
145.21.248.230
145.21.248.4 Diginet Gemnet
95.152.151.145 192.168.235.254
L
. 194.104.15.185/32
1 194.104.13.47/32
n 193.200.140.74/32
||| 192.168.150.0/24
) Opnvpn-TAP-wo-DC  Opnvpn-TAP-wo-DC

m

L}
n

Internet

Vodafone Glas
5001

[500Mb Internet ]

212.178.180/29

212.178.182/29

P

612.178.83.182/32

[ @eheer—Net)

\

212.178.66.98/32
194.104.96.44/32
193.173.53.101/32
87.213.38.194/32
85.214.224.28/32 iBASX ovpn
82.195.52.1/32
82.195.48.7/32
82.195.48.1/32
80.113.69.10/32

212.178.83.176/29

i User-Internet 1=

172.31.255.3/28
Beheer-Net
Beheer

10.10.10.128/29

i %

: SVPN(KPN)

<—((172.22.22.2/30 (evpn) )

[ ipip-DC (prio 3 route) ]

DC1 (Eindhoven)
172.22.22.33/30

10.12.161.0/24
10.12.155.0/24
10.12.154.0/24
10.12.153.0/24
10.12.151.0/24
10.12.150/0/24
172.18.8.0/24 (Purmerend)

indhoven
172.22.22.1/30

[ WiFi ]

172.20.101.0/24 Management

y Management:

VIan30/31

Vian 30/31

s

HW:192.168.235.165
Man:192.168.235.50
Log:192.168.235.51
RAD:192.168.235.137
1st:192.168.235.52
Con:192.168.235.166

172.20.233.0/24 Raad
172.20.234.0/23 Over-Gem
172.20.236.0/24 Publiek
172.20.238.0/24 iBASX

|

Locatie: Wormer

-

80.79.97.7/32
80.79.97.6/32
80.79.96.98/32
80.79.96.97/32
62.239.103.3/32
10.254.144.78/32
10.254.144.76/32
10.254.144.37/32
10.250.22.225/32
10.250.22.0/24
10.0.0.0/8

Netwerk verbinding
Ethernet tunnel
Ip-ip ipsec tunnel

OVER-gemeenten:Wormer

Getekend: Beheer-Net

d.d. 27-07-2022




(10.12.161.0/24

10.12.155.0/24
10.12.154.0/24
10.12.153.0/24
10.12.151.0/24
\10.12.150/0/24

DC1 (Eindhoven)
172.22.22.20/30

612.178.83.182/32 )

213.154.246.243/32
212.178.66.98/32

Gemnet 194.151.24.225/32
# 10.254.134.248/29 194.151.24.0/24
L 194.104.32.0/24

194.104.15.185/32
194.104.13.47/32

193.200.140.74/32

192.168.150.0/24

192.168.0.0/16
192.87.231.0/24

159.46.248.204/32

159.46.248.66/32
145.21.234.36/32

145.21.178.233/32
139.156.151.70/32

85.159.103.1/32
82.195.48.0/28

80.79.99.49/32
80.79.97.250/32
80.79.97.159/32
80.79.97.134/32
80.79.97.102/32
80.79.97.74/32
80.79.97.72/32
80.79.97.71/32
80.79.97.40/32
80.79.98.146/32

80.79.97.7/32
80.79.97.6/32
80.79.96.98/32
80.79.96.97/32
62.239.103.3/32
10.254.144.78/32
10.254.144.76/32
10.254.144.37/32
10.250.22.225/32
10.0.0.0/8

212.178.66.98/32
194.104.96.44/32
193.173.53.101/32
87.213.38.194/32
85.214.224.28/32 iBASX ovpn
82.195.52.1/32
82.195.48.7/32
82.195.48.1/32
80.113.69.10/32

\Beheer-Net J

DigiNet
95.152.151.153/29 | 145.21.248.230/32
145.21.248.4/32

300/40Mb

(172.16.2.18/32= iBasx}

172.20.100.0/24 Management ( 192.168.230.0/24 ) L e
172.20.133.0/24 Raad Beheer-Net " . :
172.20.134.0/23 Over-Gem . E g 80.113.99.100/28 )
172.20.136.0/24 Publiek el " P

172.20.138.0/24 iBASX * Beheer-Net ook M
Beheer _ 80.113.99.98/28 D ]
g e e n |%
L 2 & [T e, .
D —— [ WiFi netwerken ] ML = = Mereaeens 1 72222222/30|p|p—DCl .......
Qo [ Bedraad netwerk ] | 10.254.134.240/24 (GemNet)
[ Bedraad netwerk ]

DNS Cacheservice
10.254.134.239

Ovpn-ibasx

Internet (Alle overige routes)

User Internet FW
172.31.255.30/28

195.152.151.153/29 (NAT adres Diginet):

10.254.144.0/24

\—/

: 172.20.234.0/23 Over-Gem

................. |pipWOrr~ner..................
172.22.22.6/30 192.168.235.0/24 WormerLAN

Management:
HW:10.10.10.197
Man:10.254.134.120
Log:10.254.134.121
RAD:10.254.134.234
tst:10.254.134.122
Con:10.254.134.124

Legenda

— Netwerk verbinding
Ethernet tunnel
= = = = = |Ip-ip ipsec tunnel

4 .
OVER-gemeenten:Wormer OVER-gemeenten:0Oostzaan

Locatie: Oostzaan

Getekend: Beheer-Net

d.d. 27-07-2022




10.12.161.0/24

10.12.155.0/24
10.12.154.0/24 DC1 (Eindhoven) | _ _ _ _ _ _ _ _ _ _ _ _ _
10.12.153.0/24 172.22.2220/30 -~ -~~~ "~~~ °*°~° n 212.178.83.182/32
10.12.151.0/24 " 212.178.66.98/32
10.12.150/0/24 A [pppoe KPN (10Mb/s)]

" Beheernet J

A

ipip-DC
- 192.168.230.0/24
i Beheer-Net
n -
" o
n '/l
Ipip Internet " 2
Alle overige routes via . = Beheer-Net
Wormer Tte, i Lt Beheer
10.10.10.192/26 T "
172.20.134.0/23 0Z Over-Gem WiFi ipipOostzaan "
10.254.134.0/24 0Z Vast
—_——

Legenda

10.254.144.0/24

E— Netwerk verbinding
-~~~ Ethernettunnel
z = = = = lp-ipipsec tunnel

4 OVER-gemeenten: Werf-Oostzaan

Getekend: Beheer-Net

d.d. 27-07-2022




10.12.161.0/24
10.12.155.0/24
10.12.154.0/24

10.12.153.0/24
10.12.151.0/24
10.12.150/0/24

192.168.230.0/24 )

Beheer-Net

Beheer-Net
Beheer

10.12.161.0/24
10.12.155.0/24
10.12.154.0/24
10.12.153.0/24
10.12.151.0/24
10.12.150/0/24

72.18.8.0/24 (Purmerend)

N Ede

u
n
"
n
n
n
"
"
w

Opnvpn-TAP-wo-DC

172222230/29é

LACP Trunk
DC+Vlan10en 11

DC1 (Eindhoven) Vlan704(eVPN)
172.22.22.1/30

DNS/AD service

212.178.66.98/29

212.178.66.96/29

Opnvpn-TAP-0z-DC 100Mb

" Internet
" Vodafone

Beheer-Net
212.178.83.182/32 Wormer
.| 95.97.66.30/32 Oostzaan
. 31.149.144.208/29 Skoon

.« | Alle overige routes.

Citrix Farm, overige servers

Gemnet router

N

DiginetDC Gemnet
95.152.151.145/29

10.254.134.248/29

192.168.235.254/24

Vlan11:

VLAN 10:Wormer

10.10.10.170/29

VLAN11:0ostzaan

[ E =i 58 =hElsisis Ee= =Us 0 pip-Werf-Wormer

(Wormer ovpn-TAP

) @ostzaan ovpn-TAP )

Oostzaan-ipip

(192.168.235.0/24

) (10.254.135.0/24

) 10.254.134.0/24

(95.152.151.154/29 ) (95.152.151.162/28 )

172.20.100.0/24"

172.20.133.0/24
172.20.134.0/23
172.20.136.0/24
172.20.138.0/24

10.12.161.0/24
10.12.155.0/24
10.12.154.0/24
10.12.153.0/24
10.12.151.0/24
10.12.150/0/24

10.10.10.168/29

n 100Mb
" ipVPN

172.16.201.0/24

10.254.134.254/24

S

Diginet Oostzaan
95.152.151.153/29,
Diginet Wormer
95.152.151.161/28

:: ‘ Nog niet in gebruik ’

Legenda

Netwerk verbinding
Ethernet tunnel
Ip-ip ipsec tunnel

Getekend: Beheer-Net

d.d. 27-07-2022

4 OVER-gemeenten: DC-Eindhoven




192.168.230.0/24
Beheer-Net

Beheer-Net
Beheer

n

"

n
n
n
"
n
"
"

"

"

90.145.244.160/28 Beheer-Net
Alle overige routes.

LACP DC

Nog niet actief
| VIan850 | 172.22.22.130/29

10.10.10.178/29

\

80.113.69.10/29

80.113.69.8/29

100Mb
VodafoneZiggo

Internet

DC Ede

Niet actief (geconfigureerd)

10.10.10.176/29

100Mb
ipVPN

—( Nog niet in gebruik )

Verbindingen naar DC1

Legenda

Netwerk verbinding
Ethernet tunnel
Ip-ip ipsec tunnel

-

OVER-gemeenten

Getekend: Beheer-Net

d.d. 27-07-2022

: DC-Ede




Internet via User-Internet koppeling via ipip
(via Sophos firewall Gemeente Wormerland)

(Beheer-Net-Beheer)
212.178.75.226 (DC1 Eindhoven)

212.178.83.182 (Wormer gemeentehuis)

192.168.230.0/24
Beheer-Net

Beheer-Net * = X

Beheer

m

n

m

Datacenter faciliteiten via ipip
10.12.161.0/24
10.12.155.0/24
10.12.154.0/24
10.12.153.0/24
10.12.151.0/24
10.12.150/0/24

n
]
n

W

" 10.10.10.128/29 ipVPN
10.174.81.0/24 (Vodafone)
(Toekomstige ipvpn routes)

N

100Mb  w w
Internet w w 100Mb ipVPN
wow
w o
wow
wow
wom

mom

wom

Beheer-en Tunnels
Internet

212.178.78.224/28 ww 10.10.10.128/29

g

mom

e

s n

212.178.78.226
212.178.78.227

172.16.201.0/24

Locatie: Werf-Wormerland

/OVER—gemeenten: Werf-Wormerland

Getekend: Beheer-Net

d.d. 27-07-2022




