REGIO
WEST-BRABANT

Gedetailleerde informatie over de ICT-omgeving van RWB

o Resource Azure website subscriptions:

- [A.','] Tenant Root Group Management group Te2df331-530b-4f01-8b10-675aeaze3d 11

W 3 subscriptions
Azure subscription 1 e Subscription 59f25ef6-53e8-4359-95ba-7603f1c32ddf
COMBAREX — Microsoft Azure — PAYG - Subscription bédeedf2-d612-4e6d-b1d3-491907177288
RWE Publieke Website - lquality Subscription 37e8eb06-9436-471c-9192-1343fffc5ba3

- Koppeling met Comparex voor Zorgmail

COMPAREX - Microsoft Azure — PAYG | Resources M) | List CL commands fo manage these resources | Generale RowerShell commands to st these resources. | Review capacity errors across resaurces
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X Diagnose and solve problems
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- Koppeling met Iquality voor externe website (https://www.west-brabant.eu/)

| RWB Publieke Website - Iquality | Resources # ~ @ st for these resources
¥ Cubsenption
t create @ Manageview v () Refish L bpottocsv B Openquery
Overien

o} ek e to et e ol expariny
Activiylog
e comirl Gl Resource Group equals all Typeequais sl X Location squals all + ndd fiter Iy
-

ame e Resaurce Group 1 Location

Diagnose and sche peoblems

00D

_— Network Watcher West Eurape
Resource vsuskzer Key vault st Europe
Events [0 &n App Senvice plan west Eurape
Resource groups O @ agp samice westEurope
Resources [m] Loge spp st Eurape
Cost Management o= Storage account West Europe
Sillng =] Logicagp west Europe
settings O Logk agp west Europe
Help 0O 91 Connection st Eurape
O 291 Comnection west Eurape
O 451 Connection st Europe
0 =« Disk west Europe
0O @a Vitual machine west Eurcpe
0 ®w Ditk West Eurape
0= Containes regitry st Europe
[} & webspprwbpropreview rwbpradevopsacy Container registry webhook st Eurape
0O & Network nttace WestEurcpe
0 @ Network security group West Europe.
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O Storage account west urope
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O Storage account west Eurape
O App Semice plan st Europe
O App Senice west Eurape
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Enterprise applications, zie bijlage export lijst EnterpriseAppsList_101025.csv
App Registrations, zie bijlage export lijst AppRegistrationList_101025.csv

Virtual Machines, 1x een linux machine voor het hosten van de publiek website via
Iquality. Zij bouwen en beheren de website voor RWB.

Storage accounts:
— Storage center | Storage accounts (Blobs) B oo

Geen Enterprise subscription:

Name Regio West-Brabant Users 1,195
Tenant ID 7e2df331-530b-4f01-8b10-675aea2e3d11 E Groups LEY|
Primary domain west-brabant.eu Applications 30

License Microsoft Entra 1D P1 Devices 192



1x autopilot deployment profiel:

Home » Devices | Enrollment > Windows Autopilot deployment profiles > PROD - Deployment Laptops

1
=l Windows PC

| £ Search

O oveniew
~ Manage
:|' Properties

B Assigned devices

o4

]! PROD - Deployment Laptops | Properties

Basics Edit

MName

Description

Convert all targeted devices to Autopilat

Device type

QOut-of-box experience (OOBE) Edit

Deployment mode

Join to Microsoft Entra ID as
Language (Region)

Automatically configure keyboard
Microsoft Software License Terms
Privacy settings

Hide change account options

User account type

Allow pre-provisioned deployment
Apply device name template

Enter a name

Assignments Edit

Included groups

Excluded groups

FPROD - Deployment Laptops

Mo Description
Yes

Windows PC

User-Driven

Microsoft Entra joined
Operating system default
No

Hide

Hide

Hide

Administrator

No

Yes

RWB-%5SERIAL%

DDEV_RWE_EM_ALL_AutopilotDevices

Mo Excluded groups



Policy Configuratie, compliance en conditional access:

Policies Notifications

@ The Microsoft Defender for Endpoint cannector is active for Windows but not included in an assigned compliance polcy. To protect these platforms, set up a compliance policy with the Machine Risk Score setting configured in the Microsoft Defender for Endpoint section,

(@ December 31st. 2024 marks the end of Microsoft Intune support for Android device administrator management on devices with access to Google Mobile Services (GMS). Use aternate Intune Android

~+ Create policy () Refresh

4 Export

EEm—r

Policy name

AUDIT - System Security - Antivirus
PROD - Device Health - Bitlocker + Code integrity
PROD - Device Health - Encryption + Rooted devices
PROD - Device Health - Jailbroken

PROD - Device Health - Filevault & System integrity

PROD - Device Properties - Minimum OS version
PROD - Device Properties - Minimum OS version

PROD - Device Properties - Minimum OS version

PROD - Device Properties -

PROD - Device Properties -
PROD - System Security - Password settings
PROD - System Security - Password settings
PROD - System Security - Password settings
PROD - System Security - Password settings

PROD - System Security ~ Microsoft Defender Antivirus

Policy name

Retire noncompliant devices

mum OS version - Windows

imum OS version - Windows

Compliance settings ~ Scripts ~ Monitor

olumns v

Y Add filters

Platform or OS

‘Windows 10 and later
‘Windows 10 and later
Android device administrator
i05/iPadOs

macOS

macOS

Android device administrator
i05/iPadOS

‘Windows 10 and later
‘Windows 10 and later
Windows 10 and later
i0S/iPadOs

macOS

Android device administrator

Windows 10 and later

Multifactor authentication for admins accessing Microsoft Admin Portals

Multifactor authentication for per-user multifactor authentication users

CLOUD APPS; Al | LOCATION: Any | DEVICE: Any | CLIENT: ActiveSync and Other Clients | Block Legacy Authentication, All Users

CLOUD APPS: Al | LOCATION: Any | DEVICE: Any | CLIENT: All | Require MFA, Administrative Roles

CLOUD ARPS: Al | LOCATION: Nederland | DEVICE: Any | CLIENT: Any | Restrict country access for ADM-FallBack

CLOUD APPS: Any | LOCATION: Blocked Countries | DEVICE: Any | CLIENT: Any | Reject Blocked Countries, All Users

CLOUD APPS: Decade | LOCATION: Any | DEVICE: Any | CLIENT: Any | Requite MFA. Al Users

CLOUD APPS: Office365 | LOCATION: External | DEVICE: Any | CLIENT: Browser, Mobile/DesktopApp | MFA or Compliant Device,

CLOUD APPS: TimEnterprise | LOCATION: Any | DEVICE: Any | CLIENT: Any | Require MFA, All Users

CLOUD APPS: Unit4 ERPX | LOCATION: External | DEVICE: Any | CLIENT: All | Require MFA and Compliant Device, All Users

Policy type

Windows 10/11 compliance policy
Windows 10/11 compliance policy
Android compliance policy

i0S compliance policy

Mac compliance policy

Mac compliance policy

Android compliance policy

i0S compliance policy

Windows 10/11 compliance policy
Windows 10/11 compliance policy
Windows 10/11 compliance policy
i0S compliance policy

Mac compliance policy

Android compliance policy

Windows 10/11 compliance policy

Created by

user

State
Report-only
on
on
on
on
on
on
on
on

on

options instesd. Learn more about ending support for Android device

Alert

Last modified

12/14/2023, 10:43 AM
07/20/2023, 03:03 PM
07/20/2023, 04:15 PM
07/20/2023, 03:57 PM
07/20/2023, 04:07 PM
04/30/2025, 04:13 PM
12/03/2024, 09:51 AM
02/03/2025, 03:32 PM
07/16/2024, 11:51 AM
07/16/2024, 11:54 AM
12/07/2023, 11:16 AM
07/20/2023, 04:04 PM
07/20/2023, 04:12 PM
07/20/2023, 04:22 PM

01/10/2025, 11:42 AM

Creation date

12/5/2023, 2:

17 AM

12/4/2023, 10:50:51 PM

7/21/2023, 8:50:19 AM

7/21/2022, 12:04:36 PM

5/11/2021, 2:

6/10/2022, 11:17:58 AM

Scope tags
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default

Default

Modified date

7/8/2024, T:40:36 PM

8/2/2023, 3:48:09 PM

7/26/2023, :42:29 AM

7/26/2023, 11:45:12 AM

7/26/2023, 11:43:51 AM

8/1/2023, 10:48:53 AM
7/26/2023, 11:42:59 AM

7/26/2023, 11:44:19 AM



