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1.3 Background

1 Introduction

This integration guide is for the IntelliSpace Corsium WebAPI.

IntelliSpace Corsium (Corsium) is a secure web service, hosted by RDT, a Philips company, capable of
receiving clinical data from Tempus Pro vital signs monitors and then storing, processing, and distributing
the data in both clinical and non-clinical contexts.

N°t For instructions for use for IntelliSpace Corsium, refer to the IntelliSpace Corsium Transport
Administrator Manual and IntelliSpace Corsium Transport User Manual

This document describes the IntelliSpace Corsium WebAPI web service for third party software developers
to integrate into any solution that can support http client requests. It facilitates read-only access to the
patient data stored in Corsium.

The purpose of this document, which is written for software engineers, is to describe how to pull from
Corsium into ePCR software applications using the WebAPI.

In order to provision effective evaluation of the data sharing approach RDT provides a Corsium WebAPI
SDK consisting of the following:

o Reference Corsium deployment containing typical Tempus Pro patient encounter data

e Reference software

1.1 Obtaining this manual

Consult the manual. This is provided in electronic format.

elFU

(4]

Note Contact your local Philips service organization to obtain the latest electronic version of this

A
manual.

1.2 Note icon

The note icon is used for important and helpful information:

Note A point of particular interest or emphasis intended to provide more effective or convenient

operation.

1.3 Background

RDT have created WebAPI Service for third party software developers to pull Tempus Pro data from
Corsium. Corsium WebAPI has the following attributes:

e Has a simple API that can be called by the 3rd party ePCR software to pull Tempus Pro patient
encounter data.

e Uses HTTPS to ensure data is transferred securely. If the data contains PI (patient identifiers) then it
will be encrypted by default before being shared via HTTPS.

e Outputs the data in a JSON format to provision ease of integration by third party developers.
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1.4 WebAPI Architecture

Corsium WebAPI service is built on a secure, load-balanced, highly available AWS (Amazon Web Services)
infrastructure.

1.5 Data ownership and access
Access to data stored in Corsium is tightly controlled.

Corsium considers the stored data to be owned by the owner of the Tempus Pro device, typically the EMS
Agency. Access to that data by others must be granted by the owner of the data.

1.6 Responsibilities

The Corsium WebAPI is intended to be used by the system integrator’s engineers, in accordance with the
instructions provided by RDT.

The system integrator is responsible for the verification and validation of the integrated system. RDT’s
technical support department will provide support if requested.

The system integrator is responsible for the finished system, in particular with applicable local requirements
and regulations e.g. for privacy of patient data.

It is essential to ensure:
e The data supplied is integrated with the record for the correct patient.

o Data from a single incident must not be mixed with data for other patients.
e All data is received and maintained on secure systems appropriate to storage of medical data.

e The final integrated system is sufficiently proof against failure of operation, contains software
controls for all possible error conditions and advises users to maintain appropriate protocols to
ensure their equipment and systems remain operational.

1.7 Data access

The EMS Agency will email, via Corsium, the following WebAPI details to the 3rd party ePCR:
e Username
e Password
e URL

e Encryption information
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1.9 SDK accounts

This information will be AES256 encrypted. A second email will be sent with the key needed to decrypt the
information. The 3rd party ePCR will need these details to authenticate with Corsium.

Corsium URLs are specific to a particular customer account.

Please contact RDT for the decryption tool.

bﬁ! Emails will expire in 5 days
% .
=

N°t If one ePCR provider is configured to view multiple transport accounts, then there will be
separate login details for each transport account.

1.8 Test reference

RDT provides simple reference application for WebAPI testing and validation. The test application can be
configured to pull data from IntelliSpace Corsium by specifying the URL and credentials for an ePCR user
sent via email at the time of ePCR user creation or shown on Corisum screen when new ePCR is
configured.

1.8.1 Email #1 with attachment : WebAPISettings-<yyyyMMdd’T’"HHmm>.txt

URL: <Customer specific, sent in email #1>

Username: <Customer specific, sent in email #1, AES256 encrypted>
Password: <Customer specific, sent in email #1, AES256 encrypted>
Double Encryption: <Customer specific, details sent in email #1>

1.8.2 Email #2 with attachment : DecryptionKey-<yyyyMMdd’'T’HHmm>.txt

Symmetric Key: <Customer specific, sent in email #2, used to decrypt Username and
Password>
Initialization Vector: <Customer specific, sent in email #2, used to decrypt Username and
Password>
Note Check “7.7 Sample email attachments for ePCR accounts” for a sample of email

attachments.

Test reference also contains source code of the application written in C# language and using MVC.net
framework. This can be used as a reference to understand the mechanism of making requests to the
WebAPI server and pull patient data from Corsium.

1.9 SDK accounts

RDT provides SDK accounts with pre-configured incident data on its demo deployment server for WebAPI
https://corsium.info. SDK accounts have fixed login details and do not require configuration files sent by
email. There are two SDK accounts configured on the WebAPI server:
1.9.1 SDK account without double encryption

URL: https://corsium.info/WebAPI/sdk

Username: <random GUID, e.g. 686d4517-bd7f-4b8d-9ece-7abce799ad6f>
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Chapter 1 Introduction

Password: 3P(RTe$t1n9

Encryption: None

1.9.2 SDK account with double encryption

URL: https://corsium.info/WebAPI/sdkencr

Username: <random GUID, e.g. 686d4517-bd7f-4b8d-9ece-7abce799ad6f>
Password: 3P(RTe$t1n9

Encryption: AES

Full details of GUI and preconfigured patient data are shown in Sections 5 and 6.

B

s, 'y

3rd party
Record of Care

CORSIUM 2
P
= o

WebAPI (https)
WebAPI

¥

4 Web
Ny, Server

Database
Server

Data Management
Server

['IEV\.'B| -
www.corsium.info (demo URL populated with preconfigured data)

110 API Request
e All API requests (GET and POST) should include following header as part of the request

o Accept application/json

e Al POST API requests should include “Content-Type” header as part of the request. The API supports
HTTP standard Content-Type header which includes charset information. Charset information can be
omitted in which case “utf-8” charset is assumed. Following examples show the valid Content-Type
headers supported by the API.

o Content-Type application/json;charset=utf-8, or
o Content-Type application/json
e AllPOST API requests should send API parameters in the request body as JSON object
e.g. for APILogin request the JSON object might look like :

{*Username”:"epcr@royalems.com”,”"Password”:"3P(RTe$t1n9”,"DEM”:"None”,"Key":""}

e All API requests for pulling patient data should include following authorization header
o Authorization bearer <Token received from APILogin response>

o Allidentifiers returned in the response data ( e.g. Organization ID, Incident GUIDs, Event GUIDs), which
are used in subsequent API calls are case-insensitive. They should be used in subsequent API calls as
returned in the response data.

Note

Authorisation header is not required for APILogin request.
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1.11 API response format

N°t See “7.5 API access using Postman” for steps to login and access patient data using
Postman client.

N°t See “7.8 Sample code for WebAPI requests in C#’ for sample code in C# to make API calls
and receive JSON response.

1.11 API response format

The response from a http request against a Corsium WebAPI resource consists of the following:

HTTP Status code — Corsium WebAP!I will return an appropriate HTTP status code.

Response body — Each successfully processed response (HTTP Status code 20x) is returned in a
standard format that will give the status of the resource request, the results, and if applicable, an
Corsium WebAPI error message.

Response body format (Response):

{

“ErrorCode”: “%,

“IsSuccessful”: true,

“DataType”: “real”,

“Data”: <resource-specific JSON-formatted data as defined below>,

“WCRC” ¢ \\r6pqu

All resource-specific data in the Clinical APl is returned in the JSON format. All dates/times are in
Coordinated Universal Time (UTC) and are returned in the ISO-8601 format.

Attribute Type Description
ErrorCode String Returns error message code, if request was not
successful
IsSuccessful Boolean True if request was successful
DataType String Type of the data. Can be one of the following:
e Sandbox
e Real
Data String Resource-specific JSON-formatted data as defined
below
CRC String 2 byte CRC value.

If required, please contact RDT for further details of
how the CRC is calculated.
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Note

Z Z
Bz B3
/s W3

Note

All data in the response is in English, except:

Incident PDF
ECG in JPEG format
Snapshot in JPEG format

Any event names or event details that were configured using Tempus Pro
Configuration Utility

Events, where Tempus Pro user manually entered the text, e.g. general notes,
event notes, medics, etc.

The data mentioned above will be returned in the configured language.

RDT recommends that WebAPI implementation is tested using the Sandbox customer
account before using on a customer account with real data.

Check “7.1 Response error messages” for the list of error messages.

It is possible for a historic incident on Tempus Pro to become live again. It could be due to
Tempus Pro reconnecting to Corsium after loss of connectivity for more than 20 minutes or
existing patients being re-admitted on the device. After this if the incident becomes historic
again, it will apear in the incidents list with an updated IncidentUpdateTime.

In all such cases, it is expected that ePCR provider re-queries all APIs of this incident to get
updated incident data.

It is also possible for API calls to return error responses, while an incident transitions from
historic to live. All such errors should be handled gracefully and all APIs should be re-
queried for such incidents when they become historic again.

1.12 APIs

The following APIs are supported:

1.12.1 Authentication

Name

APILogin

APIRefreshToken

APILogout

1.12.2 Customer account

Name

Organizations

Type Description Reference
POST This API is used for authentication of client 2.1
application
POST This API is used to refresh the access 2.2
token once it becomes invalid.
POST This APl is used to logout from service. 2.3
Type Description Reference
GET This API returns the name of organization 3.1

owning the patient data.

1.12.3 Incident details (For each customer account)

Name

Type Description Reference
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1.13 API flow chart

Incidents GET This API returns a list of historic patient 3.2
incidents for the specific organization.

Livelncidents GET This API returns a list of live patient 3.3
incidents for the specific organization.

1.12.4 Patient data (For each incident)

Name Type Description Reference

PatientDetails GET This API returns the patient details for the 4.1
specified patient incident.

TrendedVitals GET This API returns the patient vitals for a 4.2
specified historic patient incident.

LiveTrendedVitals GET This API returns the 2 minutes of patient 4.3
trended vitals for a specified live patient
incident.

Events GET This API returns a list of events for a 4.4
specified historic patient incident.

LiveEvents GET This API returns a list of events recorded 4.5
within 2 minutes for a specified live patient
incident.

Twelvelead GET This API returns the 12 lead data in the 4.6
requested format.

Snapshot GET This API returns the Snapshot data in 4.7
JPEG format.

Image GET This API returns the Image data in JPEG 4.8
format.

PDF GET This API returns a detailed PDF report for 4.9

the specified historic incident.

N°t RDT reserves right to enhance WebAPI functionality in the future. RDT will endeavor to limit
the impact on existing functionality.
Note In TwelveLead API response lead specific detailed measurements are not available in any

of the ECG formats i.e. JPEG, DICOM and aECG.
Note Lead specific detailed measurements are available in Incident PDF via “PDF” API, if

“Detailed Measurements (PDF)” option is selected in ECG display settings by Corsium
transport account admin.

1.13 API flow chart

Following diagram shows the flow chart of all API calls.
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Repeat for different duration
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2.1 API Login

2  Account Login/Logout
2.1 APl Login

Access to any of the resources in the Corsium WebAPI requires the use of an https client session that has
been authenticated. Authentication is performed using the Corsium WebAPI resource, APILogin.

This resource requires login credentials for a valid Corsium user account associated with an organisation.
The access rights of this user account control the data that is available through the Corsium WebAPI.

The authentication method used by the resource is token-based authentication. In this approach, the client
application first sends a request to the Corsium with a valid credentials. Additional data security is achieved
by requesting encrypted data sharing using a symmetric key or a public key. Corsium sends an Access
token to the client as a response. This token contains enough data to identify the user and has an expiry
time. The client application then uses the token to access the restricted resources in subsequent requests. If
the access token expires, the client application should request a new access token by using refresh token
API.

API Login with access credentials

Access token & Refresh Token

Organizations (includes Access token)

PatientDetails (includes Access token)
\
-

Incidents (includes Access token) =

TrendedVitals (includes Access token) 31 Party
Record of Care

1
1

1
1

Livelncidents fincludes Access token)

Data Management ? ’

Server

LiveEvents (includes Access token)

RefreshToken (after token expiry)

New access token and Refresh token

Note When the error code 002 (Authorization key has expired) is returned, the ePCR user has a
limited time to use Refresh token before the Access token expires.

If WebAPI client doesn’t use “Refresh token” within that window then both “Access token”
and "Refresh token” will eventually expire. ePCR user will need to re-login in order to get
access again.

Note If transport provider makes any change to a particular ePCR user, error code 010 (ePCR
details changed) will be returned in the next API response, if the ePCR user is logged in.

The ePCR user will need to re-login, using the new login details, if applicable.

Note For ePCR systems hosted on load-balanced infrastructure, it may be necessary to exclude

WebAPI caller IP addresses from authentication tokens. Including caller IP addresses in
authentication tokens is an optional, enhanced control that operates at the WebAPI request
level.

As an alternative or complementary security control, up to four CIDR ranges may be
whitelisted for WebAPI caller IP addresses in order to restrict traffic to known, trusted
networks.

Only Corsium Administrators have privileges to change these security settings.
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Chapter 2 Account Login/Logout

2.1.1 Resource URI
POST /Account/APILogin

Request example:

https://corsium.info/WebAPI/sdk/Account/APILogin

Request parameters should be passed in the body as a JSON object shown below:

{“Username”:”25b8c015-7022-43f5-8b6b-8d0a55621ac0”, ”Password”:”3P(RTeS$tln9”,

"DEM”: "AES”, "Key”:”"}

Note

See “1.9 API Request” for details about APl Request format.

Note

Refer to “7.5.1 API Login” for an example of APILogin request using Postman.

2.1.2 Parameters

Name Type Req/Opt

Username [string] Req

Password [string] Req

DEM [string] Req

Key [string] Optional
2.1.3 Headers

Name Value

Accept application/json

Content-Type application/json, or

application/json;charset=utf-8

Description
Username used to authenticate data access.

Password used to authenticate data access.
Data Encryption Method. Possible values are:

e None
e AES
e PKI

Base64 encoded public key. This is required
when PKI is chosen as data encryption
method.

Details

Error code will be returned if any other charset
is specified.
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2.1 API Login

2.1.4 Response data

Option 1: DEM:None

If user is authenticated successfully the response data contain the generated access token and refresh
token Access token is used for subsequent request in authorization header of the request.

{

“ErrorCode”: null,
“IsSuccessful”: true,
“DataType”:”real”,
“Data”: {
“Access_token”:”eyJhbGciOiJIUzIINiIsInR5cCI6IkpXVCJII...
0Z2553b201i£fQ.b011rw8mhogq0pTXY-
1K3v_dPI4nbZpG2YrF7jOWDzc”,
“Token type”:”bearer”,
“Expires in”:1800,
“Refresh token”:”cbd9%3ba-350d-4bc9-b4b8-d038c694d44a”,
“WersionWebAPI”: “2.0.07,
“VersionCorsium”: “1.1.4.0”
}y

“CRC”: “5750”

Option 2: DEM:AES

In the case that AES encryption method is selected, a randomly generated 256 bit AES Key and Initialization
Vector is sent along with the token data to indicate how the data will be encrypted in further responses. The
ePCR software will need to use the Key (K) and Initialization Vector (V) to decrypt the data prior to data
processing.

{

“ErrorCode”: null,
“IsSuccessful”: true,
“DataType”:”real”,
“Data”: {
“Access_token”:”eyJhbGciOiJIUzIINiIsInR5cCI6IkpXVCJII...
0Z2553b201i£fQ.b011rw8mhogq0pTXY-
1K3v_dPI4nbZpG2YrF7jOWDzc”,
“Token type”:”bearer”,
“Expires in”:1800,
“Refresh token”:”cbd9%3ba-350d-4bc9-b4b8-d038c694d44a”,
“Algorithm”:”AES 256 CBC”,
“K”:”"B374A26A71490437AA024E4FADDSB497F..F12F6FB65AF2720B59CCFE”
W7 :”7TE892875A52C59A3B588306B13C31FBD”,

“VersionWebAPI”: “2.0.07,
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Chapter 2 Account Login/Logout

“WersionCorsium”: “1.1.4.0"

}I
“CRC”: “5tr9”

Note “K” and “V” parameters are Base64 encoded binary data. Decode them to get the encryption
Key and Initialization Vector. Below are some additional details of the AES encryption
algorithm:

e Block size = 128

e Key size = 256

e Initialization Vector = <V value in bytes>

o Key =<K value in bytes>

e Mode =CBC

e Padding = PKCS7

Steps to decrypt response data using “K” and “V” parameters :
1. Baseb64 decode “K” and “V” parameters to get actual Key and Initialization Vector bytes.
2. Base64 decode response data to get response data bytes.

3. AES decrypt decoded response data using Key and Initialization Vector obtained in
Step 1.

Refer to “7.6.1 AES encrypted data” for an example of data decryption.

Note Character encoding used during data encryption is UTF-16LE. Use this encoding to get
JSON string back from decrypted byte array.

Refer to Step 5 of “7.6.1 AES encrypted data” for an example.

Option 3: DEM:PKI, Key:<user-provided base 64 encoded public key>

In the case that PKI encryption method is selected, a randomly generated 256 bit AES Key and Initialization
Vector are sent along with the token data to indicate how the data will be encrypted in further responses.
The “K” and “V” parameters in the data field are encrypted with the public key provided as part of the
request. Thereby the “K” and “V” parameters need to be decrypted using private key held by the customer.

{
“ErrorCode”: null,
“IsSuccessful”: true,
“DataType”:”real”,
“Data”: {
“Access_token”:”eyJhbGciOiJIUzIINiIsInR5cCI6IkpXVCJI..
02553b201ifQ.b011rw8mhog0pTXY-
1K3v_dPI4nbZpG2YrF7j0OWDzc”,
“Token type”:”bearer”,
“Expires in”:1800,
“Refresh token”:”cbd9b3ba-350d-4bc9-b4b8-d038c694d44a”,
“Algorithm”:”AES 256 CBC”,
“K”:”B374A26A71490437..F1259CCF”, //Encrypted with Public Key and Base64 encoded

“W”:”7E89287..B588306B13C31FFBD”, //Encrypted with public key and Base64 encoded
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2.1 API Login

“VersionWebAPI”: “2.0.07,

“VersionCorsium”: “1.1.4.0"

}I

“CRC”: “5tr9”

The following table provides details of the fields present in the JSON-formatted data response:

Attribute Type Description
Access_token String This token will need to be included in request header of all
subsequent API requests. This will be verified on the server
for a valid user session.
Token_type String It is always “bearer” for WebAPI request.
Expires_in Integer Number of seconds in which token will expire.
Refresh_token String This token will be used to re-request the access_token when it
is about to expire.
Algorithm String Algorithm used for symmetric encryption of data.
Currently it will always be “AES_256_CBC”
K String Dynamically generated key for symmetrically encrypted data.
String Dynamically generated initialization vector of symmetrically
encrypted data
VersionCorsium String Version of Corsium used by Transport provider
VersionWebAPI String Version of WebAPI on Corsium.
Version format is X.Y.Z, where
o X is major update to WebAP!I interface, meaning it is
no longer compatible with the previous version
e Y is minor backwards-compatible interface update
e Zis bug-fixes
Note “K” and “V” parameters are Base64 encoded binary data. Decode them to get the encryption

Key and Initialization Vector which are encrypted using public key specified in the request.
Decrypt these values using private key to get actual “K” and “V” values.

Steps to decrypt response data using “K” and “V” parameters :

1.

Base64 decode “K” and “V” parameters to get encrypted Key and Initialization Vector

bytes.

Decrypt Key and Initialization Vectors using Private Key used for PKI to get actual Key
and Initialization Vector bytes.

Base64 decode response data to get response data bytes.

AES decrypt decoded response data using Key and Initialization Vector obtained in

Step 2.

Refer to “7.6.2 PKI encrypted data” for an example

Note Character encoding used during data encryption is UTF-16LE. Use this encoding to get
JSON string back from decrypted byte array.

Refer to Step 5 of “7.6.1 AES encrypted data” for an example.
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2.2 API Refresh Token

This API is used to refresh the access token in the case that it has expired.

2.2.1 Resource URI
POST /Account/APIRefreshToken

Request example:
https://corsium.info/WebAPI/sdk/Account/APIRefreshToken

Request parameters will be passed in the body as a JSON object shown below:

{“refreshToken”:”cbd%b3ba-350d-4bc9-b4b8-d038c694d44a”}

= Refer to “7.5.3 Refresh Token” for an example of APIRefreshToken request using Postman.

2.2.2 Parameters

Name Type Req/Opt Description
RefreshToken [string] Req Refresh token obtained from previous API login
request

2.2.3 Headers

Name Value Details
Accept application/json -
Authorization bearer <Access token> <Access token> is obtained from APILogin
response
Note

See “1.9 APl Request” for details on APl Request format

2.2.4 Response data

Response data is same as APILogin response with a new access token and a refresh token.

2.3 API Logout

This API is used to logout from the Corsium WebAPI service.

2.3.1 Resource URI
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POST /Account/APILogout

Request example:
https://corsium.info/WebAPI/sdk/Account/APILogout

2.3.2 Parameters

None

2.3.3 Headers

Name Value Details

Accept application/json -

Authorization bearer <Access token> <Access token> is obtained from APILogin
response

2.3.4 Response data
Response data is empty.

If “IsSuccessful” field is true, it means that the user has been logged out successfully. Both access and
refresh tokens are made invalid on the server.

If “IsSuccessful” field is false, appropriate error message is sent in the “ErrorCode” field.

IntelliSpace Corsium WebAPI Integration Guide - 42-4004EN-02 — Page 21



Chapter 3 Corsium Clinical API Resources

3 Corsium Clinical APl Resources

Patient “Incidents” are the key resource for accessing the clinical information in Corsium. Vitals, events,
snapshots, 12 lead ECGs, images are all sub-resources of the incident resource.

Incidents are ‘owned’ by an organization, specifically by the organization that sent the device data to
Corsium.

All of the Clinical API resources are read-only. Only the HTTP GET verb is supported.

3.1 Organizations

This API returns the name of organization owning the patient data.

3.1.1 Resource URI
GET /Api/Qrganizations

Request example:
https://corsium.info/WebAPI/sdk/Api/Organizations

3.1.2 Parameters

None

3.1.3 Headers

Name Value Details

Accept application/json -

Authorization bearer <Access token> <Access token> is obtained from APILogin
response

3.1.4 Response data
[

“OrganizationId”: “8blcaff4-4778-4cdf-bb54-8ec37£33b89f",

“Name”: “Major Metro EMS”

]
The following table provides details of the fields present in the JSON-formatted data response:

Attribute Type Description
Organizationld String ID of the organization
Name String Name of the organization
Note Each ePCR user account is associated with one customer account. Therefore, there will be

only one record in the organization list.
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Note

The ePCR provider shall have separate login for each Transport provider.

3.2 Incidents

A request for the incidents resource returns a list of historic patient incidents for the specific EMS Agency.

The list can optionally be filtered by a device serial number.

Note The organizationld is a required parameter. Only historic incidents belonging to that

organization are returned in the incident list.

Note The Incident list includes only historic incidents, any live incidents are excluded from the list.
To get the list of the live incidents Livelncidents APl should be called, see “3.3
Livelncidents”.

3.2.1 Resource URI

GET /Api/Clinical/Incidents

Request example:

https://corsium.info/WebAPI/sdk/Api/Clinical/Incidents?organizationId=966B3E60-4749-420C-

A2DA-D3FC416E82AD&fromDate=2020-07-26T00:00:00&toDate=2020-07-26T01:00:00

3.2.2 Parameters

Name
organizationld

tempusSerialNumber

uselncidentStartTime

search

Type
[string]
[string]

[boolean]

[string]

Req/Opt
Req
Opt

Opt

Opt

Description
ID of the organization for desired Incident list.

Filter Incidents by Tempus Pro device Serial
Number.

No wildcards are accepted. The Device
number has to be an exact match.

If set to True, then incidents are returned on
the basis of StartTime, not
IncidentUpdateTime.

Incidents returned based on a keyword.
Following information will be considered for
search in the patient incident data :

o Patient ID

e Patient Name
e Device Name
e Device Group

Specified search keyword is searched
anywhere in the value of the fields mentioned
above.

Search value is case-insensitive and does not
support wildcards.
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Name

fromDate

toDate

Note

Note
Note

Note

Note

Type Req/Opt Description

[DateTime] Req Filter incidents that were updated only after
this date, inclusive.

Format: yyyy-MM-ddTHH:mm:ss

[DateTime] Req Return incidents that were updated only
before this date, inclusive.

Format: yyyy-MM-ddTHH:mm:ss

Data access time is controlled by the EMS Agency. The default data access period is 72
hours. Contact the EMS Agency to change the access period.

If API requests data outside allowed time period, then an error code is returned, see “7.1
Response error messages”.

By default the maximum date range for the incident search is 24 hours.

If tempusSerialNumber is specified, then the maximum date range for the incident search is 6
months.

The maximum number of incidents returned for Incidents API call is 500.

If there are more than 500 incidents in the configured timeframe, then an error code is
returned, see “7.1 Response error messages”.

If the timeframe is set to 1 hour or less, then all incidents are returned, regardless the
number.

If uselncidentStartTime is not used or set to False, the incidents are filtered by the
IncidentUpdateTime, not the StartTime. This means that if the incident was readmitted and
updated at the later date, it will re-appear in the incident list based on the
IncidentUpdateTime.

Incidents are sorted in the chronological order.

If uselncidentStartTime is set to True, then incidents are returned on the basis of StartTime,
not IncidentUpdateTime.

3.2.3 Headers

Name Value Details
Accept application/json
Authorization bearer <Access token> <Access token> is obtained from APILogin

response

3.2.4 Response data

[

“IncidentId”: “D275FE64-B9A3-067D-5CBA-C61872832EF0"”,

“TempusSerialNumber”: “40007”,

“SendOrganizationName”: “HEMS”,

“StartTime”: “2019-03-22T13:32:00”,
“PatientId”: “HR1246",

“IncidentUpdateTime”: “2019-03-22T14:23:56",
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“DemoData”: true

“IncidentId”: “5FE6S274-B9A3-93HD-PTG4-32ETC618728F",
“TempusSerialNumber”: “40007”,
“SendOrganizationName”: “HEMS”,

“StartTime”: “2019-03-22T13:55:00",

“PatientId”: “LM5619”,

“IncidentUpdateTime”: “2019-03-22T14:23:56",

“DemoData”: true

The following table provides details of the fields present in the JSON-formatted data response:

Attribute Type Description

Incidentld String Unique identifier for an incident.

TempusSerialNumber String Tempus Pro device serial number.

SendOrganizationName String Corsium customer name (Transport account
organisation name)

StartTime String Incident start time in UTC format.

IncidentUpdateTime String Time when the incident was last updated in

database in UTC format.

Patientld String ID of the patient.

This field will be blank if sharing patient
identification information is restricted by Corsium
administrator.

DemoData Boolean This field is set to True if incident contains demo

3.3

data.

Livelncidents

A request for the incidents resource returns a list of live patient incidents for a given EMS Agency.

Note

The organizationld is a required parameter. Only live incidents belonging to that organization
are returned in the incident list.

Compilete list of currently live incidents is returned when Livelncidents APl is called.

The incidents are sorted in chronological order.

3.3.1 Resource URI
GET /Api/Clinical/Livelncidents

Request example:
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https://corsium.info/WebAPI/sdk/Api/Clinical/Livelncidents?organizationId=966B3E60-4749-
420C-A2DA-D3FC416E82AD

3.3.2 Parameters

Name Type Req/Opt Description

organizationld [string] Req ID of the organization for desired live Incident
list.

tempusSerialNumber  [string] Opt Filter Incidents by Tempus Pro device Serial
Number.

No wildcards are accepted. The Device
number has to be an exact match.

3.3.3 Headers

Name Value Details

Accept application/json

Authorization bearer <Access token> <Access token> is obtained from APILogin
response

3.3.4 Response data

“IncidentId”: “D275FE64-B9A3-067D-5CBA-C61872832EF0”,
“TempusSerialNumber”: “40007”,

“SendOrganizationName”: “HEMS”,

“StartTime”: “2019-03-22T13:32:00",

“PatientId”: “HR1246",

“PatientDetailsUpdateTime”: “2019-03-22T16:23:56.864",

“DemoData”: false

“IncidentId”: “5FE6S274-B9A3-93HD-PTG4-32ETC618728F",
“TempusSerialNumber”: “40007"”,
“SendOrganizationName”: “HEMS”,

“StartTime”: “2019-03-22T13:55:00",

“PatientId”: “LM5619”,

“PatientDetailsUpdateTime”: “2019-03-23T14:23:56",

“DemoData”: true
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The following table provides details of the fields present in the JSON-formatted data response:

Attribute Type Description

Incidentld String Unique identifier for an incident.

TempusSerialNumber String Tempus Pro device serial number.

SendOrganizationName String Corsium customer name (Transport account
organisation name).

StartTime String Incident start time in UTC format.

Patientld String ID of the patient.

This field will be blank if sharing patient identification
information is restricted by the Corsium
administrator.

DemoData Boolean This field is set to True if incident contains demo
data.
PatientDetailsUpdateTime String Time when the patient details were last updated in

database in UTC format.

For PatientDetailsUpdateTime only: the time shall be
returned with milliseconds, i.e.

2016-03-25T11:15:58.056
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4 Incidents Sub-resources

This section describes APIs that can be called for a specific incident.

Note There are limits on how often APIs can be called. In the case that limits are exceeded, an
error code is returned, see Appendix 7.1 for details.

We recommend that you wait for 1 minute before calling the next API.

Note
Please contact RDT if the throttling limit is hit on a regular basis.

4.1 Patient Details

A request for the PatientDetails resource returns patient details for a specified patient incident. Use one of
the persistent Incidentlds returned from the incident resource as the IncidentID in the Patient Details URI
when making this request.

4.1.1 Resource URI
GET /Api/Clinical/Incidents/{Incidentld}/PatientDetails

Request example:
https://corsium.info/WebAPI/sdk/Api/Clinical/Incidents/FA68370A-BF24-4BD1-99BE-
DF946C8ECDDE/PatientDetails

4.1.2 Parameters

None

4.1.3 Headers

Name Value Details

Accept application/json -

Authorization bearer <Access token> <Access token> is obtained from APILogin
response

4.1.4 Response data

[

“IncidentId”: “D275FE64-B9A3-067D-5CBA-C61872832EF0”,
“StartTime”: “2019-03-22T13:32:00",
“PatientDetailsUpdateTime”: “2019-03-22T10:23:56.658",
“IncidentUpdateTime”: “2019-03-22T14:23:56",
“SendOrganizationName”: “HEMS”,

“PatientAge”: “35 years”,

“PatientType”: “Adult”,
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“PatientGender”: “Male”,

“FirstName: “John”,

“LastName”: “Smith”,
“TempusSerialNumber”: “40007"”,
“TempusName”: “MEDIC-21",
“TempusOrganization”: “HEMS 27,

“SupportCentre”: “GOSH”,

“DeviceGroup”: “Bike Team”,

“TempusSoftware”: “v04.16.083",

“PatientId”: “HR1246",
“Height”: “173”",
“HeightUnits”: “cm”,
“WeightUnits”: “kg”,
“Weight”: “75”,

“ReportType”: “Standard”,

“Allergies”: [

{
“Name”: “Aspirin”,
“Code”: ““

}I

{
“Name”: “Latex”,
“Code”: ““

The following table provides details of the fields present in the JSON-formatted data response:

Description
Unique identifier for an incident.
Tempus Pro incident start time in UTC format.

Time when the patient details were last updated in
database in UTC format.

For PatientDetailsUpdateTime only: the time shall be
returned with milliseconds, i.e.

2016-03-25T11:15:58.056

Time when the incident was last updated in database
in UTC format.

If incident is live, this field is blank.

Attribute Type
Incidentld String
StartTime String
PatientDetailsUpdateTime String
IncidentUpdateTime String
SendOrganizationName String
TempusSerialNumber String
TempusName String
TempusOrganization String

Corsium customer name (Transport account
Organisation name)

Tempus Pro device serial number.
Tempus Pro device name

Organization name configured on Tempus
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Attribute
DeviceGroup
SupportCentre
TempusSoftware

PatientAge

PatientType

PatientGender

ReportType

LastName

FirstName

Patientld

Weight

WeightUnits

Height

Type
String
String
String
String

String

String

String

String

String

String

String

String

String

Description
Device group configured on Tempus Pro
Support centre configured on Tempus Pro
Tempus Pro software version.
Age of the patient in the following format:
<value> years
Blank if age was not set.
This field will contain one of the following:
e Adult
e Neonate
e Paediatric

Gender of the patient which will be set to one of the
following:

e Male

e Female

e Unknown
e Other

This field will contain report type and can be one of
the following:

e Standard
e TC3
Last name of the patient.

This field will be blank if transport provider is
configured not to share PHI.

First name of the patient.

This field will be blank if transport provider is
configured not to share PHI.

Patient ID in the case of Standard report type.
Last 4 / Patient ID in the case of TC3 report type.

This field will be blank if sharing patient identification
information is restricted by the Corsium
administrator.

The weight of the patient, this field will be blank in
the case that the weight is not set.

Weight measurement unit which will be set to one of
the following:

° kg
e Ibs

Height value of the patient, this field will be blank in
the case that the height is not set.
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Attribute
HeightUnits

Service

Unit

Evac

BattleRoster

Allergies

Definition of Allergies

Attribute
Name

Code

4.2 Trended Vitals

Type
String

String

String

String

String

Array of
Allergy objects

Type
String
String

Description

Height measurement unit which will be set to one of
the following:

e cm
e inch

In TC3 report type only

Service

In TC3 report type only

Unit

In TC3 report type only

This parameter will be set to one of the following:
e Urgent
e Priority
e Routine
e Blank (In the case that evac is not set)
In TC3 report type only
Battle Roster

Please refer to the section below.

Description
Name of the allergy
Identification code of Allergy stored in Tempus Pro.

This field is currently blank, it may be used in the
future.

A request for the TrendedVitals resource returns a list of patient vitals for a specified historic patient incident.
Use one of the persistent Incidentlds returned from the Incidents resource as the Incidentld in the Vitals
Resource URI when making this request.

4.2.1 Resource URI

GET /Api/Clinical/Incidents/{Incidentld}/TrendedVitals

Request example:

https://corsium.info/WebAPI/sdk/Api/Clinical/Incidents/FA68370A-BF24-4BD1-99BE-

DF946C8ECDDE/TrendedVitals

4.2.2 Parameters

None
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4.2.3 Headers

Name
Accept

Authorization

Value
application/json

bearer <Access token>

Details

<Access token> is obtained from APILogin

response

4.2.4 Response data

“IncidentId”: “f2e0ellf-721f-4d32-8a84-267a60b5c829",
“WitalDetailsInfo”: [{
“DataCaptureTimeUtc”: “2016-03-25T11:14:00",
“Witals”: [
{
“Name”: “HR”,
“Value”: “80”7,
“Measurement”: “bpm”,
“Code”: “8867-4",
“Source”: “ECG”,

“Alert”: false

by

“Name”: “SysPAP”,
“Value”: “120”,
“Measurement”: “mmHg”,
“Code”: “8867-4",
“Source”: “P1l:PAP”,

“Alert”: false

“DataCaptureTimeUtc”: “2016-03-25T11:15:00",
“Witals”: [
{

“Name”: “HR”,

“Value”: “80”7,

“Measurement”: “bpm”,

“Code”: “8867-4",

“Source”: “ECG”,

“Alert”: false

“Name”: “SysPAP”,
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“Value”: “1207,
“Measurement”: “mmHg”,
“Code”: “8867-4",
“Source”: “P1l:PAP”,

“Alert”: false

The following table provides details of the fields present in the JSON-formatted data response:

Attribute
Incidentld

VitalDetailsInfo

Type
String

Array of VitalDetailsInfo
objects

Definition of VitalDetailsInfo

Attribute
DataCaptureTimeUtc
Vitals

Definition of Vitals

Attribute
Name

Value

Measurement

Code

Source

Alert

Type
String
Array of Vital objects

Type
String
String

String

String

String

Boolean

Description
Unique identifier for an incident

Please refer to the section below

Description
Time when vitals were recorded in UTC format

Please refer to the section below.

Description
Name of the vital, see Appendix 7.2 for details

Value of the vital or in the case that the
recorded value is outside of the valid range then
the following text will be provided: “Out of
range”

Unit of measurement, see Appendix 7.2 for
details

Code of the vital, e.g. LOINC code. This can be
configured using Tempus Pro Configuration
Utility.

Source information for the vital signs, see
Appendix 7.2 for details

Indicates if the value is inside or outside the
limits configured on the device at the time the
vital was recorded. Options are as follows:

e True — outside limits;

e False — within limits.
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Note
All trended vitals for the historic incident are returned. Vitals are in chronological order.

Note Vitals are trended at 1 minute intervals, except NIBP where all discrete readings shall be
recorded.

4.3 Live Trended Vitals

A request for the LiveTrendedVitals resource returns a list of vitals recorded within 2 minutes before the
specified time.

Use one of the persistent Incidentlds returned from the Incidents resource as the Incidentld in the Vitals
Resource URI when making this request.

4.3.1 Resource URI
GET /Api/Clinical/Incidents/{Incidentld}/LiveTrendedVitals

Request example:
https://corsium.info/WebAPI/sdk/Api/Clinical/Incidents/FA68370A-BF24-4BD1-99BE-
DF946C8ECDDE/LiveTrendedVitals?toDate=2016-03-25T11:15:00

4.3.2 Parameters

Name Type Req/Opt Description

toDate [DateTime] Req Return vitals that were updated within 2
minutes before this date, inclusive.

Format: yyyy-MM-ddTHH:mm:ss

4.3.3 Headers

Name Value Details

Accept application/json -

Authorization bearer <Access token> <Access token> is obtained from APILogin
response

4.3.4 Response data

“IncidentId”: “f2elellf-721f-4d32-8a84-267a60b5c829",
"VitalDetailsInfo": [{
“DataCaptureTimeUtc”: “2016-03-25T11:14:00",
“Vitals”: [
{
“Name”: “HR”,
“Value”: “80”,

“Measurement”: “bpm”,
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“Code”: “8867-4",
“Source”: “ECG”,

“Alert”: false

“Name”: “SysPAP”,
“Value”: “1207,
“Measurement”: “mmHg”,
“Code”: “8867-4",
“Source”: “P1l:PAP”,

“Alert”: false

“DataCaptureTimeUtc”: “2016-03-25T11:15:00",
“Witals”: [
{

“Name”: “HR”,

“Value”: “80”,

“Measurement”: “bpm”,

“Code”: “8867-4",

“Source”: “ECG”,

“Alert”: false

“Name”: “SysPAP”,
“Value”: “1207,
“Measurement”: “mmHg”,
“Code”: “8867-4",
“Source”: “P1l:PAP”,
“Alert”: false

Note

Incident vitals are returned in the chronological order.

Note If there was loss in connectivity, or the incident was monitored for some time without being

connected to Corsium, then the returned vitals will include the all vitals captured in that
period.

Note To ensure data integrity RDT recommends to pull the incident as historic, once it is no longer

A .
live.

The following table provides details of the fields present in the JSON-formatted data response:
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Attribute Type Description

Incidentld String Unique identifier for an incident

VitalDetailsInfo Array of VitalDetailsInfo Please refer to the section below
objects

Definition of VitalDetailsInfo

Attribute Type Description
DataCaptureTimeUtc String Time when vitals were recorded in UTC format
Vitals Array of Vital objects Please refer to the section below.

Definition of Vitals

Attribute Type Description
Name String Name of the vital, see Appendix 7.2 for details
Value String Value of the vital or in the case that the recorded value

is outside of the valid range then the following text will
be provided: “Out of range”

Measurement String Unit of measurement, see Appendix 7.2 for details

Code String Code of the vital, e.g. LOINC code. This can be
configured using Tempus Pro Configuration Utility.

Source String Source information for the vital signs, see Appendix
7.2 for details

Alert Boolean Indicates if the value is inside or outside the limits
configured on the device at the time the vital was
recorded. Options are as follows:

e True — outside limits;

e False — within limits.

4.4 Events

A request for the Events resource returns a list of events for a specified historic patient incident. Use one of
the persistent Incidentlds returned from the Incidents resource as the Incidentld in the Events Resource URI
when making this request.

No file data (for ECG, snapshots or images) is included in the response. The data in the returned list
includes Eventlds for each event that can then be used in the Resource URI’s for separate requests to
retrieve individual events with files embedded in each response, see example.

441 Resource URI
GET /Api/Clinical/Incidents/{Incidentld}/Events

Request example:

https://corsium.info/WebAPI/sdk/Api/Clinical/Incidents/FA68370A-BF24-4BD1-99BE-
DF946C8ECDDE/Events
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4.4.2 Parameters

Name Type Req/Opt Description

eventType [string] Opt Only events of specified event type are
returned in the response.

If a blank value is specified for eventType, all
events will be returned in the response.

“eventType” value is case-insensitive and
supports only one event type at a time.

See Section 4.4.4 for list of supported Event

Types
4.4.3 Headers
Name Value Details
Accept application/json -
Authorization bearer <Access token> <Access token> is obtained from

APILogin response

4.4.4 Response data

“IncidentId”: “06608acb-0£57-4908-9a08-43041b6afed8”,
“EventsInfo”: [
{
“EventId”: “8de9%9a652-46f8-42e9-aae8-7bb487297147",
“DataCaptureTimeUtc”: “2016-03-25T11:15:58",
“EventTimeUtc”: “2016-03-25T11:15:58",
“HasVitals”: true,

“EventType”: "“DRUG”,

“EventLabel”: “Adenosine”,
“EventDetails”: [{
“Code”: “7,
“Dose”: “as per protocol”,
“Route”: “IV”
o
“EventNotes”: ”Patient responded well”,
“EventDataStatus”: ”Not required”,

“EventStatus”:”New”,
“Witals”: [
{

“Name”: “HR”,
\\value”. “80”

. r
“Measurement”: “bpm”,

“Code”: “8867-4",
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“Source”: “ECG”,

“Alert”: false

The following table provides details of the fields present in the JSON-formatted data response:

Note

All incident events are returned in the chronological order.

Note Only current events are included in the historic event data response. Deleted or superseded

events are not part of the response.

Attribute Type

Incidentld String

Eventsinfo Array of Eventsinfo
objects

Definition of Eventsinfo

Attribute Type
DataCaptureTimeUtc String

EventTimeUtc String
Eventld String
HasVitals Boolean
EventType String
EventLabel String
EventDetails Array of

EventDetails

Description
Unique identifier for an incident.

Please refer to the section below.

Description

Time when event was first recorded or edited or
deleted in UTC format

Time of the event in UTC format.

This may be different to the DataCaptureTimeUtc, as
event time can be edited on Tempus.

The event time is the time that is displayed in
Summary tab on the Tempus/Corsium.

For Tempus LS events only: the event time shall be
returned with milliseconds, i.e.

2016-03-25T11:15:58.056
Unique ID of the event.
Set to true, when event has associated vitals.

Type of the recorded event. See table below for
possible event types.

Name of the recorded event. For Drug, Fluid,
Assessment and Intervention events the name can be
edited using Tempus Pro Configuration Utility.

See the table below for event label details.

Data as defined below for different Event types
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Attribute

EventNotes

EventDataStatus

EventStatus

Vitals

Event Type
DRUG_MARKER
FLUID_MARKER

Type Description

String Notes entered during the encounter for the specific
data item, this field can be blank.

For the General Note event this field will contain the
entered note.

String Status of the event data. Possible values:

e Not ready — the event has come but the file is
not available

e Ready — both event and associated file data
have been received

¢ Not Available - file data is not available
e Not required — file data is not required

String Indicated whether the event is new or modified
(“Current” status is returned).

e New
e Current
Array of Vitals See Section 4.2 for Vitals details.
Event vitals include only the following:
e HR/Pulse
e SpO2
o PI
e PVI
e Resp
e EtCO2
e NIBP
e T1/T2

All other vitals shall not be included in the response.

Event Label
Drug Marker
Fluid Marker

INTERVENTION_MARKER Intervention Marker

ASSESSMENT_MARKER

DRUG

FLUID
INTERVENTION
ASSESSMENT

Assessment Marker
<Name of the Drug>
<Name of the Fluid>
<Name of the Intervention>

<Name of the Assessment>
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Event Type
CAMERA_IMAGE

LARYNGOSCOPE_IMAGE

GENERAL_NOTE
TWELVE_LEADS

WAVEFORM

ARRHYTHMIA

PATIENT_ALARM

GCS
INJURY_MAP
DRESSING_MAP
BURNS_MAP
TQ_MAP
MEDICS

AVPUPAIN
AIRWAY_NOTE
BREATHING_NOTE
CIRC_TQ_NOTE
CIRC_DRESSING_NOTE
OTHER_TREATMENT_NOTE
TC3_NOTE

DEFIB_SHOCK

Event Label

Camera Image

Use “Image” API to retrieve file data, see Section 4.8.
Laryngoscope Image

Use “Image” API to retrieve file data, see Section 4.8
Note

12 lead ECG

Use “TwelvelLead” API to retrieve file data, see Section
4.6

Waveforms
Use “Snapshot” API to retrieve file data, see Section 4.7
<Arrhythmia name>
Possible names:
e Extreme Brady
e Extreme Tachy
e VentFib
e Asystole
e Vent Tachy
Use “Snapshot” API to retrieve file data, see Section 4.7
Alarm Waveforms
Use “Snapshot” API to retrieve file data, see Section 4.7
GCS
Injury Map
Dressing Map
Burns Map
TQ Map
Medics

Medic events will be omitted from the response, if
transport provider is configured not to share PHI.

AVPU and Pain

Airway Type

Breathing Type

Circulation Type

Dressing Type

Other Type

TC3 Note

Shock #X

where X is the shock count, e.g. Shock #1, Shock #2, etc.

Use “Snapshot” API to retrieve file data, see Section 4.7
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Event Type
DEFIB_ANALYSIS_REQUESTED
DEFIB_SHOCK_ADVISED

DEFIB_NO_SHOCK_ADVISED

DEFIB_PACING

DEFIB_PACING_STOPPED
DEFIB_CPR_START
DEFIB_CPR_END
DEFIB_INTERVENTION_START
DEFIB_MANUAL_MODE
DEFIB_AED_MODE
DEFIB_PACER_MODE
DEFIB_MONITOR_MODE
DEFIB_PADS_ATTACHED
DEFIB_PADS_DETACHED
DEFIB_SNAPSHOT_WAVEFORMS

DEFIB_SECURITY_DISCHARGE

Definition of EventDetails

Event Type
ASSESSMENT

INTERVENTION

DRUG

Attribute

Code

Code

Code

Dose

Event Label

Analysis Requested

Shock Advised

Use “Snapshot” API to retrieve file data, see Section 4.7
No Shock Advised

Use “Snapshot” API to retrieve file data, see Section 4.7
Pacing

Use “Snapshot” API to retrieve file data, see Section 4.7
Pacing Stopped

CPR Start

CPR End

Defib Incident Start

Manual Mode

AED Mode

Pacer Mode

Monitor Mode

Pads Attached

Pads Detached

Waveforms

Manually captured waveforms by Tempus LS.

Use “Snapshot” API to retrieve file data, see Section 4.7

Security Discharge

Type Description

String Identification code of the
assessment, this value can be
edited using the Tempus Pro

Configuration Utility.

Identification code of the
intervention, this value can be
edited using the Tempus Pro
Configuration Utility.

String

String Identification code of the drug,
this value can be edited using
the Tempus Pro Configuration

Utility.

String Amount of drug administered
along with units, this field can

be blank.
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Event Type

FLUID

GCS

MEDICS

INJURY_MAP

DRESSING_MAP

BURNS_MAP

TQ_MAP

TWELVE_LEADS

AVPUPAIN

DEFIB_SHOCK

Attribute

Route

Code

Volume

Eye

Verbal

Motor

Score
FirstName
LastName

Role

Last4

BodyMaps

BodyMaps

Percent

BodyMaps

TQMaps

ReviewDetails

AVPU

Pain

Count

EnergySel

Type
String

String

String

String

String

String

String
String
String
String

String

Array of
BodyMaps

Array of
BodyMaps
String

Array of
BodyMaps

Array of
TQMaps

Array of
ReviewDetails

String
String

Integer

Integer

Description

Route through which drug was
administered, this field can be
blank.

Identification code of the fluid,
this value can be edited using
the Tempus Pro Configuration
Utility.

Volume of fluid given along with
units, this field can be blank.

The eye score can be one of the
following:

1,2,3,4

The verbal score can be one of
the following:

1,2,3,4,5 or set to T when the
patient is intubated.

The Eye score can one of the
following:

1,2,3,4,5,6

GCS total score.

First name of the medic
Last name of medic

In Standard report type only
Role of the medic

In TC3 report type only
Last4 of the medic

Please refer to the section
below.

Please refer to the section
below.

Percentage of the body that is
burnt.

Note that this field is not present
in injury and dressing maps.

Please refer to the section
below.

Please refer to the section
below.

Please refer to the section
below.

AVPU value recorded

Pain value recorded

Shock count.

Selected energy in Joules.
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Event Type Attribute Type Description
EnergyDel Integer Delivered energy in Joules.
Impedance Integer Impedance in Ohms.
Sync Boolean True, if Sync shock delivered
Offset Integer Offset time in milliseconds from
start of intervention.
LSSerial String Tempus LS serial number
LSName String Tempus LS name
LSSoftware String Tempus LS software version
DEFIB_ANALYSIS_REQUESTED Offset Integer Offset time in milliseconds from
start of intervention.
LSSerial String Tempus LS serial number
LSName String Tempus LS name
LSSoftware String Tempus LS software version
DEFIB_SHOCK_ADVISED Rhythm String Dletails of analysis. Currently
always:

e Shockable rhythm

Offset Integer Offset time in milliseconds from
start of intervention.
LSSerial String Tempus LS serial number
LSName String Tempus LS name
LSSoftware String Tempus LS software version
DEFIB_NO_SHOCK_ADVISED Offset Integer Offset time in milliseconds from
start of intervention.
LSSerial String Tempus LS serial number
LSName String Tempus LS name
LSSoftware String Tempus LS software version
DEFIB_PACING Mode String Pacing mode, can be one of the
following:
o Fix
e Demand
Current Integer Pacing current in mA.
Frequency Integer Pacing frequency /min.
Offset Integer Offset time in milliseconds from
start of intervention.
LSSerial String Tempus LS serial number
LSName String Tempus LS name
LSSoftware String Tempus LS software version
DEFIB_PACING_STOPPED Offset Integer Offset time in milliseconds from

start of intervention.

LSSerial String Tempus LS serial number
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Event Type

DEFIB_CPR_START

DEFIB_CPR_END

DEFIB_INTERVENTION_START

DEFIB_MANUAL_MODE

DEFIB_AED_MODE

DEFIB_PACER_MODE

DEFIB_MONITOR_MODE

Attribute
LSName
LSSoftware
Offset

LSSerial
LSName
LSSoftware
Rate
Quality
Offset

LSSerial
LSName
LSSoftware
LSSerial
LSName
LSSoftware
Offset

Offset

LSSerial
LSName
LSSoftware
Offset

LSSerial
LSName
LSSoftware
Offset

LSSerial
LSName
LSSoftware
Offset

LSSerial
LSName
LSSoftware

Type
String
String

Integer

String
String
String
Integer
Integer

Integer

String
String
String
String
String
String

Integer

Integer

String
String
String

Integer

String
String
String

Integer

String
String
String

Integer

String
String
String

Description
Tempus LS name
Tempus LS software version

Offset time in milliseconds from
start of intervention.

Tempus LS serial number
Tempus LS name

Tempus LS software version
CPR rate /min

CPR quality

Offset time in milliseconds from
start of intervention.

Tempus LS serial number
Tempus LS name

Tempus LS software version
Tempus LS serial number
Tempus LS name

Tempus LS software version

Offset time in milliseconds from
start of intervention.

Offset time in milliseconds from
start of intervention.

Tempus LS serial number
Tempus LS name
Tempus LS software version

Offset time in milliseconds from
start of intervention.

Tempus LS serial number
Tempus LS name
Tempus LS software version

Offset time in milliseconds from
start of intervention.

Tempus LS serial number
Tempus LS name
Tempus LS software version

Offset time in milliseconds from
start of intervention.

Tempus LS serial number
Tempus LS name

Tempus LS software version
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Event Type
DEFIB_PADS_ATTACHED

DEFIB_PADS_DETACHED

DEFIB_SECURITY_DISCHARGE

DEFIB_SNAPSHOT_WAVEFORMS

WAVEFORM
ARRHYTHMIA

PATIENT _ALARM
CAMERA_IMAGE
LARYNGOSCOPE_IMAGE
GENERAL_NOTE
AIRWAY NOTE
BREATHING_NOTE
CIRC_TQ_NOTE
CIRC_DRESSING_NOTE
OTHER_TREATMENT NOTE
TC3 NOTE
ASSESSMENT MARKER
INTERVENTION_MARKER
DRUG_MARKER

Attribute

Connector

Offset

LSSerial
LSName
LSSoftware
Offset

LSSerial
LSName
LSSoftware
Offset

LSSerial
LSName
LSSoftware
Offset

LSSerial
LSName
LSSoftware

n/a
n/a
n/a
n/a
n/a
n/a
n/a
n/a
n/a
n/a
n/a
n/a
n/a
n/a

n/a

Type
String

Integer

String
String
String

Integer

String
String
String

Integer

String
String
String

Integer

String
String
String

n/a
n/a
n/a
n/a
n/a
n/a
n/a
n/a
n/a
n/a
n/a
n/a
n/a
n/a

n/a

Description

Type of connected pads. Can
be one of the following:

e Adult Pads
e Paediatric Pads

Offset time in milliseconds from
start of intervention.

Tempus LS serial number
Tempus LS name
Tempus LS software version

Offset time in milliseconds from
start of intervention.

Tempus LS serial number
Tempus LS name
Tempus LS software version

Offset time in milliseconds from
start of intervention.

Tempus LS serial number
Tempus LS name
Tempus LS software version

Offset time in milliseconds from
start of intervention.

Tempus LS serial number
Tempus LS name

Tempus LS software version

No EventDetails available
No EventDetails available
No EventDetails available
No EventDetails available
No EventDetails available
No EventDetails available
No EventDetails available
No EventDetails available
No EventDetails available
No EventDetails available
No EventDetails available
No EventDetails available
No EventDetails available
No EventDetails available

No EventDetails available
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Event Type Attribute
FLUID_MARKER n/a
Definition of BodyMaps
Attribute Type
Name String
Code String
Location String
Definition of TQMaps
Attribute Type
Name String
Location String
Start String
Type String

Type Description
n/a No EventDetails available
Description

Name of the injury, burn type or dressing.

Note that the injury, burn and dressing types can be
modified using the Tempus Pro Configuration Utility.

Identification code of the body may entry, this value
can be edited using the Tempus Pro Configuration
Utility.

Note that the code field will always be blank for the
‘Other 1’ and ‘Other 2’ fields.

Comma separated list of locations recorded for the
injury burn or dressing, see Appendix 7.3 for details.

This field will be blank in the case that there is no
injury, burn or dressing of the specific type.

Description

The name of the TQ region will be set to one of the
following:

e R Arm (Right arm)
e L Arm (Left arm)

o R Leg (Right leg)
o L Leg (Leftleg)

Comma separated list of locations recorded for the
TQ, see Appendix 7.4.

This field will be blank in the case that no TQ is
recorded for the specific region/type.

The recorded TQ start time for the applicable TQ
region.

This field will be blank in the case that no TQ is
recorded for the specific region/type.

The recorded TQ type can be one of the following:
e Junctional

o Extremity
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Definition of ReviewDetails

Attribute

ReviewStatus

ReviewRequestSentTo

ReviewRequestSentTimeUTC
ReviewedBy
ReviewTimeUtc

ReviewDeliveryTimeUtc

Diagnosis
Instruction
Notes

AckStatus

AckByTempusName
AckByTempusNumber
AckTimeUtc

AckETA

4.5 LiveEvents

Type
String

String

String
String
String
String

String
String
String
String

String

String

String

String

Description
ECG review status. Can be one of the following:
o No review requested
e Review requested
e Reviewed
e Acknowledged

Name of the Support centre, where the ECG was sent
for review

Time when the ECG was sent for review
Name of medic who reviewed ECG
Time in UTC format when ECG was reviewed.

Time in UTC when review was delivered to Tempus
Pro.

Entered diagnosis, if applicable.
Entered instruction, if applicable.
Entered notes, if applicable.
Acknowledgement status. Can be one of the following:
e Blank
e No instruction to acknowledge
e Not acknowledged
e Received and understood
e Received and declined

Blank status shall be returned, if ECG review was not
requested, or review was not yet performed.

Tempus Pro name that has acknowledged ECG
review, if applicable.

Tempus Pro number that has acknowledged ECG
review, if applicable.

Time in UTC when review was acknowledged, if
applicable.

ETA time in acknowledgement, if applicable.

A request for the LiveEvents resource returns a list of events updated within 2 minutes before the specified

time.

Use one of the persistent Incidentlds returned from the Incidents resource as the Incidentld in the Events

Resource URI when making this request.

No waveform images are included in the response. The data in the returned list includes EventIDs for each
event that can then be used in the Resource URIs for separate requests to retrieve individual events with

files embedded in each response.
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Note If event has been updated, the original entry will be marked as “Superseded”. Subsequent
events shall have “Current” or “Deleted” status.

“Deleted” status means that the event has been deleted from the SRoC on Tempus.

“Current” status means that this is the latest version of the event on the Tempus.

4.5.1 Resource URI
GET /Api/Clinical/Incidents/{Incidentld}/LiveEvents

Request example:

https://corsium.info/WebAPI/sdk/Api/Clinical/Incidents/FA68370A-BF24-4BD1-99BE-
DF946C8ECDDE/LiveEvents?toDate=2016-03-25T11:15:00

4.5.2 Parameters

Name Type Req/Opt Description

toDate [DateTime] Req Return events that were updated within 2
minutes before this date, inclusive.

Format: yyyy-MM-ddTHH:mm:ss

4.5.3 Headers

Name Value Details

Accept application/json -

Authorization bearer <Access token> <Access token> is obtained from APILogin
response

4.5.4 Response data

“IncidentId”: “06608acb-0£57-4908-9a08-43041b6afed8”,
“EventsInfo”: [
{
“EventId”: “8de%9a652-46f8-42e9-aae8-7bb487297147",
“DataCaptureTimeUtc”: “2016-03-25T11:15:58",
“EventTimeUtc”: “2016-03-25T11:15:58",
“HasVitals”: true,

“EventType”: ”“DRUG”,

“EventLabel”: “Adenosine”,
“EventDetails”: [{
“Code”: “7,
“Dose”: “as per protocol”,
“Route”: “IV”

P
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“EventNotes”

“EventDataStatus”:

7.

“EventStatus”:”New”,

“Witals”: [
{

“Name”: “HR”,
“Value”: “80”,
“Measurement”: “bpm”,
“Code”: “8867-4",
“Source”: “ECG”,
“Alert”: false

}s

{
“Name”: “SysPAP”,
“Value”: “1207,
“Measurement”: “mmHg”,
“Code”: “8867-4",
“Source”: “P1l:PAP”,
“Alert”: false

Note
Note
Note

period.

"Patient responded well”,

"Not required”,

Incident events are returned in the chronological order.

If there was loss in connectivity, or the incident was monitored for some time without being
connected to Corsium, then the returned events list will include the all events captured in that

Returned events include new, modified, deleted and superseded events. It is the ePCR
providers responsibility to work out the current events list.

RDT recommends to pull the incident as historic, once it is no longer live.

The following table provides details of the fields present in the JSON-formatted data response:

Attribute
Incidentld

Eventsinfo

Definition of Eventsinfo

Attribute
DataCaptureTimeUtc

Type
String

Array of Eventsinfo
objects

Type
String

Description
Unique identifier for an incident.

Please refer to the section below.

Description

Time when event was first recorded or edited or
deleted in UTC format
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Attribute

EventTimeUtc

Eventld
HasVitals
EventType

EventLabel

EventDetails

EventNotes

EventDataStatus

EventStatus

Vitals

4.6 Twelvelead

Type
String

String
Boolean

String

String

Array of
EventDetails

String

String

String

Array of Vitals

Description
Time of the event in UTC format.

This may be different to the DataCaptureTimeUtc, as
event time can be edited on Tempus.

The event time is the time that is displayed in
Summary tab on the Tempus/Corsium.

For Tempus LS events only: the event time shall be
returned with milliseconds, i.e.

2016-03-25T11:15:58.056
Unique ID of the event.
Set to true, when event has associated vitals.

Type of the recorded event. See table below for
possible event types.

Name of the recorded event. For Drug, Fluid,
Assessment and Intervention events the name can be
edited using Tempus Pro Configuration Utility.

See the table below for event label details.

Data as defined in Section 4.4 for different Event types

Notes entered during the encounter for the specific
data item, this field can be blank.

For General note event this field will contain the
entered note.

Status of the event data. Possible values:

e Not ready — the event has come but the file is
not available

e Ready — both event and associated file data
have been received

* Not available - file data is not available, even
though it is a file event

e Not required — file data is not required

Indicated whether the event is created new, modified,
current or deleted.

e Deleted

e Current

e Superseded
e New

See Section 4.1 for Vitals details.

Retrieving 12 lead ECG images from an Incident is a two-step process.

The first step is to request a list of all events for a specific Incident (see “4.4 Events” or “4.5 LiveEvents”).
This list will include an Eventld for each 12 lead ECG.
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The second step is to use the Eventld’s returned in the events response to request a specific individual 12
lead ECG resource with the image data embedded in the response or, optionally, the raw XML file
embedded in the response.

This allows a caller to reduce the impact of retrieving large amounts of raw image data in a single request.

When issuing the request for the TwelvelLead resource, use one of the persistent Incidentlds returned from
the Incidents resource in the TwelveLeads Resource URI.

Note
ECG in JPEG format shall have date/time details in Corsium configured time zone, not UTC.

4.6.1 Resource URI
GET /Api/Clinical/Incidents/{Incidentld}/Events/TwelveLead/{Eventid}

Request example:

https://corsium.info/WebAPI/sdk/Api/Clinical/Incidents/77640879-819D-4212-9B7F-
5567803CEC15/Events/TwelveLead/506F0767-D508-457D-95DB-32F695F3D43E?Format=JPEG

4.6.2 Parameters

Name Type Req/Opt Description

Format String Opt Provides 12 lead data in specified format. The
default format is JPEG. Possible values are :

e JPEG
° aECG
¢ DICOM

In the case of JPEG, the PHI shall not be
included if data is not encrypted or transport
provider is configured not to share PHI.

Note The Annotated ECG (aECG) HL7 is a standard medical record data format for storing and
retrieving electrocardiogram data for a patient.

DICOM® (Digital Imaging and Communications in Medicine) is the international standard to
transmit, store, retrieve, print, process, and display medical imaging information.

Please contact RDT for the copy of the standards.

Note In TwelveLead API response, lead specific detailed measurements are not available in any of
the ECG formats i.e. JPEG, DICOM and aECG.

However, they are available in Incident PDF data from “PDF” AP, if “Detailed Measurements
(PDF)” option is selected in ECG display settings by Corsium transport account admin.

4.6.3 Headers

Name Value Details

Accept application/json -

Authorization bearer <Access token> <Access token> is obtained from APILogin
response
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4.6.4 Response data

“IncidentId”: “06608acb-0£57-4908-9a08-43041bb6afeds8”,
“EventId”: “8de9%a652-46f8-42e9-aae8-7bb487297147",
“Format”: “JPEG”,

“TwelveLeadData”: “GG/YU6TU/WHjgygweu ... jdtY/Sx76320y7nmDuPyuw”

The following table provides details of the fields present in the JSON-formatted data response:

Attribute Type Description
Incidentld String Unique identifier for an incident.
Eventld String Unique ID of the event.
Format String Format in which the data is sent. Possible values:
o JPEG
e aECG
e DICOM
TwelveLeadData String ECG data in selected format with base64 encoding.

4.7 Snapshot

Retrieving snapshots from an incident is a two-step process.

The first step is to request a list of all events for a specific incident (see “4.4 Events” or “4.5 LiveEvents”).
This list will include an Eventld for each event with associated snapshot.

The second step is to use one of Eventlds returned in the events response to request a specific individual
snapshot resource with the image data embedded in the response.

This allows a caller to reduce the impact of retrieving large amounts of raw image data in a single request.

When issuing the request for the snapshot resource, use one of the persistent Incidentlds returned from the
incidents resource in the Snapshot Resource URI.

Snapshot data is returned in JPEG format, PHI shall not be included if data is not encrypted or transport
provider is configured not to share PHI.

Note
Snapshot shall have date/time details in Corsium configured time zone, not UTC.

4.7.1 Resource URI
GET /Api/Clinical/Incidents/{Incidentld}/Events/Snapshot/{Eventid}

Request example:

https://corsium.info/WebAPI/sdk/Api/Clinical/Incidents/77640879-819D-4212-9B7F~
5567803CEC15/Events/Snapshot/1B4D8868-68CB-492F-95D3-B9A4EDDBIBTF
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4.7.2 Parameters

None

4.7.3 Headers

Name Value Details
Accept application/json -
Authorization bearer <Access token> <Access token> is obtained from
APILogin response
4.7.4 Response data
[
{
“IncidentId”: “06608acbh-0£57-4908-9a08-43041b6afeds”,
“EventId”: “8de%9a652-46f8-42e9-aae8-7bb487297147",
“SnapshotData”: “GG/YU6TU/WHjgygweu ... jdtY/Sx76320y7nmDuPyuw”
}
]
The following table provides details of the fields present in the JSON-formatted data response:
Attribute Type Description
Incidentld String Unique identifier for an incident.
Eventld String Unique ID of the event.
SnapshotData String Snapshot data is in a JPEG format and base64 encoding
4.8 Image

Retrieving images from an incident is a two-step process.

The first step is to request a list of all events for a specific incident (see “4.4 Events” or “4.5 LiveEvents”).

This list will include an Eventld for each event with associated image.

The second step is to use one of Eventlds returned in the events response to request a specific individual

Image resource with the image data embedded in the response.

This allows a caller to reduce the impact of retrieving large amounts of raw image data in a single request.

When issuing the request for the Image resource, use one of the persistent Incidentlds returned from the

incidents resource in the Image Resource URI.

Images are returned in JPEG format.

N°t If PHI are removed from the incident, API call for Images shall return the error code, see
Appendix 7.1.
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4.8.1 Resource URI
GET /Api/Clinical/Incidents/{Incidentld}/Events/Image/{Eventid}

Request example:

https://corsium.info/WebAPI/sdk/Api/Clinical/Incidents/77640879-819D-4212-9B7F-
5567803CEC15/Events/Image/5918A3E5-292B-4531-B849-864914ED3BD2

4.8.2 Parameters

None

4.8.3 Headers

Name Value Details

Accept application/json -

Authorization bearer <Access token> <Access token> is obtained from APILogin
response

4.8.4 Response data

“IncidentId”: “06608acb-0£f57-4908-9a08-43041b6afed8”,
“EventId”: “8de9%a652-46£f8-42e9-aae8-7bb487297147",
“ImageData”: “GG/YU6TU/WHjgygweu ... jdtY/Sx76320y7nmDuPyuw”

The following table provides details of the fields present in the JSON-formatted data response:

Attribute Type Description

Incidentld String Unique identifier for an incident.

Eventld String Unique ID of the event.

ImageData String Image data in JPEG format with base64 encoding
49 PDF

A request for an Incident PDF will return detailed PDF report for the selected incident. If transport provider is
configured not to share PHI, then returned report shall not contain the following patient identifiers: patient
name, patient ID, medics details or images.

PDF shall be constrained by the following limits:
e Last 72 hours of vitals data
e Latest 10 ECGs

o Latest 10 images

IntelliSpace Corsium WebAPI Integration Guide - 42-4004EN-02 — Page 54



4.9 PDF

o Latest 20 snapshots

Note
Note

Note

PDF can be requested only for historic incidents. If PDF is requested for the incident that is
currently live, the error code is returned, see “7.1 Response error messages” for details.

PDF shall contain the following sections, if applicable:

Patient Details
Vitals Summary
Events

Medics

ECGs
Waveforms
Trend Graph
Images

Body Maps
Trend Table

All data in the PDF shall be in Corsium configured time zone, not UTC.

4.9.1 Resource URI
GET /Api/Clinical/Incidents/{Incidentld}/PDF

Request example:

https://corsium.info/WebAPI/sdk/Api/Clinical/Incidents/FA68370A-BF24-4BD1-99BE-
DF94 6C8ECDDE/PDF

4.9.2 Parameters

None

4.9.3 Headers

Name

Accept

Authorization

Value Details

application/json -

bearer <Access token> <Access token> is obtained from APILogin
response

4.9.4 Response data

“IncidentId”: “06608acb-0£57-4908-9a08-43041bbafed8”,
“Name”: “Tempus Report 2015-02-26 14-17-34 SN-00600012.pdf”,

“Data”: “GG/YU6TU/WHjgygweu ... JdtY/Sx76320y7nmDuPyuw”
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The following table provides details of the fields present in the JSON-formatted data response:

Attribute Type Description

Incidentld String Unique identifier for an incident.

Name String Name of PDF report. Filename of the report shall be
following:

Tempus Report <creation date> <creation time> SN-
<device serial number>.pdf

Date format: YYYY-MM-DD

Time format: HH-MM-SS

Example:

Tempus Report 2015-02-26 14-17-34 SN-00600012.pdf
Data String Base64 encoded PDF binary data
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5 Test Reference

RDT provides simple reference application for WebAPI testing and validation. This test reference application
can be configured to pull data with any instance of IntelliSpace Corsium by specifying the URL and
credentials for an ePCR user sent via email at the time of ePCR user creation.

The test reference application comes with source code written in C# language and using MVC.net
framework. This can be used as a reference to understand the mechanism of making requests to the
WebAPI server and pull patient data from Corsium.

A Warning

The Test Reference Application relies on IISExpress, which is a webserver. Intended use is for
installation on a developer's desktop machine ONLY. Do NOT install the Test Reference
Application on a public internet facing server, or on any computer that is in a publicly accessible
network. Installing the Test Reference Application on publicly accessible computer systems is a
data security risk.

& Warning

You must seek approval from your information security officer before installing the Test Reference
Application. Explain the data flow security and data privacy mechanisms provided by IntelliSpace
Corsium so that any additional or compensating security controls may be implemented in your own
network according to your organisational policies. Refer to IFU 42-4002EN IntelliSpace Corsium
Security Summary.

Compensating security controls typically include application whitelisting, device access control,
domain whitelisting, intrusion detection and prevention systems, antimalware tools and hard disk
encryption of data at rest.

5.1 Test Reference Installation

The test application is a web application which can be run using an embedded web server. The test
reference application distribution folder contains files as shown below.

SDKWebAP 03/07/2019 08:53 File folder
E?)J lisexpress_amd6d_en-US.msi 2 1 Windows Installer ... 9312 KB
=] README et Text Document 1 KB

Follow the steps below to install and run the test reference from your local PC:
1. Install IISExpress 10 using the installer file (iisexpress_amd64_en-US.msi)
2. Copy SDKWebAPI folder on local machine

3. Navigate to SDKWebAPI folder
4

Run the StartTestReference.bat file to start the Test reference application

Note

=2 Ensure that user has read and write permission on the folder containing the Test Reference

= application.
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Test Reference application should be stored in the location in such way that there are no

spaces in the path, e.g. “C:\Users\DefaultUser\Desktop\SDKWebAPI”

5.2 Test Reference Configuration

5.2.1 Corsium URL List

Starting Test reference application displays the main page of the application which contains list of Corsium
URLSs configured for WebAPI access.

A typical screen looks like as follows:

PHILIPS Ph||| [
PE N Y

-é? IntelliSpace Corsium - Test Reference
y

Select account

hitp:/fcorsiumsuite net’/WebAFPliroyalems Re-Configure

Add URL § Configure Proxy

5.2.2 Add URL

A new WebAPI access URL can be added to the test reference application by clicking the “Add URL” button,
which brings up the following screen:

gy Philips Philips

-..é; IntelliSpace Corsium - Test Reference IntelliSpace Corsium - Test Reference

Account Name Account Name

Type

URL
hitps-icarsium.info/\WebAP|/=dkencr hitps-ficorsium.info\WebAPlfecr2

DEM

Create Reset Cancel Resel Cancel
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Following table describes the fields and their meaning

Field

Account Name

Type

URL

DEM

Public Key

Private Key

Description

Unique identifier for the Corsium WebAPI connection. This can be any meaningful
name without spaces.

There are two types of account.

e SDK — SDK account contains pre-configured demo patient data and doesn’t
require user credentials to access the data. This can be used to view test data
in order to facilitate an understanding of the format of the WebAPI data.

e Normal — Normal accounts are actual transport accounts configured on
Corsium. Only specific ePCR users configured for these customer accounts
will be able to view patient data from these WebAPI Urls.

WebAPI URL for a transport account. This will be typically of the format:
https://<corsiumsite>/WebAPIl/<account postfix>

Normal account: URL is included in the email received by the ePCR provider, when
Transport account administrator configured the access to the data.

SDK account (Without Encryption): https://corsium.info/WebAPI/sdk
SDK account (With Encryption): https://corsium.info/WebAPI/sdkencr

There are three types of DEMs (Data Encryption Method)

e None
e AES
¢ PKI

This has already been described in the API access details, see “2.1 API Login”.

Normal account: encryption details are sent via email. If double encryption is disabled,
then DEM setting is “None”. If double encryption is enabled, then DEM setting is “AES”
or “PKI”.

SDK account (Without Encryption, https://corsium.info/WebAPI/sdk): None
SDK account (With Encryption, https://corsium.info/WebAPI/sdkencr): AES

This field is displayed if PKI has been selected as DEM method, to specify the public
key for encryption.

This field is displayed if PKI has been selected as DEM method, to specify the private
key for encryption.

5.2.3 Configure account

Once a new URL is added successfully, the user is redirected back to the main page.

Note

If account type is SDK there is no need to configure access credentials, the hard-coded

A
values will be used.

For the Normal account a “Configure” button is displayed for the newly-added account.
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PHILIPS Philips
e "

-.‘é? IntelliSpace Corsium - Test Reference

Select account.

|

= I
e s vesipiee v |23 R

hiip-//corsiumsuite ukWebAPIoyalems Configure -
Add Url | Configure Proxy

Click on the Configure button to specify user credentials for WebAPI access.

I Philips
'ﬁ IntelliSpace Corsium - Test Reference
v,
Use configuration files from email

WebAPI Settings File

Choose file JELETEe R

Decryption Key File

(e, TTeLR 1] No file chosen

Submit Reset Cancel

Use login and password

ePCR Usemame

ePCR Password

Submit Reset Cancel

Following table describes the fields and their meaning:

Field

WebAPI
Settings File

Decryption Key
File

OR

ePCR
Username

ePCR Password

Description

If ePCR Credentials are delivered via email, then two emails will be sent to the
configured address when an ePCR user is created.

The attached WebAPI settings file should be saved locally and then imported using
the “Choose File” button.

If ePCR Credentials are delivered via email, then two emails will be sent to the
configured address when an ePCR user is created.

The attached Decryption Key file should be saved locally and then imported using the
“Choose File” button.

If ePCR Credentials are configured directly in the Corsium Administration console,
enter the ePCR username in this field.

If ePCR Credentials are configured directly in the Corsium Administration console,
enter the ePCR password in this field.
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5.3 Demo incidents

Once the normal account is configured, the buttons for manual and automated tests are displayed against
the configured account.

For “SDK” type of account the “Start” buttons appear immediately after account configuration.

5.2.4 Re-Configure Account

If credentials are changed during the course of testing, the user details can be re-configured using the “Re-
configure” button which appears for the accounts which are already configured.

5.2.5 Delete URL

If an URL is no longer required, it can be deleted using the “Delete” button against the URL.

5.2.6 Configure proxy

If users are behind a firewall, they can configure a proxy to access WebAPI, which is used within their
organization. If there is no proxy this URL will be blank.

gy Philips

=2~ IntelliSpace Corsium - Test Reference
3/ B

Proxy Configuration

Proxy URL
hitp://<proxy url>-<proxy port>

Submit Cancel

5.2.7 Start Manual Test

Manual testing can be started using the “Start” button in the Manual column of the configured URL. Manual
test uses credentials for the configured URL and logs user in to display the patient data. All features of
Manual testing have been described in section 5.4 of this document.

5.2.8 Start Automated Test

Automated testing allows user to observe the automatic data pull from Corsium. The user can check the
calls made and the responses received.

5.3 Demo incidents

SDK test account contains number of demo incidents available for data pull, see Section 6 for the details of
incidents. Each demo incident will be re-created every 24 hours.

When incidents are re-generated new Incident IDs are assigned.
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5.4 Manual Testing

The following screenshots provide details of the Test application which can be used to validate APIs on pre-
configured or actual patient data. The sample screens are for demonstration purposes only and do not
contain real data.

5.4.1 Successful Login

Clicking “Start” button for manual testing validates user credentials and if authentication is successful, user
is redirected to test reference dashboard where JSON response from the APl is shown on the left side of the
screen and further available APIs on the right.

11 Intelispace C¢ tRefere X

€ > C (3 O localhost:8080/ManualTest/StartSession * ® @

IntelliSpace Corsium - Test Reference s ST C*
N, s Uri: hitp-//corsiumsuite.net/WebAPV/royalems

Login Success Available APIs

/AcCounvAPIRefreshToken /AccountAPILogout

Organizations

/Api/Organizations

[Copyright © 2019 Philips. Al ights reserved. Version 100

5.4.2 Organizations

Displays a list of organizations assigned to this ePCR user. There will always be one organization in the
response.

| InteliSpace Corsium TestRefere: X =

<« C Y ® localhostB080/ManualTest/Organizations 2+ 2 :

IntelliSpace Corsium - Test Reference R c*

/ URL: hitps/fcorsium info/WebAPImackathion2021
Manual

Organizations Available APls
=4 /ApiiOrganizations IAccount/APiRefreshToken JAccounAPLogout
ErrorCode: o
IsSuccessful
Datatype: s N
S Historic incidents
-1 From: To:
OrganizationId: " 2 C31-97D1-37ACE4954COR"
Neimic i "Bk uth: 2021-12-06T15:49:00 B 2021-12-07T14:49:00 )
1 Tempus serial no: Use incident startime ; Search text:
CREC: "§395" . .
IApiiClinical/incidents7organizationld=F55C4C22-F31A-4C31-97D1-37ACG4954C0A

Live incidents

Tempus serial no:

/ApliClinicaliL iveincidents?organizationid= F55C4C22-F31A-4C31-97D1-37A

Copyright © 2020-2021 Philips. All rights reserved. Version 4.1.4.0]

»

5.4.3 Incidents

This screen shows list of historical incidents available for the organization.

Users need to specify From and To date to get incident data within specified period for historic incidents
(from the Organizations page). Time period specified cannot be longer than 24 hours. Optionally, incidents
can be searched by the Tempus serial number, in which case the maximum dare range is 6 months.

Optionally, the incident list can be returned based on the Incident Start time, not by the Incident Update
Time.
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Each historic incident has the following APls available:
e Patient Details
e Trended Vitals
e Events
e PDF report

| InteliSpace Corsium Test Referer X 4=
<« C 0 @ localhost:B080//ManualTest/Incidents?organizationld=96683E60-4749-420C-A2DA-D3FCA16E82ADTrom Date=2021-12-06T15:51:008t0 Date=2021-12-07T14:51:00 B & » o 3

Welcome SDK user
URL: hitps /www corsium infofWebAPI/sdk

IntelliSpace Corsium - Test Reference

Incidents Available APIs

n Back IAPIOrganizations /AccounvAPILogout
ErrorCode: null
IsSuccessful:

g o Incident; SD0AF21F-4341-4EF8-  Patient ID:
y?e- Sandbo: B2C8-D72203FDCD20
-Data:
-1 Patient Details Api

linical/incidents!. 341-4EF8-B2C9-

3FDCD20/Patientl

IncidentId:

/Clinical/inciden

TempusSerialNumber: IApi
D72203FDCD20/TrendedVitals

Trended Vitals: F-4341-4EF8-B2CY-
SendOrganizationName:
StartTime: "2021-
IncidentUpdateTime: 00:43"

PatientId: ""

Events Event Type:
IApiClinicaliincidents
ICD20/Event

21F-4341-4EF8-B2C9-

DemoData: t

PDF. IApUClinicalincidents/SDOAF21F-434

IncidentId: "&3a0: Incident: 63A0D274-CS0E-4ACB- Patient ID:

TempusserialMumber: A241-C5368213E809
Semdorganizationieme: Patient Details nical/incidents/63A0D274-CI0E-4ACE-AZ41-
StartTime: "2021-

13E909/Pat

IncidentUpdateTime
PatientId: ""
DemcData: ©

Trended Vitals: nical/incident

213E909/ TrendedVi

~S0E-4ACE-A241

Events Event Type:
=} ApiClinical/incidents/63A0

TrneidantTd- "FEGIANIF-AFAT_422F-0N?-0R4GRIABTAEI"™

90E-4ACB-A241-C53

5.4.4 Live Incidents

This screen shows list of currently live incidents available for the organization. All currently Live incidents are
returned in the response.

Each Live incident has the following APls available:
e Patient Details
e Live Trended Vitals (“To” time is required)

e Live Events (“To” time is required)

11 InteliSpace Corsium Test Refere- X =+

< cO o6 st/Li 2 573426ec40a89 551 % ® @
-‘m&u » 0 ) Welcome vz@royalems.com
IntelliSpace Corsium - Test Reference E*

Manual Unt: hitp:/icorsiumsuite netWebAPl/royalems

Live Incidents Available APIs

Back /API/Organizations [Account/APILogout

L 2019-08-27T11:40:48

Incident: F538CD1A-F331-4800-A627-283607385B04  Patient ID:

Patient Details: 1Apil F538CD1AF: etails

IncidentId: "FS:

TempusSerialNunber: Live Trended Vitals: IAPIC! 538CD1A-F331-4 B

SendorganizationName:
startTime: "2018-0
PatientDetailsUpdateTin
PatientIn: "

Live Events: IAPI(Clinicall 538CD1A-F331-4: 385B04/LiveEvents

08-27T11:35:01"

DemoData: false

[Copyright © 2019 Philips. All rights reserved. Version 1.0.0

5.4.5 Patient Details

This screen displays patient details for an incident (both historic or live):
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11 InteliSpace Corsium Test Refere- X =+

<« C 00 @ localh

8080/ManualTest/GetPatientZincidentld=FS38CD1A-F331-4800-A627-2 % ®

EX Intellispace Corsium - Test Reference e .
e P Unt: hitp:/icorsiumsuite netWebAPI/royalems C»
Patient Details Available APls

1 Back /API/Organizations IAccount/APILogout

PatientDetailsUpdate

(Copyright © 2019 Philips. All rights reserved Version 100

B

5.4.6 Trended Vitals

This screen displays complete list of trended vitals available for an incident:

1) IntelliSpace Corsium Test Referer X | 4

< c O 0 8 469767A3-FAOF-4TAD-ACIA-ESBTBAIDTTFC * @ @
IntelliSpace Corsium - Test Reference Welcome vz@royalems.com C * =
Manual Uri: hitp:/icorsiumsuite net/WebAPl/royalems
Trended Vitals Available APls
1 Back /API/Organizations JAccount/APILogout
cRe: "255¢"

Errorcode:

(Copyright © 2019 Philips. All ights reserved. Version 1.0.0

»

5.4.7 Live Trended Vitals

This screen displays 2 minutes of trended vitals available for a live incident. The “To” time must be specified
in the Live Incidents screen. In the Test reference application by default the “To” time is populated with the
current time. Live Trended vitals up to 2 minutes before the specified "To” time are fetched and displayed.
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| InteliSpace Corsium Test Refere: X 4

c O 0

Test Reference

DB8ISD-2355-46DF-82C7-EBCES DESBF398toDat:

2015-08-28T13:48:38

Welcome vz@royalems.com
Uri: hitp /icorsiumsuite neWebAPI/foyalems

Live Trended Vitals

DatahequisitionTimeUto!

IncidentId: "8

DESEF39"
- vitals: [

IncidentId:

DESEF39"

Copyright © 2019 Philips. Al rights reserved.

5.4.8 Events

Available APIs

Back /API/Organizations

/Account/APILogout

Version 1.0.0
B

This screen displays complete list of events (SRoC) available for a historic incident. If there are events with
associated file data, then relevant APIs will be displayed in the right pane:

| InteliSpace Corsium Test Refere- X 4

IntelliSpace Corsium - Test Reference
Manual

Events

Errorcode:

IsSuccesst

DataType: "
- pata: |
IncidentId: "EBSSCE2C-0EOS-4BSE-RACZ-EFE0G400EA0D"
- EventsInfo: |
-1
EventId: "

02

EventDataStatus: "Ready”
EventStatus: "New"

- vitals: [
=i

[Copyright @ 2019 Philips. Al rights reserved. Version 1.0.0
‘ 3

< c 0O 0 ntid=EBSSCB2C-9E9S

Bé8-caFE2ECEIE2L"

Available APIs

Back IAPI/Organizations

Welcome vz@royalems.com
URL: https:/icorsium netWebAPl/royalems *

/AccountAPILogout

Event Data

Image | /ApI/C 5CB2C-9E95-4B8B-AAC2-

1E580-E841-F7EF-7868-C8FB28CE 1824

Image  /Api[C] 52C-9E95-4BEB-AAC2

CD3A47D2D398
Image | /ApiClinicallincidents/EB55CB2C-9E95-4B8B-AACE.
Snapshot /ApilClinicallincidents/EB55CB2C-9E95-4B8B-AAC2

X 0D SECEAA-9176-02D0-E3E0-

. EF606490EAOD/Events/image/FDBBIE2D-53A4-8D85-3E2D-FECABSE0BSF1
- EF606490EAD/Events/Snapshot8F0945C9-1A7D-3940-9D9F-

1862CD3D6FA
Twelve
leag  JPEG /ApiC B2C-9E95-48 2- /Events/Twelvel ead/D1EAB3CD-4DBO-FBI0-543A-
BC73A6DS5ADE
aECG  /ApiC B2C-9E95-48 2- /Events/Twelvel ead/D1EAB3CD-4DBO-FBI0-543A-
BC73ABDS5ADE?Format=aECG
DICOM /ApilC B2C-9E95-48 2- /Events/Twelvel ead/D1EAB3CD-4DBO-FBI0-543A-

BC73A6D55ADE?Format=DICOM

Snapshot /Api/Clinicallincidents/EB55CB2C-9E95-4B8B-AAC2

- EF606490EA0D/Events/SnapshotiA3F796A8-7F 75-9DF1-C169-

EE3508D90048
Twelve
leag  JPEG /ApicC B2C-9E95-48 2- /Events/TwelveL ead/B3D52665-607F-18C4-79E4-
DOA9ESE1A7AT
aECG  /ApiC B2C-9E95-48 2- /Events/TwelveL ead/B3D52665-607F-18C4-79E4-
DOA9ESE1A74T?Format=aECG
DICOM /ApilC B2C-9E95-48 2- /Events/TwelveL ead/B3D52665-607F-18C4-79E4-

DOAIESE1AT477Farmat=DICOM

»

5.4.9 Live Events

This screen displays events recorded within 2 minutes of the “To” time. “To” time must be specified in the
Live Incidents screen. In the Test reference application by default the “To” time is populated with the current
time. SROC events captured up to 2 minutes before the specified "To” time are fetched and displayed.
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| InteliSpace Corsium Test Refere: X 4

<« C 0t @ localhost8080//ManualTest/GetLiveEvents?incidentid=80D8895D-2355-46DF-82C7-EBCESDESBF39&toDate=2019-08-28T13:49:37

IntelliSpace Corsium - Test Reference

Welcome vz@royalems.com
Manual

uri: hitp

rsiumsuite neyWebAProyalems

Live Events Available APIs

Back /API/Organizations /Account/APILogout

Event Data

HasWaveforn:

Copyright © 2019 Philips. Al rights reserved.

5.4.10 PDF
This screen allows to download the incident PDF. Pressing on the PDF icon will trigger download.

11 InteliSpace Corsium Test Refere: X | = -0
&« C  © locathostso: DF EDF3B-2C0C-4A97-B1C2-AAAEFB4EFAT3 % ® |2

IntelliSpace Corsium - Test Reference
Man

Welcome vz@royalems.com
Urt: hitp:/icorsiumsuite net\WebAPl/royailems

PDF Report Available APIs

Errorcode:

Back /APYOrganizations /Account/APILogout

Issuccessful

DataType: "Re

Incident PDF report

- Data: {

IncidentId

Name:

Data: "JUBER: ORINOYXRLICEDQSAUL] UxdzcgPI 4NCORZI!
. PDF Download

(Copyright © 2019 Philips. All rights reserved Version 1.0.0

5.4.11 Images

This screen allows view the captured image in the right pane.
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| InteliSpace Corsium Test Refere- X 4

& cO 0 =EB55CB2C-9E95-4BBB-AAC2-EFGO6490EAND! 3811E580-E841-F7EF-7B68-CBFB2BCE1B24 * © 8 :

Welcome vz@royalems.com C
URL: https:/icorsium nel/WebAPl/royalems *

IntelliSpace Corsium - Test Reference
Manual

Image Available APIs

t Back IAP/Organizations JAccount/APILogout
Eerorcodat mull
Tesuccessful
Datatype: "sandbox” Image

JPEG Download

Preview

LS

Copyright © 2019 Philips. Allrights reserved. Version 1.0.0

‘ 5

5.4.12 Snapshots

This screen allows to download Snapshot in JPEG format. Pressing on the JPEG icon will trigger download.
The preview of the image is also available.

1 InteliSpace Corsium Test Referer X | 4 = a
«csCc0 0 1910C-40BD-411D-ACE2- 1EDB 174374748 Eventid=ASARS3S 1-ST7E-A4FA-DB22-DT6DBCAIAID] * © @ :
] s > Wel hilips. m
' IntelliSpace Corsium - Test Reference S [*
D URL: hitps /lcorsiumsuie. IG/WeDAPphilps
anual
Snapshot Available APIs
1 Back IAPI/Organizations IAccoun/APILogout
Errorcode: null
Issuccel:f:l: i3 a SnapShOt
DataType: "Real
- pata: ¢

i

EventId:

JPEG Download

Preview

Summary Record of Care Patient: Not Set

Waveforms - Arrhythmia 14 Jan 2020
: I: —mm QT : 100% PI: 2.9%

Y Y P Y Y I R

L |
S i

AN

] \ ] | J
! ¥ IRV IBNIRVAN
v T ] i \/I \JI \ ]
Tun
Jiskais
ECGII
HmnMMMWMM«A_»M, 1l
- iU i | S 0 0 A i
1 1 1 1 1 1 bl
L 1 \‘L 1NN T R T A IR ORE ﬁ "l‘ L L I f ]
ah I 1 ! ! ! ‘ 1 )

5.413 ECGs
This screen allows to download ECG file in the requested format. Pressing on the icon will trigger download.
ECG in JPEG format:
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| InteliSpace Corsium Test Refere: X 4

<« c 0 0 = 3-44TF-AB29-4EA3AAF23C2 1F1-92A3-64FA-BF08-CDDG4CEFECS0 * @16

IntelliSpace Corsium - Test Reference Welcome vz@philips.com [: »

< URL: hitps //corsiumsuite i/ WebAPI/philips

Manual

Twelve Lead Available APIs

t Back /APU/Organizations IAccount/APILogout
ErrorCode:

Twelve Lead

JPEG Download

Preview
‘ » Philips: VZ unit Summary Record of Care Patient: Not Set
Recorded ECG 14 Jan 2020 10::

Fiars:Diagrosse(0.05 - 150 ) 60z

Tempus Pro Details T Summary Interpretation |
oszane T 0o |- AbnomalECe
Deveetame  VZunt et tszme
Qramnesion:  Philks oRsDurston  Boms -
" »
12 Intelipace Corsiom TestReferer X | -2
&« 4] 0 @ localhost:80: 2Inci EDF3B-2C0C-4A97-B1C2-AAAEFB4EFA13&Eventld =A9CE4AF4-7F46-E2EA-DB38-CD1EA1AI82107Format=aECG % @ e

IntelliSpace Corsium - Test Reference PRI C‘

Dt Urt: hitp://corsiumsuite net\WebAPlroyalems

12 Lead ECGs Available APls

i Back FAPI/Organizations /ACcounVAPILogout
Errorcode:

Issuccessful

12-Lead ECG

DataType: "Real!
- Data: {
EventId: "AOCE4RF4-7F46-E2EA-DE3E-CD.

7EDE3B-2C0C-4R97-BL

AnAEFSs

IncidentId:

4wl LTgiPzd e SEIHAC

"7 x
Ta/ ye2lviay aECG Download

(Copyright © 2019 Philips. All rights reserved. Version 1.0.0

ECG in DICOM format:
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5.5 Automated Testing

17 InteliSpace Corsium Test Refere: X | =

&« C (} O localhost8080/ManualTest/GetECGIncidentid=497EDF38-2C0C-4A97-B1C2-AAAEFBAEFA13& Evenitld =A9CE4AFA-7FA6-E2EA-DB38-CD1EA1A982107Format=DICOM * @

- - Welcor 4
IntelliSpace Corsium - Test Reference Jelcome vz@royalems.com [:
url: hitp://corsiumsuite net/WebAPl/royalems

12 Lead ECGs Available APIs
s Back #API/Organizations IAccount/APILogout
ErrorCode: null
Issuccessf\jl = 12'Lead ECG
- Data: [ - - ;‘
EventId: "AO / (

IncidentId: )

TwelveLeadD:

DICOM Download

Format: "

(Copyright © 2019 Philips. All rights reserved Version 1.0.0

5.5 Automated Testing

Following sections provide details of the automated testing available in Test Reference application which
can be used as a reference for API calls and the responses. The sample screens are for demonstration
purposes only and do not contain real data.

5.5.1 Automated Testing home page

Clicking “Start” button for automated testing validates user credentials and if authentication is successful,
user is redirected to test reference dashboard where JSON response from the APl is shown on the left side
of the screen and further available tests on the right.

o X
| IntelliSpace Corsium Test Referer X 4

<« C Y @ localhost8080/AutomatedTest/StartSession * © 6

IntelliSpace Corsium - Test Reference i Q [:*

Automated URL: hiips-//corsiumsuite.info/WebAPl/sdk

Automated Test : victoria

Login Success Run tests

t starttime

ErrorCode: null

IsSuccessful: trus 2020-02-11T10:55:00 =
DataType: "Sandbox"

= Data: [ Tempus serial no.: Use incident start time :
RAccess_token: "eyJhbEci0igIUzIlNiIsInR5cCISIkpKVCIS.eydBRVNLEXkKiOLJCVkwrRENg
OTrue O False

Siart Historic Test

Token_type: "

Expires_in:
Refresh_token
Algorithm: "RES 256 CEC"
K: "mVL+DsjXJUZD/fxNiAn8cXVwl+fctZpbréBRoWQ3I¥ck="
V: "/jGdTLFQFPIE

Starl Live Test

VersionWebAPT

VersionCorsium:

CRC: "a5za"

Copyright © 2019 Philips. All ights reserved.
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Chapter 5 Test Reference

5.5.2 API request and response console

11 IntelliSpace Corsium Test Referer X | E =

€ c O 0 /4 i te=2020-02-12T00:00:00 * © 6 :
IntelliSpace Corsium - Test Reference Welcome SDK user o C * =

Automated URL: hitps:/icorsiumsuite info/WebAP/sdk

Stop Historic Test ric Test Automated Test Home

Automated historic test

Session:12 Feb 2020 22:46:26 Back Request time: 12 Feb 2020 16:05:00

# Request time APIrequests - Request time API request API response

12 Feb 2020 16:05:00 2020-02-12 22:47:02

organizationld=966B3E60-4749-420C-A2DA-
D3FCA416E82AD&fromDate=: 12T16:05:008t0Date=:
12 Feb 2020 15:55:00 12T16:10:00

12 Feb 2020 16:00:00

12 Feb 2020 15:50:00

12 Feb 2020 15:40:00
12 Feb 2020 15:35:00

1
2

3

4

5 12 Feb 2020 15:45:00
6

7

8 12 Feb 2020 15:30:00
9

12 Feb 2020 15:25:00
10 12Feb 2020 15:20:00 Demobata: true
11 12Feb2020 151500 }
12 12Feb2020 15:10:00 —_—_—nT

Account: victoria Show/Hide console

202002-

2122:47:03,055 AP Request: Trends, incident : 82757C2F-470C-4353-8859-B53E06AI6ETD

L API Response: {'EmorCode"nul,"IsSuccessTur*true, "DataType" "Sandbox","Data"{'Incidentid""82757C2F-470C-4353-8859-B53E56A96E7D" "Eventsinfo" [[}"CRC""546d"}

12722:47:03.05
Lol API Request. Events, incident: 82757C2F-470C-4353-8859-B53E56A96E 7D
127224702719 A :
API Response: {"ErrorCode” nullIsSuccessfur*rue,"DataType” “Sandbox’ ‘Data" {'Incidentid":“62757C2F 470C-4353-8 D" "Patientid” " FirstName' *LastName" " gured
2020-02- #3","PatientAge" ™ "PatientGender"Unknown" "Weight"-™"WeightUnits""kg","Height":""HeightUnits"in’ 999001 Unit#1_Sim1D :m "Allergies {PName”:™ "Code”:™] “StartTime":"2020-02-

Once the automated test started, the user console is displayed. On the left side the list of all sessions run.
The session in progress displayed with moving symbol:

Account:victoria Clear data

= Session time Requests i
1 12 Feb 2020 22:46:26 =
2 12 Feb 2020 22:29:10

Pressing on the “View requests” option displayed API calls made within that session. Pressing on the “Clear
data” buttons stops the automated test (if in progress), and clears all session logs.

5.5.3 Viewing requests

API calls for the session are grouped by data request periods:

Session: 13 Feb 2020 21:48:32

# Request period API requests

Y

13 Feb 2020 22:00:00 - 22:05:00
13 Feb 2020 21:55:00 - 22:00:00
13 Feb 2020 21:50:00 - 21:55:00

B W M

13 Feb 2020 21:45:00 - 21:50:00
13 Feb 2020 21:40:00 - 21:45:00
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5.5 Automated Testing

Selecting “API requests” option displays full list of API calls made within that period:

Request time: 13 Feb 2020 16:30:00

APl response

Request time APl request
2020-02-13 21:53:15 https:/fcorsiumsuite.info/\WebAP!/sdk/Api/Clinical/incidents? —
organizationld=966B3E60-4749-420C-A2DA- ErrorCode: null
D3FCA416E82ADAOMDate=2020-02-13T16:30:00&toDate=2020-02- TsSuccessfu
13T16:35.00 DataType: "

-Data:

IncidentId: "467853
TempusSerialNumber:

SendOrganizationN

StartTime: "2020-02

IncidentUpdateTime:

PatientId: "&

DemcData: tzus

ARCS37-RAEN-4FRA-RCA4-NNARORANA420"

TneidentTd: "2R2

The user can see time the response was made, the exact API request and the API response.

Note that the file data string is truncated for the display purposes.

5.5.4 Historic Data Pull

Historic data pull is configured to pull the data at 5 minute intervals starting from the configured date/time.
Once the historic data is caught up, the incident list is pulled every 5 minutes. If new incident data is
available, then all incident data is fetched.

Historic data pull can be optionally filtered by the Tempus number, or the incidents can be returned by the
Start date.

5.5.5 Live Data Pull

Live data pull is configured to pull the data at 5 minute intervals. Once the new incident is connected, the
data is caught up using the historic APIs for Events and Vitals, then live event and vitals data is pulled every
2 minutes. The update time for Patient details is checked regularly, and re-pulled, if update is detected.
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Chapter 6 Validation

6 Validation

The verification and validation of the data sharing is the responsibility of the 3 Party ePCR organisation
utilising the WebAPI. It is essential to ensure:

e The data supplied is integrated with the record for the correct patient.

e Data from a single incident must not be mixed with data for other patients.

e All data is received and maintained on secure systems appropriate to storage of medical data.

The ePCR integrator should use the Corsium WebAPI to pull the pre-configured patients detailed below from
the reference instance of Corsium and then verify that the expected data is received correctly by validating
their implementation using the data tables shown below. The integrator may ask RDT to review the

validation results.

6.1  Pre-configured Patient #1

Data Field
Report Type

Incident Start Time

Trended Vitals

Last name
First name
Sex

Age

ID

Weight
Height
Allergy

Time Offset

(relative to incident start)
3 mins

4 mins
5 mins
6 mins
7 mins
9 mins
10 mins

12 mins

12 mins

Details Validation

Standard
Current time — 70 minutes

All vitals are present and contain a range
of typical values.

Pre-configured #1
SRoC Male

Male

27 years

MIL 30 - 123456789
78 kg

70 inch

Bee Venom, Morphine, Cephalosporins

Event Validation Result

Photo 1

Photo 2

GCS 62,22
Hextend 100ml
Oxygen
Laryngoscope Image
Medic Craig, Davis

Patient has a shoulder and chest injuries.
Burns to right leg are second degree.

Injury map:
Open wound: R Mid torso, L Mid torso
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6.2 Pre-configured Patient #2

14 mins

21 mins
30 mins
31 mins
32 mins
40 mins
43 mins

55 mins

Crush: RUE Upper arm, R Shoulder,
Posterior RUE Upper arm, Posterior R
Shoulder

Burn:

2na degree: RLE Foot, R Hip, RLE Knee,
RLE Thigh, RLE Lower Leg, Posterior
RLE Foot, R Buttock, Posterior RLE
Knee, Posterior RLE Thigh, Posterior RLE
Lower Leg

Burn area: 23%

Waveform Snapshot
12 lead ECG
Extreme Tachy
Amiodarone
GCS:11 3,44

12 lead ECG
Morphine

6.2 Pre-configured Patient #2

Data Field
Incident Start Time

Trended Vitals

Report Type
Last name
First name
Sex

Age

ID

Weight
Height
Allergy

Unit

Service
Evac
BattleRoster

Time Offset

(relative to incident start)
3 mins

4 mins

Details
Current time — 87 minutes

87 minutes of trended vitals. All vitals are
present and contain a range of typical
values.

TC3

Pre-configured#2

TC3 Female

Female

Adult
ABCDEFGHIJKLMNOPQRSTUVWXY
172 Ibs

70 inch

NKDA
ABCDEFGHIJKLMNOPQRSTUVWXY
01234567890123456789ABCDE
Urgent

TPVWXY

Event

Photo 1
Photo 2

Validation

Validation Result
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Time Offset

(relative to incident start)
5 mins

6 mins
7 mins
9 mins
10 mins

11 mins

17 mins

18 mins

18 mins
18 mins
18 mins
19 mins
19 mins
19 mins

19 mins

25 mins
31 mins
31 mins
32 mins
48 mins
48 mins
66 mins
67 mins
67 mins
75 mins

76 mins

Event Validation Result

AVPU | Pain P, 8
Hextend 100ml
Oxygen
Laryngoscope
Medic Craig, Davis

Patient has a shoulder and chest injuries.
Burns to right leg are second degree.

AVPUP, 7

Injury map:

Artillery: RUE Upper arm, R Mid torso, R
Shoulder, Posterior RUE Upper arm,
Posterior R Shoulder

Burn: RLE Foot, RLE Knee, RLE Lower
Leg, Posterior RLE Foot, R Buttock,
Posterior RLE Knee, Posterior RLE Lower
Leg

TQ: RL

Airway intact
Chest seal

Splint

Pressure Dressing
Right eye-shield

Burns map:
2nadegree: RLE Foot, RLE Knee, RLE

Lower Leg, Posterior RLE Foot, R
Buttock, Posterior RLE Knee, Posterior
RLE Lower Leg

Burn area: 15%

Snapshot

12 lead ECG
Extreme Tachy
Amiodarone

12 lead ECG
AVPU | PainV, 7
AVPU | Pain A, 7
GCS:134,4,5
Morphine

Pain: 9

AVPU: P

IntelliSpace Corsium WebAPI Integration Guide - 42-4004EN-02 — Page 74



6.3 Pre-configured Patient #3

6.3 Pre-configured Patient #3

Data Field

Incident Start Time

Trended Vitals

Report type
Last name
First name
Sex

Age

ID

Weight
Height
Allergy

Events

Vital
HR

ST1

ST2

QT

NIBP (Sys)
NIBP (Dia)
NIBP (Mean)
Resp
ETCO2
Sp0O2

PI

PVI
SpOC
SpHb
SpMet
SpCO
T

T2

Arterial + Unlabelled
IBP (Sys)

Unit
bpm

mm
mm
ms
mmHg
mmHg
mmHg
rpm
mmHg

%

%

%
mi/di
g/dl
%

%

mmHg

Details Validation
Current time — 1000 minutes

1000 minutes of trended vitals

All vitals are present.

Vitals will start at the minimum value then
increase every by the step value until the
Maximum value is reached.

When the maximum is reached the value
will then be decremented by the One
Minute Step value until the minimum
value is reached.

Standard
Pre-configured#3
TrendedVitals
Unknown
Neonate

Not set

Not set

Not set

Not set

There are no events

Min Max Step Alarm Min
0 300 1 50
-10.0 +10.0 1 -1.0
-10.0 +11.0 3 -10.0
100 600 2 OFF
40 240 1 90
20 200 1 50
26 220 1 60

1 149 1 5

0 150 1 25

0 100 1 90

0 is “out of range”

0 10.0 0.1 OFF
0 100 1 OFF
0 35 1 OFF
1 25 1 7.0

0.1 100.1 1 OFF
1 98 1 OFF
20 45 1 35.0
20 45 1 35.0
-99 310 1 90

Alarm Max
120

+1.0
+11.0
OFF
160
90
110
50

60
100

OFF
OFF
OFF
17.0
3.0
10
37.8
37.8

160
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Vital Unit
IBP (Mean) mmHg
IBP (Dia) mmHg
Venous

IBP (Sys) mmHg
IBP (Mean) mmHg
IBP (Dia) mmHg
PAP

IBP (Sys) mmHg
IBP (Mean) mmHg
IBP (Dia) mmHg
ICP

IBP (Sys) mmHg
IBP (Mean) mmHg
IBP (Dia) mmHg

6.4 Pre-configured Patient #4

Data Field
Incident Start Time

Trended Vitals

Patient type
Last name
First name
Sex

Age

ID

Weight
Height
Allergy

Time Offset

(relative to incident start)
5 mins

Min Max Step Alarm Min
-19 290 3 50 90
-59 301 2 60 110
-99 310 1 6 14
-19 290 3 -4 6
-59 301 2 0 10
-21 289 4 OFF OFF
-22 290 4 0 16
-59 301 2 OFF 300
-99 310 1 OFF OFF
-22 293 5 0 10
-20 291 5 OFF OFF
Details Validation

Current time — 30 minutes

30 minutes of trended vitals
All vitals are blank apart from HR.

Standard
Pre-configured #4
FullBodyMaps
Other

Paediatric

Not set

35 kg

130 cm

Other: Pollen

Event Validation Result
Injury map:

Injury 1: Head, RUE Hand, Posterior LUE
Upper arm, Posterior LLE Foot, Posterior
LLE Thigh

Injury 2: R Hip, Posterior Head, Posterior
L Mid torso, Posterior RLE Foot, Posterior
RLE Thigh

Injury 3: Groin, RLE Knee, R Shoulder,
Posterior R Mid torso

Injury 4: Upper torso, L Hip, LLE Knee,
Posterior RUE Upper arm

Injury 5: RUE Forearm, LUE Hand, L
Shoulder, Posterior LLE Knee
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6.4 Pre-configured Patient #4

Time Offset

(relative to incident start)

Event Validation Result

Injury 6: R Lower torso, Posterior LUE
Hand, Posterior L Shoulder, Posterior
RLE Knee

Injury 7: RLE Lower Leg, L Lower torso,
Posterior Upper torso, L Buttock

Injury 8: LUE Forearm, LLE Lower Leg,
Groin, Posterior R Shoulder

Injury 9: RUE Upper arm, Posterior LUE
Forearm, Posterior LLE Lower Leg, R
Buttock

Injury 10: R Mid torso, Posterior L Lower
torso, Posterior RUE Hand, Posterior RLE
Lower Leg

Injury 11: RLE Foot, RLE Thigh, L Mid
torso, Posterior R Lower torso

Injury 12: LUE Upper arm, LLE Foot, LLE
Thigh, Posterior RUE Forearm

10 mins R Arm:
R Shoulder: Junctional
RUE Upper arm, RUE Forearm, RUE
Hand: Extremity
L Arm:
L Shoulder: Junctional
LUE Upper arm, LUE Forearm, LUE
Hand: Extremity
R Leg:
R Hip: Junctional
RLE Thigh, RLE Knee, RLE Lower Leg,
RLE Foot: Extremity
L Leg:
L Hip: Junctional
LLE Thigh, LLE Knee, LLE Lower Leg,
LLE Foot: Extremity

15 mins Burns map:
1st degree: Head, Upper torso, R Mid
torso, RUE Hand, RLE Knee, LLE Foot, L
Hip, LLE Thigh, L Lower torso, Posterior
Upper torso, Posterior LUE Upper arm,
Posterior LUE Hand, Posterior LLE Lower
Leg, Posterior L Lower torso, Posterior
RUE Upper arm, R Buttock, Posterior
RLE Knee
2nd degree: RUE Forearm, R Hip, RLE
Lower Leg, LUE Forearm, L Mid torso,
LUE Hand, LLE Knee, L Shoulder,
Posterior Head, Posterior L Mid torso,
Posterior LLE Foot, L Buttock, Posterior
LLE Thigh, Posterior RUE Hand,
Posterior RLE Lower Leg, Posterior R
Shoulder, Posterior R Lower torso
3rd degree: Groin, RUE Upper arm, RLE
Foot, RLE Thigh, R Shoulder, R Lower
torso, LUE Upper arm, LLE Lower Leg,
Groin, Posterior LUE Forearm, Posterior
LLE Knee, Posterior L Shoulder, Posterior
RUE Forearm, Posterior R Mid torso,
Posterior RLE Foot, Posterior RLE Thigh
Burn area: 25%
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Time Offset

(relative to incident start)
20 mins

Event

Dressing map:
Dressing 1: RUE Upper arm, Posterior

LUE Forearm, Posterior LLE Lower Leg,
R Buttock

Dressing 2: R Mid torso, Posterior L
Lower torso, Posterior RUE Hand,
Posterior RLE Lower Leg

Dressing 3: RLE Foot, RLE Thigh, L Mid
torso, Posterior R Lower torso

Dressing 4: LUE Upper arm, LLE Foot,
LLE Thigh, Posterior RUE Forearm
Dressing 5: Head, RUE Hand, Posterior
LUE Upper arm, Posterior LLE Foot,
Posterior LLE Thigh

Dressing 6: R Hip, Posterior Head,
Posterior L Mid torso, Posterior RLE Foot,
Posterior RLE Thigh

Dressing 7: Groin, RLE Knee, R
Shoulder, Posterior R Mid torso
Dressing 8: Upper torso, L Hip, LLE
Knee, Posterior RUE Upper arm
Dressing 9: RUE Forearm, LUE Hand, L
Shoulder, Posterior LLE Knee

Dressing 10: R Lower torso, Posterior
LUE Hand, Posterior L Shoulder,
Posterior RLE Knee

Dressing 11: RLE Lower Leg, L Lower
torso, Posterior Upper torso, L Buttock
Dressing 12: LUE Forearm, LLE Lower
Leg, Groin, Posterior R Shoulder

6.5 Pre-configured Patient #5

Data Field
Incident Start Time

Trended Vitals

Report type
Last name
First name
Sex

Age

ID

Weight
Height

Details
Current time — 90 minutes

90 minutes of trended vitals

ST1, ST2 change the lead to cover all
leads. RESP changes between CAPNO
and ECG. HR (PULSE) changes between
ECG and PULSE.

IBP change channels, include not set.
Where available, include “Out of Range”
values. Includes “No breathes” for RESP.

Standard
Pre-configured #5
UnusualValues
Male

35 years
12345678

100 kg

182 cm

Validation Result

Validation
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6.6 Pre-configured Patient #6

Data Field
Allergy

Time Offset

(relative to incident start)
3 mins

4 mins
5 mins
6 mins
7 mins
9 mins
10 mins

12 mins

12 mins

14 mins

21 mins
30 mins
31 mins
32 mins
40 mins
43 mins

55 mins

Details
NKDA

Event

Photo 1

Photo 2

GCS 62,22
Hextend 100ml
Oxygen
Laryngoscope Image
Medic Craig, Davis

Patient has a shoulder and chest injuries.
Burns to right leg are second degree.

Injury map:
Open wound: R Mid torso, L Mid torso

Crush: RUE Upper arm, R Shoulder,
Posterior RUE Upper arm, Posterior R
Shoulder

Burn Map:
2na degree: RLE Foot, R Hip, RLE Knee,

RLE Thigh, RLE Lower Leg, Posterior
RLE Foot, R Buttock, Posterior RLE
Knee, Posterior RLE Thigh, Posterior RLE
Lower Leg

Burn area: 23%

Snapshot

12 lead ECG
Extreme Tachy
Amiodarone
GCS:11 3,44
12 lead ECG
Morphine

6.6 Pre-configured Patient #6

Data Field
Incident Start Time

Trended Vitals

Report type

Last name

Details
Current time — 90 minutes

90 minutes of trended vitals. All vitals are
present and contain a range of typical
values.

TC3
Pre-configured #6

Validation

Validation Result

Validation
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Data Field
First name

Sex

Age

ID

Weight
Height
Allergy

Unit

Service
EVAC
BattleRoster

Notes

Time Offset

(relative to incident start)
3 mins

4 mins
5 mins
6 mins
7 mins
9 mins
10 mins

11 mins

17 mins

18 mins

18 mins
18 mins
18 mins
19 mins
19 mins
19 mins

19 mins

Details
TC3Full

Unknown

Adult

ABCD1234

172 Ibs

70 inch

NKDA, Latex, Insulin, Sulfa, Penicillin
UVWXY

789ABC

Priority

TP1234

Add event notes to all events as well.

Event

Photo 1

Photo 2

AVPU | Pain P, 8
Hextend 100ml
Oxygen
Laryngoscope
Medic Craig, Davis

Patient has a shoulder and chest injuries.
Burns to right leg are second degree.

AVPUP, 7

Injury map:
Artillery: RUE Upper arm, R Mid torso, R

Shoulder, Posterior RUE Upper arm,
Posterior R Shoulder

Burn: RLE Foot,RLE Knee,RLE Lower
Leg,Posterior RLE Foot,R
Buttock,Posterior RLE Knee,Posterior
RLE Lower Leg

TQ: RL

Airway intact
Chest seal

Splint

Pressure Dressing
Right eye-shield

Burns map:
2nadegree: RLE Foot, RLE Knee, RLE

Lower Leg, Posterior RLE Foot, R

Validation

Validation Result
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6.7 Pre-configured Patient #7

Time Offset

(relative to incident start)

Event Validation Result

Buttock, Posterior RLE Knee, Posterior
RLE Lower Leg
Burn area: 15%

25 mins Snapshot

31 mins 12 lead ECG

31 mins Extreme Tachy

32 mins Amiodarone

48 mins 12 lead ECG

48 mins AVPU | PainV, 7

66 mins AVPU | Pain A, 7

67 mins GCS:134,4,5

67 mins Morphine

76 mins Pain: 9

76 mins AVPU: P Note: Patient in pain
80 mins Airway Note: Intubation needed
81 mins Breathing Note: Oxygen given
83 mins Circulation Note: TQs applied
85 mins Dressing Note: Dressings on the burns
86 mins Other Note: Patient stable

90 mins TQ Truncal, Note: TQ applied
90 mins TC3 Note: Patient critical

6.7 Pre-configured Patient #7

Data Field Details Validation

Incident Start Time Current time — 22 minutes

Trended Vitals 22 minutes of trended vitals. Only HR
captured by LS present

Report type Standard

Last name Pre-configured#7

First name LS Events

Sex Female

Age Adult

ID ABCDEFGHIJKLMNOPQRSTUVWXY

Weight 172 Ibs

Height 70 inch

Allergy NKDA
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LS Offset
(+00:00:00)

(+00:00:05)
(+00:00:15)
(+00:01:31)
(+00:02:39)
(+00:03:12)
(+00:03:17)
(+00:03:29)
(+00:04:33)
(+00:05:03)
(+00:05:09)
(+00:05:29)
(+00:06:58)
(+00:07:42)
(+00:07:56)
(+00:07:56)
(+00:10:25)
(+00:10:28)
(+00:11:40)
(+00:11:50)
(+00:11:53)
(+00:11:56)
(+00:11:56)
(+00:12:31)
(+00:13:25)
(+00:13:28)
(+00:14:53)
(+00:16:34)
(+00:16:35)
(+00:17:04)
(+00:18:49)
(+00:19:20)
(+00:19:30)
(+00:21:11)

Event Validation Result
Defib Incident Start: Serial # 7021.000172

Pads Detached

Pads Attached: Adult Pads
CPR Start

CPR End: 99/min, 91%

Pads Detached

Pads Attached: Adult Pads
CPR Start

CPR End: 100/min

Pads Detached

Pads Attached: Adult Pads
Shock #1: 200J (199J), 49Q
Shock #2: 200J (197J), 49Q, Sync
AED Mode

Security Discharge

No Shock Advised

Shock Advised: Shockable rhythm
Shock #3: 150J (149J), 49Q
Analysis Requested

Shock Advised: Shockable rhythm
Shock #4: 150J (149J), 49Q
Security Discharge

Manual Mode

Waveforms

Pacer mode

Pacing: Fix, 10mA, 60/min
Pacing: Demand, 10mA, 60/min
Pacing stopped

Manual Mode

Monitor Mode

Manual Mode

Pads Detached

Pads Attached: Paediatric Pads
Pads Detached
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7.2 Vitals details

7 Appendix

71 Response error messages

Response Code Error Message

001 Invalid credentials

002 Authorization key has expired

003 Request limit exceeded

004 Data access denied

005 Invalid API

006 Invalid API request parameters

007 Too many records found. Narrow your search time.
008 Internal error occurred

009 PHI removed from the incident

010 ePCR details changed

011 not used

012 PDF cannot be created for the live incident
013 API request parameter values are missing
014 Invalid API request date format

015 Invalid API date range

016 Invalid API request headers

017 Invalid API content parameters

018 Invalid API data encryption method

7.2 Vitals details

Vital sign Vital name Vital source Measurement Range
Heart Rate (ECG) HR ECG bpm 30 to 300
Pulse Rate (Pulse Oximetry) PULSE PULSE bpm 2510 239
Heart Rate (Tempus LS) HR TEMPUS LS bpm 16 to 300
Pulse Oximetry SpO2 SPO2 PULSE % 1to 100
Adult 40 to 260
Non-invasive Systolic Arterial SysNIBP NIBP mmHg Paediatric 40 to 230
Pressure
Neonate 40 to 130
Adult 20 to 200
Non-invasive Diastolic Arterial DiaNIBP NIBP mmHg Paediatric 20 to 160
Pressure

Neonate 20 to 100
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Vital sign

Non-invasive Mean Arterial
Pressure

Temperature
Respiration Rate (Capno)
Respiration Rate (Impedance)

End Tidal CO2

ST Elevation

QT

Carboxyhaemoglobin (SpCO)
Total Haemoglobin (SpHb)
Methaemoglobin (SpMet)
Oxygen Content (SpOC)

Pulse Oximetry Perfusion
Index

Pulse Oximetry Variability
Index

Bladder Systolic Invasive
Pressure

Bladder Diastolic Invasive
Pressure

Bladder Mean Invasive
Pressure

Intracranial Systolic Invasive
Pressure

Intracranial Diastolic Invasive
Pressure

Vital name

MeanNIBP

T1orT2
Resp
Resp
ETCO2

ST1or ST2

QT
SpCO
SpHb
SpMet
SpOC

PI

PVI

SysBDR

DiaBDR

MeanBDR

SysICP

DialCP

Vital source

NIBP

T1orT2
CAPNO
ECG
CAPNO
ECG-lead

Where lead is one of
the following:
LILIL,aVR,aVL,aVF,

V1,V2,V3,V4,V5
ECG

PULSE

PULSE

PULSE

PULSE

PULSE

PULSE

P1:BDR or
P2:BDR or
P3:BDR or
P4:BDR
P1:BDR or
P2:BDR or
P3:BDR or
P4:BDR
P1:BDR or
P2:BDR or
P3:BDR or
P4:BDR
P1:ICP or
P2:ICP or
P3:ICP or
P4:ICP
P1:ICP or
P2:ICP or
P3:ICP or
P4:1CP

Measurement

mmHg

C
rom
rom

mmHg

mm

ms
%
a/di
%
mi/di

%

%

mmHg

mmHg

mmHg

mmHg

mmHg

Range
Adult 26 to 220

Paediatric 26 to 183
Neonate 26 to 110
20to 45

1to 149

30 to 150

0to 150

+/-15

0 to 1000
01t099.9
0to 25

110 99.5

0to 35
1t0 20

Values less than 1.0
are provided with a
precision of two
decimal places

0 to 100

-99 to 310

-99 to 310

-99 to 310

-99 to 310

-99 to 310
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Vital sign

Intracranial Mean Invasive
Pressure

Central Venous Systolic
Invasive Pressure

Central Venous Diastolic
Invasive Pressure

Central Venous Mean Invasive

Pressure

Pulmonary Artery Systolic
Invasive Pressure

Pulmonary Artery Diastolic
Invasive Pressure

Pulmonary Artery Mean
Invasive Pressure

Umbilical Venous Systolic
Invasive Pressure

Umbilical Venous Diastolic
Invasive Pressure

Umbilical Venous Mean
Invasive Pressure

Vital name Vital source

MeanICP

SysCVP

DiaCVvP

MeanCVP

SysPAP

DiaPAP

MeanPAP

SysUVP

DiaUVP

MeanUVP

P1:ICP or
P2:ICP or
P3:ICP or
P4:ICP
P1:CVP or
P2:CVP or
P3:CVP or
P4:CVP
P1:CVP or
P2:CVP or
P3:CVP or
P4:CVP
P1:ICP or
P2:ICP or
P3:ICP or
P4:ICP
P1:PAP or
P2:PAP or
P3:PAP or
P4:PAP
P1:PAP or
P2:PAP or
P3:PAP or
P4:PAP
P1:PAP or
P2:PAP or
P3:PAP or
P4:PAP
P1:UVP or
P2:UVP or
P3:UVP or
P4:UvP
P1:UVP or
P2:UVP or
P3:UVP or
P4:UVP
P1:UVP or
P2:UVP or
P3:UVP or
P4:UVP

Measurement

mmHg

mmHg

mmHg

mmHg

mmHg

mmHg

mmHg

mmHg

mmHg

mmHg

Range

-99 to 310

-99 to 310

-99 to 310

-99 to 310

-99 to 310

-99 to 310

-99 to 310

-99 to 310

-99 to 310

-99 to 310
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Vital sign

Arterial Systolic Invasive
Pressure

Arterial Diastolic Invasive
Pressure

Arterial Mean Invasive
Pressure

Aortic Systolic Invasive
Pressure

Aortic Diastolic Invasive
Pressure

Aortic Mean Invasive Pressure

Abdominal Aortic Sys Invasive
Pressure

Abdominal Aortic Dia Invasive
Pressure

Abdominal Aortic Mean
Invasive Pressure

Brachial Aortic Systolic
Invasive Pressure

Vital name

SysART

DiaART

MeanART

SysAO

DiaAO

MeanAO

SysABP

DiaABP

MeanABP

SysBAP

Vital source
P1:ART or
P2:ART or
P3:ART or
P4:ART
P1:ART or
P2:ART or
P3:ART or
P4:ART
P1:ART or
P2:ART or
P3:ART or
P4:ART
P1:AO or
P2:A0 or
P3:AO or
P4:AO
P1:AO or
P2:A0 or
P3:AO or
P4:A0
P1:AO or
P2:A0 or
P3:AO or
P4:AO
P1:ABP or
P2:ABP or
P3:ABP or
P4:ABP
P1:ABP or
P2:ABP or
P3:ABP or
P4:ABP
P1:ABP or
P2:ABP or
P3:ABP or
P4:ABP
P1:BAP or
P2:BAP or
P3:BAP or
P4:BAP

Measurement

mmHg

mmHg

mmHg

mmHg

mmHg

mmHg

mmHg

mmHg

mmHg

mmHg

Range

-99 to 310

-99 to 310

-99 to 310

-99 to 310

-99 to 310

-99 to 310

-99 to 310

-99 to 310

-99 to 310

-99 to 310
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Vital sign

Brachial Aortic Diastolic
Invasive Pressure

Brachial Aortic Mean Invasive
Pressure

Femoral Artery Systolic
Invasive Pressure

Femoral Artery Diastolic
Pressure

Femoral Artery Mean Pressure

Labial Artery Systolic Invasive
Pressure

Labial Artery Diastolic Invasive
Pressure

Labial Artery Mean Invasive
Pressure

Radial Artery Systolic Invasive
Pressure

Radial Artery Diastolic
Invasive Pressure

Vital name Vital source

DiaBAP

MeanBAP

SysFAP

DiaFAP

MeanFAP

SysLAP

DiaLAP

MeanLAP

SysRAP

DiaRAP

P1:BAP or
P2:BAP or
P3:BAP or
P4:BAP

P1:BAP or
P2:BAP or
P3:BAP or
P4:BAP

P1:FAP or
P2:FAP or
P3:FAP or
P4:FAP

P1:FAP or
P2:FAP or
P3:FAP or
P4:FAP

P1:FAP or
P2:FAP or
P3:FAP or
P4:FAP

P1:LAP or
P2:LAP or
P3:LAP or
P4:LAP

P1:LAP or
P2:LAP or
P3:LAP or
P4:LAP

P1:LAP or
P2:LAP or
P3:LAP or
P4:LAP

P1:RAP or
P2:RAP or
P3:RAP or
P4:RAP

P1:RAP or
P2:RAP or
P3:RAP or
P4:RAP

Measurement

mmHg

mmHg

mmHg

mmHg

mmHg

mmHg

mmHg

mmHg

mmHg

mmHg

Range

-99 to 310

-99 to 310

-99 to 310

-99 to 310

-99 to 310

-99 to 310

-99 to 310

-99 to 310

-99 to 310

-99 to 310
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Vital sign Vital name Vital source Measurement Range
P1:RAP or
; ; P2:RAP or
Radial Artery Mean Invasive MeanRAP mmHg 99 to 310
Pressure P3:RAP or
P4:RAP
P1:UAP or
i ; P2:UAP or
IE)melllcal Artery Sys Invasive SysUAP mmHg 9910 310
ressure P3:UAP or
P4:UAP
P1:UAP or
. . . P2:UAP or
Umbll_lcal Artery Diastolic DiaUAP mmHg 99 to 310
Invasive Pressure P3:UAP or
P4:UAP
P1:UAP or
i ; P2:UAP or
Umbilical Artery Mean Invasive MeanUAP mmHg 99 to 310
Pressure P3:UAP or
P4:UAP
P1 or
i i P2 or
IE)Jnlabelled Systolic Invasive Sys mmHg 9910 310
ressure P3 or
P4
P1 or
i i i P2 or
Unlabelled Diastolic Invasive Dia mmHg 99 to 310
Pressure P3 or
P4
P1 or
Unlabelled Mean Invasive P2 or
Mean mmHg -99 to 310
Pressure P3 or
P4

4
o
-~
(']

The NIBP is not measured in regular intervals of 1 minute but intermittently. The capture time shall not
be rounded off to the nearest minute.

[

4
o
=3
(1)

The PI percentage is obtained by dividing the value by 1000.

[

4
o
-~
(1)

The pulse rate measured using pulse Oximetry will be provided in the case that ECG heart rate
measurements are not available.

[

4
o
=3
(1)

The ECG impedance respiration rate will be provided in the case that capnometry respiration rate
measurements are not available.

[
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7.3 Body maps locations

[y

3
7
4
8
3
7
9
0
8

1

[F.
o

49
Location Description Location Description
1 Head 26 Posterior Head
2 Upper torso 27 Posterior Upper torso
3 R Shoulder 28 Posterior R Shoulder
4 RUE Upper arm 29 Posterior RUE Upper arm
5 RUE Forearm 30 Posterior RUE Forearm
6 RUE Hand 31 Posterior RUE Hand
7 R Mid torso 32 Posterior R Mid torso
8 R Lower torso 33 Posterior R Lower torso
9 R Hip 34 R Buttock
10 L Shoulder 35 Posterior L Shoulder
11 LUE Upper arm 36 Posterior LUE Upper arm
12 LUE Forearm 37 Posterior LUE Forearm
13 LUE Hand 38 Posterior LUE Hand
14 L Mid torso 39 Posterior L Mid torso
15 L Lower torso 40 Posterior L Lower torso
16 L Hip 41 L Buttock
17 Groin 42 Posterior RLE Thigh
18 RLE Thigh 43 Posterior RLE Knee
19 RLE Knee 44 Posterior RLE Lower leg
20 RLE Lower leg 45 Posterior RLE Foot
21 RLE Foot 46 Posterior LLE Thigh
22 LLE Thigh 47 Posterior LLE Knee
23 LLE Knee 48 Posterior LLE Lower leg
24 LLE Lower leg 49 Posterior LLE Foot
25 LLE Foot 50 Posterior Groin
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7.4 TQ map locations

10

11

12
i3

i4

15

16

18

Location
1

© 0 N O o b~ W0 N

N G O O O O O |
o N o o0 b WO N ~ O

Description

R Shoulder
RUE Upper Arm
RUE Forearm
RUE Hand

R Hip

RLE Thigh

RLE Knee

RLE Lower Leg
RLE Foot

L Shoulder
LUE Upper Arm
LUE Forearm
LUE Hand

L Hip

LLE Thigh

LLE Knee

LLE Lower Leg
LLE Foot

Location
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36

19

20

21

22

23
24

26

27

Description

R Shoulder
RUE Upper Arm
RUE Forearm
RUE Hand

R Hip

RLE Thigh

RLE Knee

RLE Lower Leg
RLE Foot

L Shoulder
LUE Upper Arm
LUE Forearm
LUE Hand

L Hip

LLE Thigh

LLE Knee

LLE Lower Leg
LLE Foot

33

34

35

36
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7.5 APl access using Postman

This section describes steps to login to Corsium WebAPI service and pull patient data using Postman client.

Similar configuration can be used to access data using other clients such as Talend.

7.5.1 API Login
Step 1: Set the appropriate request headers.

P 5DK request E Comments 0

POST v | hupsi/corsiuvmi.info/WebAPl/ sdk/Account/APILagin m

Params Authorization Headers (11) Body @ Pre-request Script Tests Settings
Headers @
KEY VALUE DESCRIPTION ~ ***  BulkE
Accept application/json
bd ContentType application/json
' Bootcamp Build Browss

Step 2: Specify the login details in the request body as JSON message.

Examples 0 «

Save ~

M & o

POST v hrtpsiffcorsium.info/WebAPl/sdk/Account/APILogin “ Save ¥

Params Authorization Headers (11) Body @ Pre-request Script Tests Semings
none farm-data *x-www-form-urlencoded ® raw binary GraphQL JSON

1 f"Username” : "653604517 - bd7 f-4b8d-Jece-7a6ce799ad6F ", "Password” : "3P (RTe3t1ng", "DEM": "

=" Bootcamp

Step 3: Click on Send button to generate the response.
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POST v | hopsificorsium.info/WebAPl/sdk/Account APiLogin

Authorization Headers {11) Body @ Pre-request Script Settings
none form-data wwww-form-uriencoded ® raw binary GraphQL v
1 {"Username”: "6BAd4A517-bd7F-4b8d-9ece-7a6ce799%ad6T ", "Password” : "3P (RTest1ng™, "DEM" : "AES", "Key """} -?
Body Cooki Headers (10)  TestResuhs Status Time: 1091 ms  Size: 1.45 KB
Prety Raw Preview Visualize Texe ¥ =
1 {"Er‘ror‘Code" snull, "IsSuccessful”™:true,"DataType” : "Sandbox™, "Data": i

{"Access_token": "eyIlhbGci0iITUzIINII=InRScCIGTkpXVCIS,

ey JBRVNLZXk101IDb25IV3RNCkx1SFpSSFNTQVVRe TVmZx IMXpwQUL1IV3kyQ1h6QTBWe TBzPSIsIKFFULZ1Y 3RveiI6 ImLKNVRB ZkoxQzhIWHFB
MnBLUEPQcncOPSIsImh@dHAGLY 9z Y 2h 1Bk FzLnhtbHIWY X Aub3TnL 3dz Lz IwMDUVMDUVakR1bnRpdHkw Y 2xhalilzL25hibkU101 T 200Z kNDUxNy 11
ZDdmLTRIOGQLOWYIZ583YTZIZT c50WFkNMZAC2RrLmtivbSIsImh@dHAGLY 9z Y 2h1blF zLnhtbHNYYXAub3InL3dz Lz IwMDUvMDUvakiR 1bnRpdHkv
¥2xhallz L 25hblWpZGYudGImalivy T joi0DYuMTULL j Exhy430CIsImhBdHAGLyIzY2h1bkFz Lm1pY3Tve 29md 55 b2 Bvd 3MuMjAwOCBuNiSpZ VU
dG18e59]bGFpbXMydXN1cmRhdGEIOITyMiTs Tkl zUENISWS ] bHVKZWQIOi Ix T 1wl SXNERUVUYWI sZWOi 01T x I 1wi SXNQYXRpZWS@RGYIZGVudG1m
aNhOGLvBKVUY IS ZWQI01 INI iwiSGl zdGIy alWNBY ZNLc3MI01IzMzYILCIEYXRhVHIWZ SIGIINNbmRIb3gi LCIuYmY1I0JEIOTIINTC ZMIYSImva
cCIBMTUSMIUIOTEYNiwiaXNzIjoiaHR@cDovL2NvenlipdllzdW18Z55ib281LCIndWi0iljb3TzaXvic3VpdGUuY23tIng.
X=2Q308uPc72I_-3hRA_SEmaF33MbIFDdDu3ohGhMdQ" , "Token_type”: "bearer"”, "Expires_in":1799,
"Refresh_token”:"93edeSef-Bdbc-413&-8d84-6e3d164347b1" , "Algorithm": "AES_256_CBC",

" ConIMEMr LuHZyHSSAUQYSFFLHIZpATIWy 20X zABVyBs=", "V" : "115TAej1CBIXgA2pKPIPrw==", "VersionkebAPT"
“VersionCorsium”:"1.2.8.8"}, "CRC": "fcco~}

¥1:3:1.8%;

M
1

=" Bootcamp Build Browse IE‘

Step 4: Note down “Access_token”, “K” and “V” values from the response.

7.5.2 Patient data access (e. g. Organizations API)

Step 1: Set the appropriate request header. For the GET request, only “Accept” needs to be set to
“application/json”.

Step 2: Copy the “Access_token” from the APILogin response and include it in the “Authorization” header as
shown below.

GET ¥ | hups:i/corsium.info/WebAPl/sdk/Api/Organizations
Params Headers (2) Body Pre-request Script Tesis Settings
Headers @ 7
KEY VALUE DESCRIPTION ",
Accept application/json
Authorization bearer eylhbGeiQijlUziTNilsinR5cCl6ikpXVC
Body Cookies Headers (10) TestResults
Pretmy Raw Praview Visualize

T Bootcamp Build
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Step 3: Click on the Send button to retrieve the data. Note that the “Data” section is encrypted since “DEM”
parameter is set to AES.

GET - hrtps:/fcorsium.info/WebAPl/sdk/Api/Organizations m Save ~

Params Authorizatio Headers (9 Bod: Pre-request Scrip Te Settings =
eaders
KEY VALUE DESCRIPTION = ***  Bulk Edit = Presets »
o application/json

¥4 Authiorization bearer ey/hbGeiOilUzI NilsInR5cClElkpXVC]

Body Cookies Headers (10) Test Results Status: 200 0K Time: 414ms  Size: 576 B ve v
Pretty Raw Preview Visualize Text = = m Q

{"ErrorCode” ;null,"Is5uccessful”:true, "DataType” : "Sandbox™, "Data™: "gidSGoYcIoRINKIHF Xpy/ d
CDngF5zv50BWUySIKZ Tuc 7TrhzveehHbB117MFe82gkj SAhELWpImRRT iWSap3xDwraQ800we] r1pb2GADBCa0foGhQmtHF tHaGtpy CMSaUTlgV
6TnTnwSWh258nk0wVeskGEZD1H141BFfagoLhISomiviKSi/L917mgE 1060606 Xd+/RsDWbIXTMImDCgcw=="", "CRC" : "f¥78"} [

Step 4: Decrypt data using the “K” and “V” parameter obtained from the APILogin response. See “7.6.1
AES encrypted data”

7.5.3 Patient data access (e. g. Incidents API)

Step 1: Set the appropriate request header. For the GET request, only “Accept” needs to be set to
“application/json”.

Step 2: Obtain Organization ID from the “Organizations” API response data to use it in “Incidents” API
request.
Step 3: Specify fromDate and toDate parameters as well in the format shown in the diagram below.

Step 4: Copy the “Access_token” from the APILogin response and include it in the “Authorization” header as
shown below.

Step 5: Click on the Send button to retrieve the data. Note that the “Data” section is encrypted since “DEM”
parameter is set to AES.
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Test | Incident Request &) Save v 00 & E
GET ~ https:fcorsium.info/WebAPl/sdk/Api/Clinical/Incidents?organizationld =966B3E60-4749- m
420C-A2DA-D3IFCATGERZADAfromDate=2021-02-07T16:00:00&w0Date=2021-02-

D&T15:00:00|

Params @  Auth Cookies
Headers <@ & hidden
KEY VALUE DESCRIP oco. BulkEdit Presets v
Accept application/json
Authorization bearer eyJhbGeiQJIUzINIsInR5cClGik ...
Body Cookies Headers (10) Test Results &% 2000K 172ms 463KB Save Response
Pretty Raw Preview Visualize Text = m Q

1 %“ErrorCode”:null,”IsSuccessful”:t:ue,"DataType“:"Sandbox","Data":”IstbésFAEBaZKHjiAmeZeMacNKI
yiaFcIARUZ3NCQACCKIFSTIIgEVRGARMSZENWaIY20zlnCEmAGDOVU22YOx3s9Y v /govPolpPzkTlpdVzezQcaZtxa,/
6rOcTbKZNGI7CtLEJFEHUSLKFINTQULKY /87ntIxZgdVIoEIKZh1LTPGOAG
+C3FRYINHTk45xBRoACSxZIIPRSNE6L6q VM Iwe /6VEcebwPNF2G3042Cm/
peduNhEe1vendeZmhexTMwAIPGs 7OvgmliSpIzuNYk2sCPHkETHwkInWsKo7JANhInh1ZEUwelAWStBig2wuR1taMzj6
NwlWBRvEIMFhTNVELNLRgTESdE9ihAirbXnk /wwbiLcDAVGREXCckTeXMd3zZAWgwimhhDLzNBUQT 2P/
vlcbtDt2eluxSiI2vwGTw/ noxToklVa2w7iddzSPPyRvESE147GbuATGhohFihsg
+FwTAMPuJH1RhcAbiB8azZSck2B3CakngrVdeWIDbT,/ itWuF4s4g/
FMGRhCAPEonYheoC2rZ5dGDTowd bNAKnCOXCF kDKm,/
xexMprpOolpFograZsIzdBhhppmQSoo] kATIREVDapEtytBaod/

*MuauBEGlgHLILE1Rgs mXxQRSE0nxNNckhyDaGvkstIIpVKIIGWovnGm2aPb/
Se0L1o0BPIlxvl3ivmHT7ko9rArn0LhZEXE6Sh3SENGhpE3Fngsjb9LixRE70Q0aBP20RKmy hHLZKIMEHKYFBP i 7giakvwl
RUBToGEgRCTTYHAESlsNMYUPYTATI2ZXTTYyFIVggecBoHkIOAR
+jEbodVYhXmTgmsovakcloukXysoka5i2jobmmx7JtP30OMLIL3dal2Z20q6sUDLECSp2

LT AT T A TR A L T AL TSI o el P A I A e AL L T AR A i A e T e L

Step 6: Decrypt data using the “K” and “V” parameter obtained from the APILogin response. See “7.6.1
AES encrypted data”

Step 7: The decrypted data looks like as follows:
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& W & hopsidencodecom/enstring i
DenCode Enjoy Enceding & Decoding! @ Engish -
ALl Siring = NLEmEsT = Dale = Colal = Cipbpr = Hash =
* ¢
3600733 00 45 00 33 0033 00 3900 22 00 2¢ 00 22 00 54 00 65 00 6d 00 70 00 75 00 T3 00 55 006500 72 0069 0061 006 00400 =
T500 &0 00 62 00 63 00 T2 0D 22 00 28 00 22 00 29 00 39 00 33 00°30 00 30 00 31 00 22 00 2c 00 22 00 53 0055 00 fe 00 &4 00 47 00 v
7200 67 00 6100 Be 00 63 00 7a 0061 00 74 00 69 00 6 00 Be OF 42 00 61 00 6d 00 65 00 22 00 3a 00 22 00 53 00 44 00 4000 22 00 Sty
2c 00 22100 53 00 T4 00 51 00 72 00 74 00 24 00 69 00 &d 00 65 00 22 00 Za 00 22 00 22 00 30 00 22 00 31 00 20 00 30 00 32 00 2d 00 &
.

30100 37 O0 54 00 52 00 33 00 33 00 31 003100 3200 3000 3000 22 00 2c 00 22 00 4900 68 D063 0062 DG4 QOGS 00 Ge OO T4 00 »
5500 70 00 64 00 67 00 T4 00 65 00 54 00 65 00 &d 00 65 00 22 00 Ja 00 22 00 32 00 30 00 32 00 31 00 2d 00 30 00 32 00 2d 00 30 00
UTFA | WTF-80 | UTF-32. UTF-16LE . = | | CHLF (Wia) | LF (USa00Mac) | CRL {0k Mac)

@ Decoded

[FIncigentia™ “A0435228-C2C0- 49499156 -
CH4TVACEZBYD" TempusSanaiNumber “993001" "SencOmganizationiame’ "5 DK, “Stan Time™ “2021-02-
OTT22:48:007 WnciceniUpdaieTeme™ ~2081-02-0TT22 56 807 “Patientid™ =, TemoData™ true)
[incicenlic “E12ATEF2-2FC4-4424 -BBAF.
T IB0320CATA" “Tempus Senalbumber™ “355%001", "SendCrganzationMame™ “S0K", "SiasTime™ 202 1-02-
OTT22.59.007 WnciceniUpdate Teme™ “2021-02-
OTT23.01 567 Pateniid™ "ABCDEF GHLIKLIMNOPORS TUNMWY™ "DemoData” true}, Mncidenid™ “ACDIF21E-DBCA-
A3 AFDB-GTFFI3BACHHE" "TempusSeriaimber 05001 "SendCrganzationame” “S0K" “SanTime= "2021-
02-07T2 302 00, IncidentiUpoale Time™ "202 1-02-07T.23:04.51" "Fatenlid™ "ML 30 - 1234567659, "DemoDaka” true},
[Incigentid™ “T2502F 1C-ALEE-SES0-BRAS-
BEBB2TA1FOBD" Tempus Seviaiumber “30001°, "SandOrpanizationiame " “SDK "StanTime""2021-02.
OFT23:0:5 007, Incident ipdate Thme™ "202 1-02-07 T2307-57" "Patlentid™"ASCD 12347 "DemoData™ ne)
{ncidention “4B4AET2B-18F 48478 BF2F-
AZFBDO00AF LT TemplrsSenaumber™ "Sa001", “Send g anizamkoniMame”. “SDE" “Star Time" "2021 02~

Hex String 07 T23:08 007 IncidentUpdate Time™ “202 1-02-07T23.11 037 Fabensd” “1 2345678 “Demotata” true).
[Mincigenther “FOCBCSBF-T510-4AT3-59104-
13 ESE3E SIS, "TempusSerialMumber 5330017, "SendOrganzationMame™ “S 0K, “StanTime™ "2021-02-
OTTZ311.00° IncideniUpdateTime" “2021-02-07T23,13.06° Patensd™ = DemoData“ thue]
[Mincicentid™ 7921 56CT-6400-AF EC.9556-
COTFCE2IDBES" TempusSenialNumber™ SH5001° "SendCrganizationMame ™ “S0K". “Slat Time""2021-0e-
GTT23:13.007, InckeentUipdata Tame™ "202 1-02-
OFT23:15.42° Patentid™ "ABCDEFGHIIKLIMHOPORSTUNW "DemoData” true}]

7.5.4 Refresh Token

Step 1: Set the appropriate request header. For the GET request, only “Accept” needs to be set to
“application/json”

Step 2: Copy the “Access_token” from the APILogin response and include it in the “Authorization” header as
shown below:

POST » | hupsi/corsium.info/WebAP/sdk/Account/APIRefreshTaken “ Save | v

Params  Authorization  Headers (12) Body ®  PrerequestScrips  Tess  Semings Caokies Code

Headers @ 9hidden

KEY VALUE DESCRIPTION 198, Bulk Edit Presets v
Conzent-Type application/jzon
Accept aspplication/json
Authorization bearar ey)hbGAO]IUzINilsinRScCIBIkpXVC]9. 2] BRVNLIXKID xS 1k2dk

Key Value Desa

Body Cookies Headers (10) TestResuhs @, Swmtus2000K Time 241ms  Sizes 302KB  Save Response w

Step 3: Specify the refresh token related details in the request body as JSON message.

IntelliSpace Corsium WebAPI Integration Guide - 42-4004EN-02 — Page 95



Chapter 7 Appendix

POST

Params

none

Body

Body®  Prer Tes =
form-dats cvi-formeuriencaded @ raw binary GrsphQL  JSON =
1 §refreshToken”:"67059259-cact-450d-a75-08747370abd3"}
Te: & Time: 24 -
Raw  Preview  Visualize Text ¥ mQ

Pretty

1 {"ErrorCode”:

7.6

null, "IsSuccessful”:true, "Datalype” :"Sandbox”, "Data” : "1wAGLQiw] /VTG1d/H+gy5UileAKGL@Za1415IXgL Ims gis 2z@YQHNEHYZKCMHF
+k6TBP4sZgiMrehhvAnGZZIKY439v3IFL5@YIShvoMTaWo4Zk 437 txpjz FhQUkMs gamA9ZFDDNy<I1CvgAqiMVIGHLCCY/ acZiwlslojuSwmUODXVPLDNR2pTPel

+1mit130z7 TkoMMVEXqSBBDNPLTxdX1kkngrt57FCh3czPGloceMBxcIXgI ul+5g6ePUzLhBExeeldHEd11CQ2 Zwbw\CoCMgREQHY LES rHm63d0I189WYZFnsaINLT5nS8Zje AXML+Iof TS ixXX6d7vtSTFz6XCwKaBesst6/
30A4710q716FQ1rUGweARCLABMCD7SBEOWHGXBE /WTFW3ZI90ATKDOQ16uSBPITVrI5T L FhoASSmNthem3VK cDTQscCcgdbRnITH/ IkoYeXzFpK3yyUVYhD2isI1TahBcLVhmD1wtL78QdKy FDdYgnlxFROWT eGW1YSr360qZ /
GRMIUNXIivEL L fOKLAETIXCEOWPTWTU/ 22 bVN5XG+bGMZmsHABR+qaB00bMMLKVBLRY CULMLAVKES /REPZ1K LUGPBKCWmINPWI 7B wx3reDTlix/ ZPaMoWYKUNV E3LUS+PbYCLUASYnB1131C2Fy Is 1k 3xeRH/
VADrcf538YDCHIjNKkBzN50gYgzDIege BRI hBQxB1HeMHhBDRFF SWBHNSFuT Yoy /y cdBSNSSbKiQFPDSGIiHF6qL wmGr 88T ph 16g6UShHAI7Dhz t 1VmdkpBdkZYC1i9dyZ 1B 2uPArBeGxMg25ulla/
CgcI7EBEESVPHSHBUSPils1SLRexyLyUeSEMUEY L/ UvNn+IVBE 1Swmr2K kSO Yl 1pay11i5V1dEqome 1ADAAT XmYBHzmor/ 0GsEWi1Zc6n 1] 7kh1TDgl*Zgk 2bgUkusagbUntps

+mHvPBhAZn31ulQE /FphgicaAdax47iMadty@MlvayMIPTELS 83527 EJw2WCIpLGRAARKS YYXy fu+ Jb311PDEMI kgib2F ZxUPywF /F Fp+5vrKQuC 7Uw i8CQ7K1Bwr3N6 7 jynUMi6suvgVkaVEEm] fdaCmaDgh/
57P57GFTdQIWAGVEeMw A+AaIn/ufgdPHFCodBmsouf TAHEGkUS IWRSHrOONOBKXtdB21nd IIHEgWHS 81 5/ kmMyr LNJ IFN3F aiHsMn+1kMr6SGnCI16uR MiahlhMK1oCnHfsA1ZqgYXC@KBo ledRbKUI/
nZZbcnFmt4vFHgl415+rnyXKawlEd JaBy SQDMKMyPEkQFvgEczh: v3FQIEDTZcPW+411615VIR+FCc3IIN51dULILUKUNPNES4xptEL/ gz0D4KFrELHaL

+97USwIM110bT LFMuSOTHCnNGUINmaBMVS 2VmE MGB7RNEbGZ1/kcKYq@ql]piPa+udHn68uZzoDedH] 7Q7 1QAXNDw tz8fnKe 39kr+gzKIRedH/UZCEF 1ANXOT146tMNGS8ICP1B7q2T1To1585b5140TGKMWIrATHNe fyai2B/
@p5wd7rogL IRKYXANSGTQFDFBCNTEGEram I 1Xd1kd / ZFKEKuWREGGEE1MGK ImpoL 1N 5BV EZNC COKHFCBXTS5CSSBNTTXZXASDUWKRAGCKME

+Ua9708E 2rgxy 3e9dch58ei S50F FROEXXh 12GEbTFHEFMN3AELGEARRXGhy T hLKXbMUeMDUrPwXz6fm/ 6Ywrikevl /PUGEKDWEOH2 hBREXGDAT1ACK JBNE ] pusy / 1HU 1 +62MkE25 FD1um 3405 /WkAv7rCIHpO/at 1cFDeJFGLEFVF
+E7baVwusAxVunIIAsy A15]ReATHH20eY4d1KXQBK 11 /3L3CEr3ay4+Pu/ EnZxdVHgSdedBpBFREGTVVTFakusrtkHUEOPganGuugIFtheir/ I7aT1

+RpyHiwypTa3kk3YwmEXZDNImYiDyogahbmiLkF 3kITFUx4AwawZ(DabBbzT815ZPLDGBIIVK2Y 3860/ Cx+/ / ri0gJAVEu /809Qrt JGLGavIDFIv4BTdAUFUCIarnkiSQUPLLAECSFS5 T IEUbPVEZ LOYAKTVIYY/
Wk@e758Uryym7aR/eRXhZACQEEG23tL5u+ChtLRVGEt leBhxulsCxFil]/ Liec@2IKpKKK1sDkeN+QipMf zvH40TN0OTmx by g FmGAAI ] 4Relc 50y +AN+SyKd/4CBSNLQIQER /

Data Decryption

If double encryption is enabled for the customer account by Corsium administrator, data is encrypted before
it is sent in the response. Depending on DEM parameter, data is encrypted either using AES or public key
provided by the customer. This data needs to be decrypted using steps described below. Following sections
also provide an example of how to do it using online tools.

7.6.1 AES encrypted data

Below are the steps to decrypt data when encryption mode is AES.

Step 1: Note down the “K” and “V” parameters from the Login response. A sample response looks like as
follows:

{
“ErrorCode”: null,
“IsSuccessful”: true,
“DataType”:”real”,
“Data”: {
“Access_token”:”eyJhbGciOiJIUzIINiIsInR5cCI6IkpXVCJII..
0Z2S57b201ifQ.b011rw8mhogq0pTXY -
1K3v_dPI4nbZpG2YrF7jOWDzc”,
“Token type”:”bearer”,
“Expires_ in”:1800,
“Refresh token”:”cbd%3ba-350d-4bc9-b4b8-d038c694d44a”,
“Algorithm”:”AES 256 CBC”,
“K”:”waavGZo7M9JeOHbP2FjY326tnTW4ggGKCcLt2GHCpHO="

"W ”10BCVwqQ+4QpzCXSRCUSGw==",
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“VersionWebAPI”: “2.0.0",
“WersionCorsium”: “1.1.4.0"

}l

“CRC”: “5tr9”

Note that the “K” and “V” parameters are Base64 encoded. Decode them to get actual Key and Initialization
vector bytes.

Online tools can be used to get actual Key and Initialization Vector bytes in hexadecimal format. For
example:

https://cryptii.com/pipes/base64-to-hex

VIEW : ENCODE ODE : VIEW

Text ~

Bytes ~

ANT

Base64 (RFC 3548, RFC 4648) Hexadecimal Byte

waavGZo7M9JefHbP2FiY¥326tnTW4gg
GKCcLt2GHCpHe=

cl a6 af 19 9a 3b 33 d2 5e do
76 cf dB8 58 d8 df Ge ad 9d 35
b8 82 01 8a 0% c2 ed d8 61 c2
a4 7d

Step 2: Call other APlIs to get actual data. Here is the sample response from “Organizations” APl when data
is encrypted:

{
“ErrorCode”: null,
“IsSuccessful”: true,
“DataType”:"real”,
“Data”:”
w9/KvippX8vpCLz4Rb3NSUfcaNpQDyygnufz IRKWRmMGgiJ9ZdFIYxLRCGIoRaRyJyKjORgONMhcYCMeXDLQwZFQP/
yerrUfhcJI3wj6nSJII3wD+D/ fBtGLINKPK3akTOpwDX0Z fsvGWyiZbFEXHhv19QWMSPCV]YVFoi PcPtAKKOgRFw6NL
10faW+mRGf3WW3L5mF+bUeSMiV4JewdgQuzQ==" /I encrypted using AES and Base64 encoded
“CRC”: “895A"

Step 3: Perform a Base64 decode to get encrypted data bytes.

Online tools can be used to get data bytes in hexadecimal format. For example:

https://cryptii.com/pipes/base64-to-hex
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VIEW ENCODE D VIEW
Text ~ Base64 ~ Bytes ~

_ VARIANT FORMAT
wo /KvippX8vpCLz4Rb3NSUfcaNpQDy
yanufzIRKWRMGE1 19 ZdF TY¥xLReGToR Base64 (RFC 3548, RFC 4648) v Hexadecimal +
aRyJyKjORgOnMhcYCMeXDLqwZFQP/y
errUfhcdswiensII3wD+~D/ FBLGLINK —> Decoded 160 bytes c3 df ca be 2a
PK3akTOpwDXoZ fsvGWy1ZbFEXHhv19 bc f8 45 bd cd
QWmSPCvjYVFoiPcPtAKK@gRFwENL1Q 58 @f 2c aa 9e
faW+mRGF3WW3L5mF+bUeSMiV4Jewdg 46 61 a0 83 of
QuzQ== b4 5c 18 Ba 11

ce 46 0d 27 32
@c ba bd 64 54
47 el 70 9d fo
@ of e® f 7c
3c ad da 91 33
fb 2T 19 8c a2
6f o7 d4 16 99
15 88 &8f 70 fb
5¢c 3a 9¢c b9 50
9f dd B85 b¥ 2T
48 c8 95 e® 97

Step 4: Decrypt data bytes obtained in Step 3 using AES_256_CBC algorithm. Use the “K”
from Step 1 for decryption.

Online tools can be used to view decrypted data from the hexadecimal bytes obtained from
step. Example: https://cryptii.com/pipes/aes-encryption

Note that the Key and IV parameters are specified in the tool as hexadecimal bytes.

GROUP BY

Byte v

69 5f cb e9 @8
459 47 dc 68 da
e? f3 21 12 96
59 74 52 18 c4
69 1c 89 c8 a8
17 18 ©8& c7 97
@f ff 27 ab ad
af a9 d2 24 &d
1b 46 2f d3 4a
a9 cb 35 ed8 65
B85 bl 44 5c 78
23 c2 be 36 15
40 28 ad 20 44
fd a5 be 99 11
99 85 9 b5 1le
ba 76 04 2e cd

and “V” values

the previous

VIEW ENCODE DE VIEW
Bytes ~ Block Cipher ~ Bytes ~
FORMAT GROUP BY ALGORITHM FORMAT GROUP BY
Hexadecimal Byte v AES-256 v Hexadecimal Byte v
MODE
c3 df ca be 2a 69 5f ch e9 08 5b @0 Th 0 22 00 4f 8O 72 0O
bc f& 45 bd cd 49 47 dc 68 da CBC (Cipher Block Chaining) ¥ 67 00 61 00 6 00 69 0O Ta 00
50 Of 2c aa 9e e7 f3 21 12 96 - 61 00 74 00 69 00 6T 06 Ge 00
46 61 a® 88 9F 59 T4 52 18 c4 49 00 64 00 22 00 3a 06 22 00
b4 5c 18 8a 11 69 1c 89 c8 a8 €1262af199a3b33d25ed0 760 d8 5 39 00 36 00 36 00 42 06 33 00
ce 46 @d 27 32 17 18 @8 c7 97 o 45 90 36 00 30 00 2d 00 34 00
@c ba b 64 54 @f ff 27 ab ad i M e A S B 37 00 34 00 39 00 2d 06 34 00
47 e1 7@ od fo &F a9 d2 24 &d 32 00 36 00 43 00 2d 06 41 00
fo of ed ff 7c 1b 46 2f d3 4a ) o 32 00 44 00 41 00 2d 66 44 00
— Decoded 144 bytes
3c ad da 91 33 29 cO 35 e8 65 ’ 33 00 46 00 43 00 34 00 31 00
fb 2f 19 6c a2 65 bl 44 5c 78 36 00 45 08 38 00 32 00 41 00
6f 97 d4 16 99 23 c2 be 36 15 44 00 22 00 2c 00 22 0O 4e 00
16 88 8f 70 fb 40 28 ad 20 44 61 00 6d 08 65 00 22 66 3a 00
5c 32 9c b9 50 7d a5 be 99 11 22 00 53 00 44 00 4b 00 22 00
9f dd 65 b7 2f 99 85 f9 b5 le 7d 80 S5d 06

48 c8 95 e0 97 b 76 B4 2e cd
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Step 5: Convert binary data obtained after decryption in Step 4 into a character string. The encoding used is
UTF-16LE.

Online tools can be used to decode hexadecimal bytes obtained in Step 4 to get character string. Example:
https://dencode.com/en/string/hex

C m (1 https://dencode.com/en/string/hex Yo | = & o
DenCode Enjoy ding & Decoding! @ English ~
ALL String « Number - Date ~ Color = Cipher ~ Hash «
Z D
5b 00 7b 00 22 00 47 00 72 00 67 00 61 00 6e 00 69 00 7a 00 61 00 74 00 69 00 67 00 6Ge 00 49 00 64 00 22 00 3a 00 22 00 39 00 36 00 36
00420033004200360030002d0034003700340039002d0034003200300043002d0041003200440041002d0044 Ei
003300460043 00340031003600450038 003200410044 0022002c0022004e0061006d00650022003a00220053 Copy
00 44 00 4b 00 22 00 7d 00 5d 00 &
Link
#
UTF-8 UTF-16 UTF-32 UTF-16LE | w | CRLF (Win) LF (UNIX/Mac) CR (Oid Mac)
®@ Decoded
Hex String [{"Organizationld" "966B3E60-4749-420C-A2DA-D3FC416E82AD" "Name""SDK"}]
® Encoded
Hex String 3500620020003000300020003700620020003000300020003200320020003000300020003400660020003000300...

>> Bin string converter is here
>> Other String converters are here

7.6.2 PKI encrypted data

In PKI mode data is encrypted using public key provided by the customer. It is expected that corresponding
private key is available with the customer. For the example below, consider the following private-public key
pair.

Public key

MIGeMAOGCSgGSIb3DQOEBAQUAA4GMADCBiAKBgGISWG5sEg6qvo4XRZGgXe 90gixF
D04zbg3cbOLY/PLF5dJKEA6£9tIJvzgVRNWzDOzOmcmoss It JKCeptFO4XQZDkxk7
SHcqUuV1AptdnGzExRiAFBGzh2EYqxWQiYRYGNi3JZVOESKP3JaMgzJr/VhhPjYs

PeJdYmuZcUAWSHibvAgMBAAE=

MIICWgIBAAKBgGJISwG5sEg6qvo4XRZGgXe90qixFD04zbg3cbOLY/PLFSAJKEAGE
9t JvzgVRNWzDOzQmcmossItJKCeptFO4XQZDkxk7SHecqUuV1AptdnGzExRiAFBGz
h2EYgqxWQiYRYQNi3JZVOESKP3JaMgzJr/VhhPjYJPeJYmuZ cUAWSHibvAgMBAAEC
gYBHNX2ZkFSNgBT2puv8HSFTQOU3Lr4 TxAmwvQYe72j9cXhSt3P3/tNOdMTiTw3T
XC75HSDGIFv/36MpPRycag6T8Y0CAUuecib//y4PFJiTtEKOWAVTPpshJANKQwPkZ
1UoYWTdUWgL1Y780+1NMbm2VUspzoN2guB2s3IQyNd7PkQJIBAKQz1Hasg0IhOoDs
GulVp8Ql4sCeKN70vD8TJ1+3J1+aMrg9+/1sz+Xm85HEDxx3m3ua/7tpU3sPvMw2

JKsD46cCQQCZh011+wktjmE+mg0t £0+vHYyk605KAKsd3m3MNSUUANrS3eVMEdgjb
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ya8fMc4YOON8OYbWr8BBblL6zm+N8at 5AkAAkAXOXKHFO6Se6zU0/AX4tEFVdT7ig
/4y9k+2gjF4BAeOHrgACZaldGzBjpJKBARIOnpijKb1l30xjghpgeWYclAkBy/qJH
fICjXsH34mNUcMd+pBh9k4dn+KLvM8A5c2f7gP5bbsR/02EnP+1rtCIg9AtwsoAM
zhdy6u+8bGOiLiIBAKBNILGiSK6WrFAADxLY3g4cbnm3DDI 6KxOpTvgrYdLdMzHv
3FgnkG61Ga6TtUC+vRpNh/OfooLhoXn78D4K1LZU

Note that in case of PKI encryption only “K” and “V” parameters in the data field of APILogin response are
encrypted using PKI. All other data is AES encrypted, which can be decrypted using Key (K) and
Initialization Vector (V) obtained from the Login response. Below are the steps to decrypt data when
encryption mode is PKI.

Step 1: Decrypt “K” and “V” parameters contained in the “Data” field from APILogin response using the
private key. Sample encrypted data from the APILogin call will look like as follows:

“ErrorCode”: null,
“IsSuccessful”: true,
“DataType”:”real”,
“Data”: {
“Access_token”:”eyJhbGciOiJIUzI1INiIsInR5cCI6IkpXVCJII..
0Z2S57b201ifQ.b011rw8mhogq0pTXY -
1K3v_dPI4nbZpG2YrF7jOWDzc”,
“Token type”:”bearer”,
“Expires_in”:1800,
“Refresh token”:”cbd%3ba-350d-4bc9-b4b8-d038c694d44a”,
“Algorithm”:”AES 256 CBC”,
“K”:”B97F..F12F6FB65F2720B59CCF”, //Encrypted with Public Key and Base64 encoded
“W”:”7E8..C59A3B588306B13C31FBD”, //Encrypted with public key and Base64 encoded
“VersionWebAPI”: “2.0.07,
“WVersionCorsium”: “1.1.4.0"
}s
“CRC”: “5tr9”

}
Following online tool can be used to decrypt data using RSA keys. The picture below shows decryption of
(V) data using specified public and private keys.

https://8gwifi.org/RSAFunctionality?keysize=2048
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Generate RSA Key Size 0512 bit ©1024 bit ®2048 bit 04096 bit

O Encrypt to RSA Encryption
@® Decrypt RSA Message

Public Key

MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCE
iQKBgQUCxNwoF964tr8+1Xw9325AYK2d
xQW3UQi4eTIADDEMDyii2z5EXzzmoRBIdnPj
IUdWIG75W)7hosBWSBV7ONkAWaT?
+b4Zo2cXokiZpCfigVbWLdzKRsnAWFMa41z
E16yZnYVHdSV94sQjBLje4JLBDbzc
XuStqZIV3ef/o4v6AwIDAQAB

ClearText Message
f+CohsHIj7uM5jMIxO1PeeqxblgWL/rkCzzRg
C6Eko4GMDPNIIGICAAWSWG3xRVeHLUN41
EAZJ1rEGIYeRSqu+0UbxrblzgWYj+AWpBw7
MmNDbnMBbQRN9g10KLFx714wHShBq/514
v90c9u1y7URvwBbxOugXM 1yUzcAcINx)| =

RSA Ciphers
ORSA

@®RSA/ECB/PKCS1Padding
ORSA/None/PKCS1Padding

ORSA/NOMNE/OAEPWithSHATANdMGF1Padding

NP A IR A R AL A A A A A A P

Private Key

JAd+uPeUDQ/p1IVy2AylhfmsJEOLSI
PzXzYD37pQPvsUbL0xQkyl oda)Yj79YXUI
13inCbMNyNojYcgFJu3RX6LwJAQD2P
PSsKprb0Qo/SqSBDTYBFI3bRibaSYYgWO!J
4V5jgHARXs4pTRNCWgXGOMICdeYiiK
UhAuy2hEQDxhmrl/oQIAZIStNbIDyLWwh
TNIHHMguBSDcHWuUxKeWEG3vt7vkQ6oE
nJEYrylLOgs +/BBlOGNinCFKXpFhFeeNv) +
6mETAA==

output

Mt3PR7OnHaVKGgTYA/Lhmg==

Step 2: Once “K” and “V” values are obtained, rest of the messages can be decrypted using the steps

described in “7.6.1 AES encrypted data”

1.7

Sample email attachments for ePCR accounts

7.7.1 Email #1 with attachment: WebAPISettings-<yyyyMMdd’T’"HHmm>.txt

This file contains information as follows :

User Name : ohJI2WibbP+ph+ghxHCz3qeTeny19b55DTzt2lpNqoXuEo3Y3+Yy4cu1dTLI2sDe
Password : C0Jg/GRp8ag+MywNNz3DuOz2c5I0tpjD2RakusUp16M=

URL : https://corsium.info/WebAPI/webapitest

Double Encryption : Disabled

7.7.2

This file contains information as follows:

Email #2 with attachment: DecryptionKey-<yyyyMMdd’T’"HHmm>.txt

Symmetric Key: PMZJvNa3WAS8jkPj3cGZfDOTCkiG30JS4aTCiYBHK2zc=
Initialization Vector: Tp8wHI1ZEIlyb25F2L F5f5A==
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7.8 Sample code for WebAPI requests in C#

For the purpose of this sample application following setup has been considered:

URL: https://corsium.info/WebAPI/sdkencr
Username: <random GUID, e.g. 686d4517-bd7f-4b8d-9ece-7abce799ad6f>
Password: 3P(RTe$t1n9

Encryption: AES

7.8.1 Main Program

Program.cs - This is the main program which handles all API requests in step-by-step manner.

using ISCAPIDataModel.Model;
using Newtonsoft.Json;

using Newtonsoft.Json.Ling;
using System;

using System.Collections.Generic;
using System.Text;

namespace APITester
{
/// <summary>
/// This is the main program to display complete working of WebAPI requests and responses
/// </summary>
class Program

{

static WebAPIParams WebAPIParams = new WebAPIParams() ;

static void Main(string[] args)

{
//Initialize log file
ApplicationLog.Initialize();
//URL for the Test reference site
WebAPIParams.WebAPIUrl = "https://corsium.info/W "y
WebAPIParams.Username = Guid.NewGuid().ToString() ;
WebAPIParams.Password = "3P (RTeStln9";
WebAPIParams.DEM = "AES";
WebAPIParams.PrivateKey = null;
WebAPIParams.PublicKey = null;
//The following parameters can be used to test API call in PKI mode.
//Uncomment the block of code below to call API with PKI mode of encryption
/*
WebAPIParams.DEM = "PKI";
WebAPIParams.PublicKey = @"----- BEGIN PUBLIC KEY----- .WIDAQAB-——--— END PUBLIC KEY----- "
WebAPIParams.PrivateKey = @"----—- BEGIN RSA PRIVATE KEY----- eeN. .6TAA==-----— END RSA

PRIVATE KEY----- "

*/

//The following parameters can be used to test API call without encryption.
//Uncomment the block of code below to call API without encryption

/*
WebAPIParams.WebAPIUrl = "https://corsium.info/WebAPI/sdk";
WebAPIParams.DEM = "None";

*/

WebAPIParams.AccessToken = "";
WebAPIParams.RefreshToken = "";
WebAPIParams.AesKey = "";
WebAPIParams.AesVector = "";

//Start Login - call API Login
string responseData = WebAPIUtility.Login(WebAPIParams.WebAPIUrl, WebAPIParams.Username,
WebAPIParams.Password, WebAPIParams.DEM, WebAPIParams.PublicKey);

dynamic responseObject = JObject.Parse(responseData) ;

if (responseObject.IsSuccessful == true)

{
//Obtain token data and encryption key and vector from response
var tokenData = responseObject["Data"];
WebAPIParams.AccessToken = tokenDatal["Acc
WebAPIParams.RefreshToken = tokenData["Refr
WebAPIParams.AesKey = "";
WebAPIParams.AesVector = "";
if ("AES".Equals(WebAPIParams.DEM))

ken"].ToString() ;
ken"].ToString() ;
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WebAPIParams.AesKey = tokenData["K"].ToString() ;
WebAPIParams.AesVector = tokenData["V"].ToString() ;
}
// In case of PKI encryption mode Key and Vector parameters are encoded using public
// key passed during APILogin request
if ("PKI".Equals(WebAPIParams.DEM))
{
WebAPIParams.AesKey = WebAPIUtility.DecryptPKI (WebAPIParams.PrivateKey,
tokenData["K"].ToString())
WebAPIParams.AesVector = WebAPIUtility.DecryptPKI (WebAPIParams.PrivateKey,
tokenData["V"].ToString())
}
//Token data is available. Process Organization Data
//Starting point of processing WebAPI requests
ProcessOrganizationData() ;
}
else
{
//Something wrong with login request
Console.Write("Error in response :" 4 responseObject["Code"]);

}

/// <summary>
/// Method to process customer account data
/// </summary>
private static void ProcessOrganizationData ()
{
string responseData = WebAPIUtility.ListOrganizations (WebAPIParams.WebAPIUrl,
WebAPIParams.AccessToken) ;
responseData = WebAPIUtility.Decrypt (responseData, WebAPIParams.AesKey,
WebAPIParams.AesVector) ;
Response<Organization[]> responseObject =
JsonConvert.DeserializeObject<Response<Organization[]>>(responseData) ;
if (responseObject.IsSuccessful)

{

Organization[] allOrganizations = responseObject.Data;
foreach (var organization in allOrganizations)
{

//Process historic incidents
ProcessIncidents (organization) ;

//Process live incidents
ProcessLiveIncidents (organization) ;

}

else
{
HandleErrorResponse (responseObject.ErrorCode) ;
}
}

/// <summary>
/// Method to process all incidents for an organization
/// </summary>
private static void ProcessIncidents(Organization organization)
{
//Till current time
string toDate = DateTime.Now.ToString("yyyy-MM-ddTHH:mm:ss") ;
//Get Incident data of last 23 hours
string fromDate = DateTime.Now.AddHours(-23).ToString("yyyy-MM-ddTHH:mm:ss") ;

//List incidents based on default parameters

string responseDatal = WebAPIUtility.ListIncidents (WebAPIParams.WebAPIUrl,
WebAPIParams.AccessToken, organization.OrganizationId, fromDate, toDate, null, false, null);

responseDatal = WebAPIUtility.Decrypt (responseDatal, WebAPIParams.AesKey,
WebAPIParams.AesVector) ;

Response<Incident[]> incidentDatal =
JsonConvert.DeserializeObject<Response<Incident[]>>(responseDatal) ;

ProcessIncidentResponse (incidentDatal) ;

//List incidents based using tempus serial number

string responseData2 = WebAPIUtility.ListIncidents (WebAPIParams.WebAPIUrl,
WebAPIParams.AccessToken, organization.OrganizationId, fromDate, toDate, "888003", false, null);

responseData2 = WebAPIUtility.Decrypt (responseData2, WebAPIParams.AesKey,
WebAPIParams.AesVector) ;

Response<Incident[]> incidentData2 =
JsonConvert.DeserializeObject<Response<Incident[]>>(responseData?2) ;
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ProcessIncidentResponse (incidentData?2) ;

//List incidents based on incident start time flag

string responseData3 = WebAPIUtility.ListIncidents (WebAPIParams.WebAPIUrl,
WebAPIParams.AccessToken, organization.OrganizationId, fromDate, toDate, null, true, null);

responseData3 = WebAPIUtility.Decrypt (responseData3, WebAPIParams.AesKey,
WebAPIParams.AesVector) ;

Response<Incident[]> incidentData3 =
JsonConvert.DeserializeObject<Response<Incident[]>>(responseData3l) ;

ProcessIncidentResponse (incidentData3) ;

//List incidents based on search parameter "SROC"

string responseDatad4d = WebAPIUtility.ListIncidents (WebAPIParams.WebAPIUrl,
WebAPIParams.AccessToken, organization.OrganizationId, fromDate, toDate, null, false, "SROC");

responseDatad4 = WebAPIUtility.Decrypt (responseDatad4, WebAPIParams.AesKey,
WebAPIParams.AesVector) ;

Response<Incident[]> incidentData4d =
JsonConvert.DeserializeObject<Response<Incident[]>>(responseDatad) ;

ProcessIncidentResponse (incidentDatad) ;

}

/// <summary>
/// Method to process all live incidents for an organization
/// </summary>
private static void ProcessLiveIncidents (Organization organization)
{
//List incidents based on default parameters
string responseDatal = WebAPIUtility.ListLiveIncidents (WebAPIParams.WebAPIUrl,
WebAPIParams.AccessToken, organization.OrganizationId, null);
responseDatal = WebAPIUtility.Decrypt (responseDatal, WebAPIParams.AesKey,
WebAPIParams.AesVector) ;
Response<Incident[]> incidentDatal =
JsonConvert.DeserializeObject<Response<Incident[]>>(responseDatal) ;
ProcessLiveIncidentResponse (incidentDatal) ;

//List incidents based using tempus serial number

string responseData2 = WebAPIUtility.ListLiveIncidents (WebAPIParams.WebAPIUrl,
WebAPIParams.AccessToken, organization.OrganizationId, "444001");

responseData2 = WebAPIUtility.Decrypt (responseData2, WebAPIParams.AesKey,
WebAPIParams.AesVector) ;

Response<Incident[]> incidentData2 =
JsonConvert.DeserializeObject<Response<Incident[]>>(responseData?2) ;

ProcessLiveIncidentResponse (incidentData?2) ;

}

/// <summary>

/// Method to process specific incident

/// </summary>

private static void ProcessIncidentResponse (Response<Incident[]> incidentData)

{
if (incidentData.IsSuccessful)
{
foreach (var incident in incidentData.Data)
{
//Process Patient Data
ProcessPatientDetails (incident) ;
//Process Events
ProcessEvents (incident) ;
//Fetch Trended Vitals
ProcessTrends (incident) ;
//Fetch PDF
ProcessPDFData (incident) ;
}
}
else
{
HandleErrorResponse (incidentData.ErrorCode) ;
}
}

/// <summary>
/// Method to process live incident
/// </summary>
private static void ProcessLiveIncidentResponse (Response<Incident[]> incidentData)
{

if (incidentData.IsSuccessful)

{

foreach (var incident in incidentData.Data)

{

IntelliSpace Corsium WebAPI Integration Guide - 42-4004EN-02 — Page 104



7.8 Sample code for WebAPI requests in C#

//Process Patient Data
ProcessPatientDetails (incident) ;
//Process Events
ProcessLiveEvents (incident) ;
//Fetch Trended Vitals
ProcessLiveTrends (incident) ;

}

else
{
HandleErrorResponse (incidentData.ErrorCode) ;
}
}

/// <summary>
/// Method to process all events for an incident. Events can also be pulled based on event
type
/// </summary>
private static void ProcessEvents(Incident incident)
{
//Pull all events
string responseDatal = WebAPIUtility.ListEvents (WebAPIParams.WebAPIUrl,
WebAPIParams.AccessToken, incident.IncidentId) ;
responseDatal = WebAPIUtility.Decrypt (responseDatal, WebAPIParams.AesKey,
WebAPIParams.AesVector) ;
Response<EventWrapper> eventDatal =
JsonConvert.DeserializeObject<Response<EventWrapper>>(responseDatal) ;
ProcessEventResponse (incident, eventDatal);

//Pull only 12 Lead ECG Events

string responseData2 = WebAPIUtility.ListEvents (WebAPIParams.WebAPIUrl,
WebAPIParams.AccessToken, incident.IncidentId, "TWELVE LEAD");

responseData2 = WebAPIUtility.Decrypt (responseData2, WebAPIParams.AesKey,
WebAPIParams.AesVector) ;

Response<EventWrapper> eventDatal2 =
JsonConvert.DeserializeObject<Response<EventWrapper>>(responseData?l) ;

ProcessEventResponse (incident, eventData?2);

}

/// <summary>
/// Method to make a call to live events API for the current time
/// </summary>
/// <param name="incident">Live incident for which API is called</param>
private static void ProcessLiveEvents (Incident incident)
{
string toDate = DateTime.Now.ToString("yyyy-MM-ddTHH:mm:ss") ;
//Pull all events
string responseDatal = WebAPIUtility.ListLiveEvents (WebAPIParams.WebAPIUrl,
WebAPIParams.AccessToken, incident.IncidentId, toDate);
responseDatal = WebAPIUtility.Decrypt (responseDatal, WebAPIParams.AesKey,
WebAPIParams.AesVector) ;
Response<EventWrapper> eventDatal =
JsonConvert.DeserializeObject<Response<EventWrapper>>(responseDatal) ;
ProcessEventResponse (incident, eventDatal);
}
/// <summary>
/// Method to make a call to live vitals API for the current time
/// </summary>
/// <param name="incident">Live incident for which API is called</param>
private static void ProcessLiveTrends (Incident incident)
{
string toDate = DateTime.Now.ToString("yyyy-MM-ddTHH:mm:ss") ;
//Pull all trended vitals
string responseData = WebAPIUtility.ListLiveVitals (WebAPIParams.WebAPIUrl,
WebAPIParams.AccessToken, incident.IncidentId, toDate);
responseData = WebAPIUtility.Decrypt (responseData, WebAPIParams.AesKey,
WebAPIParams.AesVector) ;
Response<VitalDetailsWrapper> responseObject =
JsonConvert.DeserializeObject<Response<VitalDetailsWrapper>>(responseData) ;
ProcessTrendResponse (responseObject) ;

}

/// <summary>

/// Method to process event response object

/// </summary>

private static void ProcessEventResponse (Incident incident, Response<EventWrapper>
eventData)

{

if (eventData.IsSuccessful)
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foreach (var evt in eventData.Data.EventsInfo)
{
ProcessEventData (incident, evt);
}
}
else
{
HandleErrorResponse (eventData.ErrorCode) ;
}
}

/// <summary>

/// Method to handle all types of events

/// </summary>

private static void ProcessEventData(Incident incident, Event evt)

{
//Display only few details of the event such as event name and Date
ApplicationLog.Write("Event Details-> Name: " + evt.EventLabel + ", Time: " +
evt.EventTimeUtc) ;
if (evt.EventDataStatus == "Not Available") return;
//Pull Event Data List
if (evt.EventType == "CAMERA IMAGE" || evt.EventType == "LARYNGOSCOPE IMAGE")

{
string responseData = WebAPIUtility.GetImage (WebAPIParams.WebAPIUrl,
WebAPIParams.AccessToken, incident.IncidentId, evt.EventId);
responseData = WebAPIUtility.Decrypt (responseData, WebAPIParams.AesKey,
WebAPIParams.AesVector) ;
Response<Image> responseObject =
JsonConvert.DeserializeObject<Response<Image>>(responseData) ;
if (responseObject.IsSuccessful)
{
string fileName = "image-" + evt.EventId + ".jpg";
FileUtil.WriteFile(incident.IncidentId, fileName,
responseObject.Data.ImageData) ;

}
else
{
HandleErrorResponse (responseObject.ErrorCode) ;
}
}
if (evt.EventType == "TWELVE LEADS")

{

//Get 12 lead data in JPEG format

string responseData = WebAPIUtility.GetEcg(WebAPIParams.WebAPIUrl,
WebAPIParams.AccessToken, incident.IncidentId, evt.EventId, "JPEG");

responseData = WebAPIUtility.Decrypt (responseData, WebAPIParams.AesKey,
WebAPIParams.AesVector) ;

Response<TwelveLead> responseObject =
JsonConvert.DeserializeObject<Response<TwelvelLead>>(responseData) ;

if (responseObject.IsSuccessful)

{
string fileName = "ecg-" + evt.EventId + ".jpg";
byte[] ecgbata = Convert.FromBase64String(responseObject.Data.TwelvelLeadData) ;
FileUtil.WriteFile(incident.IncidentId, fileName, ecgData);
}
else
{
HandleErrorResponse (responseObject.ErrorCode) ;
}
}
if (evt.EventType == "WAVEFORM"

|| evt.EventType == "ARRHYTHMIA"

|| evt.EventType "PATIENT ALARM"
|| evt.EventType "DEFIB SHOCK"

|| evt.EventType == "DEFIB SNAPSHOT
I
I
I

v EFORMS"
evt.EventType == "DEFIB SHOCK ADV D"
evt.EventType == "DEFIB NO SHOCK ADVISED"
evt.EventType == "DEFIB PACING")

{

string responseData = WebAPIUtility.GetSnapshot (WebAPIParams.WebAPIUrl,
WebAPIParams.AccessToken, incident.IncidentId, evt.EventId);

responseData = WebAPIUtility.Decrypt (responseData, WebAPIParams.AesKey,
WebAPIParams.AesVector) ;

Response<Snapshot> responseObject =
JsonConvert.DeserializeObject<Response<Snapshot>>(responseData) ;

if (responseObject.IsSuccessful)

{

//Process Snapshot data;
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string fileName = "snapshot-" + evt.EventId + ".jpg";
byte[] snapshotData =

Convert.FromBase64String (responseObject.Data.SnapshotData) ;

}

FileUtil.WriteFile(incident.IncidentId, fileName, snapshotData);
}

else

{
HandleErrorResponse (responseObject.ErrorCode) ;

}

/// <summary>

/// Method to handle PDF response

/// </summary>

private static void ProcessPDFData(Incident incident)

{

string responseData = WebAPIUtility.GetPdf (WebAPIParams.WebAPIUrl,
WebAPIParams.AccessToken, incident.IncidentId) ;

responseData = WebAPIUtility.Decrypt (responseData, WebAPIParams.AesKey,
WebAPIParams.AesVector) ;

Response<PDFResponse> responseObject =
JsonConvert.DeserializeObject<Response<PDFResponse>>(responseData) ;

if (responseObject.IsSuccessful)

{

}

//Process PDF data;

string fileName = incident.IncidentId + ".pdf";

byte[] fileData = Convert.FromBase64String(responseObject.Data.Data);
FileUtil.WriteFile(incident.IncidentId, fileName, fileData);

else

{

}
}

HandleErrorResponse (responseObject.ErrorCode) ;

/// <summary>

/// Method to process Trended vitals

/// </summary>

private static void ProcessTrends(Incident incident)

{

string responseData = WebAPIUtility.ListTrendedVitals (WebAPIParams.WebAPIUrl,
WebAPIParams.AccessToken, incident.IncidentId) ;

responseData = WebAPIUtility.Decrypt (responseData, WebAPIParams.AesKey,
WebAPIParams.AesVector) ;

Response<VitalDetailsWrapper> responseObject =
JsonConvert.DeserializeObject<Response<VitalDetailsWrapper>>(responseData) ;

ProcessTrendResponse (responseObject) ;

}

/// <summary>

/// Method to handle trended vital response

/// </summary>

/// <param name="responseObject"></param>

private static void ProcessTrendResponse (Response<VitalDetailsWrapper> responseObject)

{

if (responseObject.IsSuccessful)

{

//Process Vitals data. Display one of the vital responses
VitalDetailsWrapper vitalObject = responseObject.Data;
if (vitalObject !'= null)
{
List<VitalDetails> vitalDetails = vitalObject.VitalDetailsInfo;
if (vitalDetails.Count > 0)
{
VitalDetails details = vitalDetails[0];
StringBuilder buffer = new StringBuilder ("First Vitals-> Time: " +

details.DataCaptureTimeUtc + ", ");

}

else

{
}

foreach (Vital vt in details.Vitals)

{
buffer.Append(vt.Name + ":" + vt.Value + ", ");

}
ApplicationLog.Write(buffer.ToString()) ;

HandleErrorResponse (responseObject.ErrorCode) ;
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}
//Method to process PatientDetails
private static void ProcessPatientDetails (Incident incident)
{
string responseData = WebAPIUtility.GetPatientDetails (WebAPIParams.WebAPIUrl,
WebAPIParams.AccessToken, incident.IncidentId);
responseData = WebAPIUtility.Decrypt (responseData, WebAPIParams.AesKey,
WebAPIParams.AesVector) ;
Response<PatientDetails> responseObject =
JsonConvert.DeserializeObject<Response<PatientDetails>>(responseData);
if (responseObject.IsSuccessful)
{

//Process Patient Details. This program simply writes one of the attributes to log

file
PatientDetails details = responseObject.Data;
ApplicationLog.Write ("Patient Name :" 4+ details.FirstName + " " + details.LastName) ;
}
else
{
HandleErrorResponse (responseObject.ErrorCode) ;
}
}
/// <summary>
/// Method to handle all types of errors
/// </summary>
private static void HandleErrorResponse(string errorCode)
{
if (errorCode == "002")
{
//authorization key is expired...request for another key
//Refresh Token
}
if (errorCode == "010" || errorCode == "001")
{
//Re-authenticate to WebAPI
}
if (errorCode == "003")
{
//Sleep for some time and resend the request
}
if (errorCode == "008")
{
//Contact RDT support
}
if (errorCode == "005" || errorCode == "006" || errorCode == "007" || errorCode == "006"
|| errorCode == "013" || errorCode == "014" || errorCode == "015" || errorCode ==
no1gn
|| errorCode == "017" || errorCode == "018")
{
//Correct request parameters and re-send the request
}
if (errorCode == "004" || errorCode == "009" || errorCode == "012")
{
//Data has been restricted and can't be obtained via WebAPI
}
}
}

7.8.2 WebAPIUtility
WebAPIUtility.cs - This class provides methods to make different types of API calls.

using System;

using System.Collections.Generic;
using System.Security.Cryptography;
using System.Text;

using System.Web;

using ISCAPIDataModel.Model;

using Newtonsoft.Json;

namespace APITester

{
/// <summary>
/// This is a utility class to provide methods for different types of WebAPI calls
/// </summary>
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public class WebAPIUtility
{
/// <summary>
/// This method calls organization API and returns JSON Response
/// </summary>
/// <param name="WebAPIUrl">URL to call</param>
/// <param name="TokenData">Token data obtained from login request</param>
/// <returns>List of organizations in JSON format</returns>
public static string ListOrganizations(string WebAPIUrl, string TokenData)

{
string urlToCall = WebAPIUrl + "/Api/Organizations';
string responseData = RequestPoster.GetContent (urlToCall, TokenData) ;
return responseData;

}

/// <summary>
/// This method calls Incidents API for specific Organization.
/// This call also uses various parameters of the API
/// </summary>
/// <param name="WebAPIUrl">URL to call</param>
/// <param name="TokenData">Token data obtained from login request</param>
/// <param name="organizationId">Obtained from Organizations API call</param>
/// <param name="fromDate">Start timestamp of the date range. Format 'yyyy-MM-
ddTHH:mm: ss'</param>
/// <param name="toDate">End timestamp of the date range Format 'yyyy-MM-
ddTHH:mm: ss'</param>
/// <param name="tempusSerialNumber">Serial no. of the Tempus device</param>
/// <param name="uselIncidentStartDate">Optional flag to indicate, if incidents should be
seached based on Incident start time</param>
/// <param name="search">Optional parameter to search incidents based on keyword</param>
/// <returns>List of incidents in JSON format</returns>
public static string ListIncidents(string WebAPIUrl, string TokenData, string
organizationId, string fromDate, string toDate, string tempusSerialNumber=null, bool
uselncidentStartDate=false, string search=null)
{
string urlToCall = WebAPIUrl + "/Api/Clinical/Incidents?organizationId=" +
organizationId + "&fromDate=" + fromDate + "&toDate=" + toDate;
if (tempusSerialNumber != null) urlToCall += "stempusSeriallNumber=" +
tempusSerialNumber;
if (uselIncidentStartDate) urlToCall += "suselncidentStartDate=" 4 uselncidentStartDate;
if (search !'= null) urlToCall += "gsearch=" + search;
string responseData = RequestPoster.GetContent (urlToCall, TokenData) ;
return responseData;

}

/// <summary>
/// This method calls PatientDetails API for each Incident
/// </summary>
/// <param name="WebAPIUrl">URL to call</param>
/// <param name="TokenData">Token data obtained from login request</param>
/// <param name="IncidentId">Id of the incident for which API is called</param>
/// <returns>Patient details in JSON format</returns>
public static string GetPatientDetails(string WebAPIUrl, string TokenData, string
IncidentId)
{
//string encodedIncident = HttpUtility.UrlEncode (IncidentId);
string urlToCall = WebAPIUrl + "/Api/Clinical/Incidents/" + IncidentId +
"/PatientDetails";
string responseData = RequestPoster.GetContent (urlToCall, TokenData) ;
return responseData;

}

/// <summary>
/// This method calls TrendedVitalsAPI for each Incident
/// </summary>
/// <param name="WebAPIUrl">URL to call</param>
/// <param name="TokenData">Token data obtained from login request</param>
/// <param name="IncidentId">Id of the incident for which API is called</param>
/// <returns>List of trended vitals in JSON format</returns>
public static string ListTrendedVitals(string WebAPIUrl, string TokenData, string
IncidentId)
{
//string encodedIncident = HttpUtility.UrlEncode (IncidentId) ;
string urlToCall = WebAPIUrl + "/Api/Clinical/Incidents/" 4 IncidentId +
"/TrendedVitals";
string responseData = RequestPoster.GetContent (urlToCall, TokenData) ;
return responseData;
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/17
/77
/77
/77

<summary>

This method calls Events API for each Incident
</summary>

<param name="WebAPIUrl">URL to call</param>

/// <param name="TokenData">Token data obtained from login request</param>

/// <param name="IncidentId">Id of the incident for which API is called</param>

/// <param name="eventType">Optional parameter to get events based on their
eventType</param>

/// <returns>List of events in JSON format</returns>

public static string ListEvents(string WebAPIUrl, string TokenData, string IncidentId,
string eventType=null)

}

/77
/77
/77
/77
/17
/77
/17

//string encodedIncident = HttpUtility.UrlEncode (IncidentId);

string urlToCall = WebAPIUrl + "/Api/Clinical/Incidents/" 4 IncidentId +
"/Events";

if (eventType != null) urlToCall += "?search=" + eventType;

string responseData = RequestPoster.GetContent (urlToCall, TokenData) ;

return responseData;

<summary>

This method calls PDF API for each Incident

</summary>

<param name="WebAPIUrl">URL to call</param>

<param name="TokenData">Token data obtained from login request</param>
<param name="IncidentId">Id of the incident for which API is called</param>
<returns>PDF response data in JSON format</returns>

public static string GetPdf(string WebAPIUrl, string TokenData, string IncidentId)

{

}

/17
/77
/17
/77
/77
/77
/77
/77

string encodedIncident = HttpUtility.UrlEncode (IncidentId) ;

string urlToCall = WebAPIUrl + "/Api/Clinical/Incidents/" + IncidentId + "/PDF";
string responseData = RequestPoster.GetContent (urlToCall, TokenData) ;

return responseData;

<summary>
This method calls Image API for each Image event

</summary>

<param name="WebAPIUrl">URL to call</param>

<param name="TokenData">Token data obtained from login request</param>
<param name="IncidentId">Id of the incident for which API is called</param>
<param name="EventId">Id of the Image event obtained from event list</param>
<returns>Image response in JSON format</returns>

public static string GetImage (string WebAPIUrl, string TokenData, string IncidentId,

EventId)
{

string urlToCall = WebAPIUrl + "/Api/Clinical/Incidents/" 4 IncidentId +

"/Events/Image/" + EventId;

}

/17
/77
/17
/77
/77
/77
/77
/77

string responseData = RequestPoster.GetContent (urlToCall, TokenData) ;
return responseData;

<summary>

This method calls Snapshot API call for each Waveform event

</summary>

<param name="WebAPIUrl">URL to call</param>

<param name="TokenData">Token data obtained from login request</param>

<param name="IncidentId">Id of the incident for which API is called</param>
<param name="EventId">Id of the Snapshot event obtained from event list</param>
<returns>Snapshot response in JSON format</returns>

string

public static string GetSnapshot (string WebAPIUrl, string TokenData, string IncidentId,
string EventId)

{

string urlToCall = WebAPIUrl + "/Api/Clinical/Incidents/" 4 IncidentId +

"/Events/Snapshot/" + EventId;

/17
/77
/77
/77
/77
/77
/77
/17
/77

string responseData = RequestPoster.GetContent (urlToCall, TokenData) ;
return responseData;

<summary>

This method calls Twelevelead API for each 12Lead Event

</summary>

<param name="WebAPIUrl">URL to call</param>

<param name="TokenData">Token data obtained from login request</param>

<param name="IncidentId">Id of the incident for which API is called</param>
<param name="EventId">Id of the Snapshot event obtained from event list</param>
<param name="format">Format of the ECG data (JPEG, aECG, DICOM)</param>
<returns>TwelveLead respnse in JSON format</returns>
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public static string GetEcg(string WebAPIUrl, string TokenData, string IncidentId, string
EventId, string format)
{
string urlToCall = WebAPIUrl + "/Api/Clinical/Incidents/" + IncidentId +
"/Events/TwelveLead/" +
EventId + "?Format=" + format;
string responseData = RequestPoster.GetContent (urlToCall, TokenData) ;
return responseData;

}

/// <summary>
/// This mentod calls LivelIncidents api to get a list of live incidents
/// </summary>
/// <param name="WebAPIUrl">URL to call</param>
/// <param name="TokenData">Token data obtained from login request</param>
/// <param name="organizationId">Obtained from Organizations API call</param>
/// <param name="tempusSerialNumber">Serial no. of the Tempus device</param>
/// <returns></returns>
public static string ListLiveIncidents(string WebAPIUrl, string TokenData, string orgId,
string tempusSerialNumber=null)
{
string urlToCall = WebAPIUrl + "/Api/Clinical/Livelncidents?organizationId=" 4+ orgld;
if (tempusSerialNumber != null) urlToCall += "stempusSeriallNumber=" +
tempusSerialNumber;
string responseData = RequestPoster.GetContent (urlToCall, TokenData) ;
return responseData;

}

/// <summary>

/// This method calls LiveVitals API to get live trended vitals in the last 2 minutes of
specified toDate

/// </summary>

/// <param name="WebAPIUrl">URL to call</param>

/// <param name="TokenData">Token data obtained from login request</param>

/// <param name="IncidentId">Id of the live incident obtained from the incident list</param>

/// <param name="toDate">Live vitals to be queried up to this timestamp</param>

/// <returns></returns>

public static string ListLiveVitals(string WebAPIUrl, string TokenData, string IncidentId,
string toDate)

{

//string encodedIncident = HttpUtility.UrlEncode (IncidentId) ;

string urlToCall = WebAPIUrl + "/Api/Clinical/Incidents/" 4 IncidentId +
"/LiveTrendedVitals?toDate=" + toDate;

string responseData = RequestPoster.GetContent (urlToCall, TokenData) ;

return responseData;

}

/// <summary>
/// This method calls LiveEvents API to get live SROC events in the last 2 minutes of
specified toDate
/// </summary>
/// <param name="WebAPIUrl">URL to call</param>
/// <param name="TokenData">Token data obtained from login request</param>
/// <param name="IncidentId">Id of the live incident obtained from the incident list</param>
/// <param name="toDate">Live vitals to be queried up to this timestamp</param>
/// <returns></returns>
public static string ListLiveEvents (string WebAPIUrl, string TokenData, string IncidentId,
string toDate)
{
//string encodedIncident = HttpUtility.UrlEncode (IncidentId);
string urlToCall = WebAPIUrl + "/Api/Clinical/Incidents/" 4 IncidentId +
"/LiveEvents?toDate=" + toDate;
string responseData = RequestPoster.GetContent (urlToCall, TokenData) ;
return responseData;

}

/// <summary>

/// This method is called to refresh token once it gets expired

/// </summary>

/// <param name="WebAPIUrl">URL to call</param>

/// <param name="TokenData">Token data obtained from login request</param>

/// <param name="CurrentRefreshToken">Refresh token obtained from the login response</param>

/// <returns></returns>

public static string RefreshToken(string WebAPIUrl, string TokenData, string
CurrentRefreshToken)

{

try
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string urlToCall = WebAPIUrl + "/Account/APIRefreshToken";
var regParam = "{refreshToken:" + CurrentRefreshToken + "}";
string responseData = RequestPoster.PostContent (urlToCall, regParam, TokenData);
return responseData;
}
catch (Exception ex)
{
Console.Write($"SDK-RefreshToken-exception : {ex}");
return null;

}

/// <summary>

/// This method calls APILogin to authenticate WebAPI request and get authorization

/// token along with encryption key

/// </summary>

/// <param name="webApiUrl">URL to call</param>

/// <param name="Username">Username</param>

/// <param name="Password">Password</param>

/// <param name="dem"> Data Encryption Method ("None", "AES" or "PKI")</param>

/// <param name="publicKey">Public key in RSA format if "PKI" is used in DEM</param>

/// <returns></returns>

public static string Login(string webApiUrl, string Username, string Password, string dem,
string publicKey)

{

try
{
var userRequest = "{\"Username\":\"" + Username + "\", \"Password\":\"" + Password +
UAT,ONTDEMAT AT 4+ dem + "\, \"Key\":\"" 4 publicKey + "\"}";
string responseData = RequestPoster.PostContent (webApiUrl + "/Account/APILogin',
userRequest, null);
return responseData;
}
catch (Exception ex)
{
Console.Write($"Login Exception: {ex}");
throw;

}
/// <summary>
/// Decrypts the data part of the response object
/// </summary>
/// <param name="responseData">Response data in AES encrpted format</param>
/// <param name="AESKey">Base64 encoded key obtained from response</param>
/// <param name="AESVector">Baseb64 encoded initialization vector obtained from
response</param>
/// <returns></returns>
public static string Decrypt (String responseData, string AESKey, string AESVector)
{
//AESKey and AESVector are obtained after making APILogin request
if (!string.IsNullOrEmpty (AESKey) && !string.IsNullOrEmpty (AESVector))
{

var response = JsonConvert.DeserializeObject<ResponseWithCRC<object>>(responseData) ;

var data = response.Data.ToString() ;
if (response.IsSuccessful)
{
AesCryptoServiceProvider aes256 = new AesCryptoServiceProvider ()
{
BlockSize = 128,

KeySize = 256,
IV = Convert.FromBase64String (AESVector),
Key = Convert.FromBase64String (AESKey),
Mode = CipherMode.CBC,
Padding = PaddingMode.PKCS7,
}i
ICryptoTransform transform = aes256.CreateDecryptor();
var src = Convert.FromBase64String(data);
var dest = transform.TransformFinalBlock(src, 0, src.Length);
string decryptedData = Encoding.Unicode.GetString(dest);
var jsonSerializerSettings = new JsonSerializerSettings { DateParseHandling =
DateParseHandling.None };
var dataWithinResponse = JsonConvert.DeserializeObject<object>(decryptedData,
jsonSerializerSettings);
response.Data = dataWithinResponse;
}

return JsonConvert.SerializeObject (response);
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return responseData;

}

/// <summary>
/// Method to decrypt data using private key which was encrypted using public key
/// </summary>
public static string DecryptPKI(string pemPrivateKey, string data)
{
return PKIUtil.Decrypt (pemPrivateKey, data);
}

7.8.3 RequestPoster
This is a utility class to make Http Get and Post Requests to WebAPI URL.

RequestPoster.cs

using System;

using System.Collections.Generic;
using System.IO;

using System.Ling;

using System.Net;

using System.Text;

using System.Threading.Tasks;

namespace APITester
{
/// <summary>
/// This is a utility class to make get and post request to WebAPI url
/// </summary>
public class RequestPoster
{
/// <summary>
/// This method sends GET request to fetch data from RESTful WebAPI.
/// </summary>
/// <param name="url">URL to call</param>
/// <param name="tokenDataString">Token data for authentication and authorization</param>
/// <returns>Response data</returns>
public static string GetContent(string url, string tokenDataString)
{
ApplicationLog.Write("Request: " 4 url);
//tokenDataString is obtained after making APILogin request
WebClient client = new WebClient();
client.Headers.Add("Authorization'", "bearer " 4 tokenDataString);
client.Headers.Add("Accept", "application/json");

var response = client.DownloadData (url) ;

string responseData = Encoding.UTF8.GetString(response);
ApplicationLog.Write("Response: " + responseData);
return responseData;

}

/// <summary>

/// This method sends POST request to the WebAPI

/// </summary>

/// <param name="url">URL to call</param>

/// <param name="postData">Data to be sent to the API</param>

/// <param name="tokenDataString">Token data for authentication and authorization</param>
/// <returns>Response data</returns>

public static string PostContent(string url, string postData, string tokenDataString)

{
ApplicationLog.Write("Request: " 4 url+", Data: "+postData);
var http = (HttpWebRequest)WebRequest.Create(new Uri (url));
http.Accept = "application/json";
http.ContentType = "application/json";

// This complete format can also be used for Content-Type header. Uncomment the line
below to use it

//http.ContentType = "application/json;charset=utf-8";

http.Method = "POST";

if ('String.IsNullOrEmpty (tokenDataString))

{

http.Headers.Add("Authorization", "bearer " 4 tokenDataString);

}

if ('String.IsNullOrEmpty (postData))

{
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UTF8Encoding encoding = new UTF8Encoding() ;
Byte[] bytes = encoding.GetBytes (postData) ;

Stream newStream = http.GetRequestStream() ;
newStream.Write (bytes, 0, bytes.Length);
newStream.Close () ;

}

else

{
http.ContentLength = 0;

}

var response = http.GetResponse() ;
var content = string.Empty;
var stream = response.GetResponseStream() ;
if (stream != null)
{
var sr = new StreamReader (stream) ;
content = sr.ReadToEnd() ;
}
ApplicationLog.Write ("Re
return content;

" 4+ content);

7.8.4 WebAPI Params

using System;

using System.Collections.Generic;
using System.Ling;

using System.Text;

using System.Threading.Tasks;

namespace APITester
{
/// <summary>
/// Class to hold various WebAPI connecton attributes
/// </summary>
public class WebAPIParams
{
public string WebAPIUrl { get; set; }
public string Username { get; set; }
public string Password { get; set; }
public string DEM { get; set; }
public string PrivateKey { get; set; }
public string PublicKey { get; set; }

public string AccessToken { get; set; }
public string RefreshToken { get; set; }
public string AesKey { get; set; }
public string AesVector { get; set; }

7.8.5 Model Objects
These objects represent JSON data which is sent in the response

Allergy.cs

namespace ISCAPIDataModel.Model
{

public class Allergy

{
public string Name { get; set; }
public string Code { get; set; }

}
Event.cs
using Newtonsoft.Json;

using System;
using System.Collections.Generic;
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namespace ISCAPIDataModel.Model
{
/// <summary>
/// Event Model class
/// </summary>
public class Event
{
public string EventId { get; set; }
[JsonProperty (NullValueHandling = NullValueHandling.Ignore) ]
public DateTime? DataCaptureTimeUtc { get; set; }

public string EventTimeUtc { get; set; }

public bool HasVitals { get; set; }
public string EventType { get; set; }
public string EventLabel { get; set; }
[JsonProperty (NullValueHandling = NullValueHandling.Ignore) ]
public Dictionary<string, object> EventDetails { get; set; }
[JsonProperty (NullValueHandling = NullValueHandling.Ignore) ]
public string EventNotes { get; set; }
public string EventDataStatus { get; set; }
public string EventStatus { get; set; }
[JsonProperty (NullValueHandling = NullValueHandling.Ignore) ]
public Vital[] Vitals { get; set; }
[JsonProperty (NullValueHandling = NullValueHandling.Ignore) ]
public ReviewDetails ReviewDetails { get; set; }

}

/// <summary>

/// Wrapper of Event

/// </summary>

public class EventWrapper

{
public string IncidentId { get; set; }
public List<Event> EventsInfo { get; set; }

}
Image.cs

namespace ISCAPIDataModel.Model
{
/// <summary>
/17
/// </summary>
public class Image
{
public byte[] ImageData { get; set; }
public string EventId { get; set; }
public string IncidentId { get; set; }

Incident.cs

using System;
using Newtonsoft.Json;
namespace ISCAPIDataModel .Model
{
/// <summary>
/// Incident Model
/// </summary>
public class Incident
{
public string IncidentId { get; set; }
public string TempusSerialNumber { get; set; }
public string SendOrganizationName { get; set; }
public DateTime StartTime { get; set; }
[JsonProperty (NullValueHandling = NullValueHandling.Ignore) ]
public string PatientDetailsUpdateTime { get; set; }
[JsonProperty (NullValueHandling = NullValueHandling.Ignore) ]
public string IncidentUpdateTime { get; set; }
public string PatientId { get; set; }
public bool DemoData { get; set; }
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Organization.cs

namespace ISCAPIDataModel.Model

{

/// <summary>
/// Organization model class
/// </summary>
public class Organization

{

public string OrganizationId { get; set; }
public string Name { get; set; }

}

PatientDetails.cs

using System.Collections.Generic;

using Newtonsoft.Json;

namespace ISCAPIDataModel.Model

{

public class PatientDetails

{

public
public
public
public
public
public
public
public
public
public
public

string
string
string
string
string
string
string
string
string
string
string

/// <summary>
/// Gets or sets the Tempus Name.
/// </summary>

public
public
public
public
public
public
public
public
public
public
public
public

string
string

IncidentId{ get; set; }
PatientId { get; set; }
FirstName { get; set; }
LastName { get; set; }

PatientAge { get;

set; }

PatientGender { get; set; }

Weight { get; set;
WeightUnits { get;
Height { get; set;
HeightUnits { get;
TempusSerialNumber

TempusName { get;
DeviceGroup { get;

}

set; }

}

set; }

{ get; set; }

set; }
set; }

List<Allergy> Allergies { get; set; }

string
string
string
string
string
string
string
string
string

StartTime { get; s
PatientType { get;

et; }
set; }

TempusSoftware { get; set; }

SupportCentre { ge

t; set; }

SendOrganizationName { get; set; }

TempusOrganization
IncidentUpdateTime
PatientDetailsUpda
ReportType { get;

[JsonProperty (NullValueHandling
public string Service { get; set
[JsonProperty (NullValueHandling
public string Unit { get; set; }
[IJsonProperty (NullValueHandling
public string Evac { get; set; }
[JsonProperty (NullValueHandling
public string BattleRoster { get; set; }

PDFResponse.

Cs

namespace ISCAPIDataModel.Model

{

public class PDFResponse

{

public string IncidentId { get;
public string Name { get; set; }
public string Data { get; set; }

}

Response.cs

namespace ISCAPIDataModel.Model

{

public class Response<T>

{

{ get; set; }

{ get; set; }
teTime { get; set; }
set; }

= NullValueHandling.Ignore) ]

i}

= NullValueHandling.Ignore)]

= NullValueHandling.Ignore)]

= NullValueHandling.Ignore)]

set; }
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public string ErrorCode {get; set;}

public bool IsSuccessful

{ get; set; }

public string DataType { get; set; }

public T Data { get; set;
}

}

public class ResponseWithCRC<LT>: Response<T>

{

[Newtonsoft.Json.JsonProperty (Order = 10)]

public string CRC { get;

}
Snapshot.cs

namespace ISCAPIDataModel.Model
{
public class Snapshot

{

set; }

public string SnapshotData { get; set; }
public string EventId { get; set; }

public string IncidentId

}
Twelvelead.cs

namespace ISCAPIDataModel.Model
{

public class Twelvelead

{

{ get; set; }

public string EventId { get; set; }

public string IncidentId

{ get; set; }

public string TwelveLeadData { get; set; }
public string Format { get; set; }

ReviewDetails.cs

namespace ISCAPIDataModel.Model
{
public class ReviewDetails

{

public string ReviewStatus { get; set; }
public string ReviewRequestSentTo { get; set; }
public string ReviewRequestSentTimeUTC { get; set; }

public string ReviewedBy

{ get; set; }

public string ReviewTimeUtc { get; set; }
public string ReviewDeliveryTimeUtc { get; set; }

public string Diagnosis {

get; set; }

public string Instruction { get; set; }
public string Notes { get; set; }

public string AckStatus {

get; set; }

public string AckByTempusName { get; set; }
public string AckByTempusNumber { get; set; }

public string AckTimeUtc

{ get; set; }

public string AckETA { get; set; }

Vital.cs

namespace ISCAPIDataModel.Model
{
public class Vital
{
public string Name { get;

set; }

public string Value { get; set; }
public string Measurement { get; set; }

public string Code { get;

set; }

public string Source { get; set; }

public bool Alert { get;

set; }
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VitalDetails.cs

using System.Collections.Generic;

namespace ISCAPIDataModel.Model
{
public class VitalDetails
{
public string DataCaptureTimeUtc { get; set; }
public List<Vital> Vitals { get; set; }
}
public class VitalDetailsWrapper
{
public string IncidentId { get; set; }
public List<VitalDetails> VitalDetailsInfo { get; set; }

7.8.6 Utility Classes

FileUtil.cs - This is a utility class to write files in specific format

using System;
using System.IO;

namespace APITester
{
/// <summary>
/// Utility class to write file in their specific format such as images, ecgs, snapshots and pdf
/// </summary>
class FileUtil
{
/// <summary>
/// Method to write file data for an event
/// </summary>

/// <param nam
/// <param na

e="incidentId">Incident for the file data event</param>
="fileName">Name of the file</param>

/// <param name="data">File data</param>

public static void WriteFile(string incidentId, string fileName, byte[] data)
{

try
{
string exePath =
Path.GetDirectoryName (System.Diagnostics.Process.GetCurrentProcess () .MainModule.FileName) ;
string fileDir = exePath + "\\logs\\filedata\\"+incidentId;
if (!Directory.Exists(fileDir))
{
Directory.CreateDirectory(fileDir) ;
}
File.WriteAllBytes (Path.Combine (fileDir, fileName), data);
}
catch (Exception ex)
{
ApplicationLog.Write ("Unable to write data to file: " + ex.Message);

}

ApplicationLog.cs - This is a utility class to log messages into a file.

using System;
using System.IO;

namespace APITester
{
/// <summary>
/// Utility to log messages to files
/// </summary>
public class ApplicationLog
{

private static string LogFile=null;
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/77
/17
/17

<summary>

Initialization of the log class

</summary>

public static void Initialize()

{

string exePath

Path.GetDirectoryName (System.Diagnostics.Process.GetCurrentProcess () .MainModule.FileName) ;
exePath + "\\logs";
if (!Directory.Exists(LogDir))

".log");

}

/77
/77
/77
/17

{

string LogDir =

{

Directory.CreateDirectory(LogDir) ;

}

LogFile = Path.Combine (LogDir, "WebAPI-" + DateTime.Now.ToString ("yyyyMMddHHmmss") +

<summary>

Write message to the log file

</summary>

<param name="message'">Message to be written</param>
public static void Write(string message)

using (StreamWriter writer = new StreamWriter (LogFile, true))

{

writer.Writeline (DateTime.Now.ToString ("yyyy-MM-dd HH:mm:ss.fff") + " " + message);

}

PKIUtil.cs - This class provides methods to decrypt and encrypt data using public key infrastructure

using System;

using System.IO;
using System.Security.Cryptography;
using System.Text;

namespace APITester

{

class PKIUtil

{

0x01,

/77
/17
/77
/77
/77
/77

{

}

/77
/17
177
/17
/77
/17

{

}

<summary>

Encrypt data based on the provided public key

</summary>

<param name="pemPublicKey"></param>

<param name="data"></param>

<returns>encrypted data</returns>

public static string Encrypt(string pemPublicKey, string data)

var rsa = GetRSACryptoServiceProviderFromPEMPublicKey (pemPublicKey) ;

var dataToEncrypt

= Encoding.UTF8.GetBytes (data) ;

var encryptedBytes = rsa.Encrypt(dataToEncrypt, false);
return Convert.ToBase64String(encryptedBytes) ;

<summary>

Decrypt the data based on the supplied private key

</summary>

<param name="pemPrivateKey"></param>

<param name="data"></param>

<returns>decrypted data</returns>

public static string Decrypt (string pemPrivateKey, string data)

var rsa = GetRSACryptoServiceProviderFromPEMPrivateKey (pemPrivateKey) ;
var dataBytes =
var decryptedBytes = rsa.Decrypt(dataBytes, false);
return Encoding.UTF8.GetString(decryptedBytes) ;

Convert.FromBase64String(data) ;

internal static RSACryptoServiceProvider GetRSACryptoServiceProviderFromPEMPublicKey (string
pemPublicKey)

{

0x01,

byte[] seqOid = {

0x05, 0x00 };

0x30, 0x0D, 0x06, 0x09, Ox2A, Ox86, Ox48, 0x86, OxF7, 0xO0D, 0x01,

var publicKeyBytes = GetBytesFromPEM(pemPublicKey, "PUBLIC KEY'");

using (var mem

{

new MemoryStream(publicKeyBytes))
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using (var binr = new BinaryReader (mem))
{
try
{
var twobytes = binr.ReadUIntl6();
switch (twobytes)
{
case 0x8130:
binr.ReadByte() ;
break;
case 0x8230:
binr.ReadIntl6 () ;
break;
default:
return null;

}

var seq = binr.ReadBytes(15);
if (!'CompareBytearrays(seq, seq0id))
return null;

twobytes = binr.ReadUIntl6() ;

if (twobytes == 0x28103)
binr.ReadByte() ;

else if (twobytes == 0x8203)
binr.ReadIntl6 () ;

else
return null;

var bt = binr.ReadByte();
if (bt '= 0x00)
return null;

twobytes = binr.ReadUIntl6() ;

if (twobytes == 0x28130)
binr.ReadByte() ;

else if (twobytes == 0x8230)
binr.ReadIntl6 () ;

else
return null;

twobytes = binr.ReadUIntl6() ;
byte lowbyte;

byte highbyte = 0x00;

if (twobytes == 0x8102)
lowbyte = binr.ReadByte();

else if (twobytes == 0x8202)

{
highbyte = binr.ReadByte() ;
lowbyte = binr.ReadByte();
}

else

return null;
byte[] modint = { lowbyte, highbyte, 0x00, 0x00 };
int modsize = BitConverter.ToInt32 (modint, 0);

byte firstbyte = binr.ReadByte();
binr.BaseStream.Seek (-1, SeekOrigin.Current);

if (firstbyte == 0x00)
{
binr.ReadByte() ;
modsize -= 1;

}
byte[] modulus = binr.ReadBytes (modsize);

if (binr.ReadByte() !'= 0x02)
return null;
int expbytes = binr.ReadByte();
byte[] exponent = binr.ReadBytes (expbytes) ;

RSACryptoServiceProvider rsa = new RSACryptoServiceProvider();
RSAParameters rsaKeyInfo = new RSAParameters
{
Modulus = modulus,
Exponent = exponent
}i
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}

}

rsa.ImportParameters (rsaKeyInfo) ;
return rsa;

}

catch (Exception)

{

return null;

}

public static RSACryptoServiceProvider GetRSACryptoServiceProviderFromPEMPrivateKey (string
pemPrivateKey)

{

traits.size_ Exp)

}

var privateKeyBytes = GetBytesFromPEM (pemPrivateKey, "RS?

MemoryStream ms
BinaryReader rd

try
{

}

var shortValue

VATE KEY");

new MemoryStream(privateKeyBytes) ;
new BinaryReader (ms) ;

= rd.ReadUIntl6() ;

switch (shortValue)

rd.ReadByte() ;

rd.ReadIntlo() ;

return null;

rd.ReadUIntl6 () ;

1= 0x0102)

{
case 0x8130:
break;
case 0x8230:
break;
default:
}
shortValue =
if (shortValue
{
return null;
}

var byteValue

if (bytevalu
{

e

= rd.ReadByte() ;
1= 0x00)

return null;

}

CspParameters parms = new CspParameters();

parms.Flags

CspProviderFlags.UseMachineKeyStore;

RSACryptoServiceProvider rsa = new RSACryptoServiceProvider (parms) ;
RSAParameters rsAparams = new RSAParameters();

rsAparams.Modulus = rd.ReadBytes (DecodelIntegerSize(rd));

RSAParameterTraits traits = new RSAParameterTraits (rsAparams.Modulus.Length * 8);

rsAparams.Modulus = AlignBytes (rsAparams.Modulus, traits.size Mod);
rsAparams.Exponent = AlignBytes (rd.ReadBytes (DecodelntegerSize (rd)),

;

rsAparams.
rsAparams.
rsAparams.

hvllw}

|e)

AlignBytes (rd.ReadBytes (DecodeIntegerSize(rd)), traits.size D);
AlignBytes (rd.ReadBytes (DecodeIntegerSize(rd)), traits.size P);
AlignBytes (rd.ReadBytes (DecodeIntegerSize(rd)), traits.size Q);

rsAparams.DP = AlignBytes (rd.ReadBytes (DecodelIntegerSize(rd)), traits.size DP);
rsAparams.DQ = AlignBytes (rd.ReadBytes (DecodelIntegerSize(rd)), traits.size DQ);
rsAparams.InverseQ = AlignBytes (rd.ReadBytes (DecodelntegerSize (rd)),

traits.size InvQ);

rsa.ImportParameters (rsAparams) ;

return rsa;

catch (Exception ex)

{

}

ApplicationLog.Write (ex.Message);

throw;

finally

{
}

rd.Close();

private static bool

{

CompareBytearrays (byte[] a, bytel[]l b)
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if (a.Length
return false;

int 1 = 0;

!'= b.Length)

foreach (byte c in a)

{
if (c

'= b[i])

return false;

i++;
}

return true;

}

private static
{

header
footer

var
var
var

if (start >=

{

start

var end
if (end

end
pemString

)

start = pemString.IndexOf (header,

’

byte[] GetBytesFromPEM(string pemString,

+= header.Length;

pemString.Length;
= pemString.Substring(start,

{section}----

_n.
’

pemString.Length - footer.Length;

end - start) .Replace ("

return Convert.FromBase64String (pemString) ;

}

private static byte[] AlignBytes(byte[] inputBytes,

{

int inputBytesSize
if ((alignSize

bytel[] buf

for (int i

{

buf[i + (alignSize - inputBytesSize)]

}

inputBytes.Length;

int alignSize)

= -1) && (inputBytesSize < alignSize))

new bytel[alignSizel;
0; i < inputBytesSize;

return buf;

}

else

{

return inputBytes;

}
}

++i)

inputBytes[i];

private static int DecodelIntegerSize(BinaryReader rd)

{

byte byteValue;

int count;

byteValue

return

byteValue

if (bytevValue ==

{

count

else if (byteValue

{
byte hi
byte lo
count

}
else

{

count

}
while (rd.

{

count -=

}

rd.BaseStream.Seek (-1,

0;

rd.ReadByte () ;
if (bytevalue 2

rd.ReadByte () ;

)

rd.ReadByte () ;

BitConverter.ToUIntl6 (new[] { lo,

32)

rd.ReadByte () ;
rd.ReadByte () ;

bytevValue;

ReadByte ()

== 0x0

))

’

hi '}, 0);

SeekOrigin.Current) ;

StringComparison.Ordinal) ;

"

string section)

string.Empty) ;
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}

return count;

public class RSAParameterTraits

{

public RSAParameterTraits(int modulusLengthInBits)

{

int assumedLength;
double logbase =
if (logbase == (int)logbase)

{
}

assumedLength

else

{

}

assumedLength
assumedLength

Math.Log(modulusLengthInBits, 2);

modulusLengthInBits;

(int) (logbase + 1.0);
(int) (Math.Pow(?, assumedLength));
System.Diagnostics.Debug.Assert (false) ;

switch (assumedLength)

{

public
public
public
public
public
public
public
public

case 1024:
size Mod = 0x

size Exp

size D = 0x8

size P = 0:
size Q = |

size DP
size DQ
size Inv
break;

case 2048:

case 40

size Mod
size Exp

Q

size D = 0O:

size P =
size Q =

size_DP
size_DQ
size_Inv
break;

size Mod
size_ Exp
size D =

size P =
size Q = 0

size_DP
size DQ

size InvQ = 0Ox

break;

default:
System.Diagnostics.Debug.Assert (false) ;

int
int
int
int
int
int
int
int

break;

size Mod
size Exp

size D = -

size P =
size Q =
size DP =
size DQ =
size InvQ

Q
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