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1 Site to Site IPSEC VPN configuration 

General Details  

Date  

Change / Project  

 

Contact Details Site A Site B 

Company Name Gemeente Lelystad  

Technical Contact Martijn Daling / Roy Lachman  

Technical Contact Phone 06-11706831 / 06-36126118  

Technical Contact E-Mail rjm.daling@lelystad.nl 
r.lachman@lelystad.nl  

 

 

Hardware Details Site A Site B 

Firewall Make CheckPoint  

Firewall Model SG6600  

Firewall OS Version R80.40  

 

Phase 1 Settings Site A Site B 

IKE Initiator Mode IKEv2  

Authentication Method Pre-Shared Secret  

Encryption Algorithm AES256-CBC  

Hash Algorithm SHA256  

ISAKMP SA Lifetime 28800 Seconds  

Diffie-Hellman Key Group DH Group 14  

Gateway IP Address 193.105.33.111  

Identity 193.105.33.111  

 

Phase 2 Settings Site A Site B 

IPSec Security Protocol ESP  

Encryption Algorithm AES256-CBC  

Hash Algorithm SHA256  

IPSEC SA Lifetime 3600 Seconds  

IPSEC SA Lifesize 0 KByte  

Perfect Forwarding Secrecy DH Group 14  

Local / Remote Network   

 

Ports Site A Site B 

Service   

Portnumber(s)   
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