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Structure of the Security and Processing Agreement
UWV strives for the safe use of data and a reliable information provision, based on information security & privacy legislation and regulations and UWV Policy Frameworks. When suppliers provide a Service to UWV, they must ensure that UWV can comply with information security and privacy protection legislation and regulations applicable to UWV. Therefore, UWV and the supplier make agreements to secure information security and privacy protection with respect to the Service to be provided. These agreements are set out in a Security and Processing Agreement (BVO), which forms part of the Agreement with the supplier.  For each Agreement the BVO must be adapted to the specific circumstances applicable to the Agreement.
The Security and Processing Agreement consists of four sections. These sections are as follows:
· Section A: General Provisions
· Section B: Security Provisions
· Section C: Processor Provisions
· Section D: Controller Provisions 
Section A applies at all times. The extent to which Section B, C and D are applied depends on:
· The nature of the data processed when the Service is provided (Personal Data, Confidential Data other than Personal Data[footnoteRef:2] or both)  [2:  Confidential data include sensitive business data such as financial data.] 

· And the relationship between Supplier and UWV (Processors or Controller)
The following decision tree can be used to determine which sections are applied in the BVO. In any case, Section C and D can never be applied in 1 BVO – a supplier is a processor or controller within 1 Service when personal data are processed. 
[image: ]
Section B – the Security Provisions – consists of  General and Special Provisions. It can be stated of the General Provisions that they will apply in almost all cases. The Special Provisions are specific to the type of Service to be purchased and are divided into provisions relating to:
· Management (applies to Software, Servers, Networks and Cloud Services).
· Systems
· Networks and Servers
· Cloud Services
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If the BVO forms part of an Agreement, the BVO itself needs not be signed. If only a BVO is concluded, the BVO must be signed and the grey passage must be included in the BVO. 
 The Parties:

1. Employment Insurance Institute (UWV), a legal person under the law referred to in Article 2 of the Work and Income Implementation Structure Act, established in Amsterdam, 
represented by <….>, <position>
hereinafter referred to as: “Commissioning Party”, 

and

2. “Contractor name”, located at “city name”,
represented by “name 1st representative”, member “administrative body”,
and (as applicable) “name 2nd representative”, director “department name”,
hereinafter referred to as:   “Contractor”

The parties consider the following with this BVO:
· Parties have entered into an Agreement for Services to be provided as described in <define in>.
· Contractor is processor/controller (delete which does not apply) 
· Parties to this BVO shall establish agreements concerning the appropriate technical and organisational measures to be taken to ensure the availability, integrity and confidentiality of the data and the business operations of Commissioning Party. 
· The Government Information Security Baseline applies, some elements of which are detailed in this BVO.

And agree as follows: 

[bookmark: _Toc99545934]Section A: General Provisions
[bookmark: _Toc99545935]Article 1 Definitions and underlying documents
1. This BVO uses a number of terms with initial capitals. These terms shall be interpreted in accordance with Annex 1.
2. The following Annexes form part of the BVO: 
	a. Terminology
b. Processing Register
c. Services Description 
d. Security Framework
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1. This BVO shall enter into force on the date of signature of the Agreement by contracting parties and shall be in force for the entire duration of the Service as specified in the Agreement. The up-to-dateness of this BVO will be evaluated annually. On the basis of the evaluation, Commissioning Party shall be entitled to adapt this BVO. In case of an adjustment of the BVO, the parties shall consult each other on the consequences of an adapted BVO on the Service.
2. Contractor shall perform the Services agreed under the Agreement in accordance with the arrangements set out in/under this BVO.
3. The nullity of any provision of this BVO shall not affect the validity of the other provisions.
4. Conditions of this BVO, which by their nature are intended to continue, shall continue to apply according to their purport after termination of the BVO.
5. In the event of conflict between the provisions of the BVO and the Agreement, the provision of the Agreement shall prevail, unless explicitly agreed otherwise.
6. Parties are not entitled to transfer to a third party the rights and/or obligations arising from this BVO without the prior written consent of the other Party.
7. At the end of the Agreement, or at the request of Commissioning Party, any business assets of Commissioning Party which have been or will be made available to Contractor, his Staff or Subcontractors shall be returned.
8. Contractor ensures that during the processing and storage of data, the data stored with the Contractor can at all times be transferred to Commissioning Party at the request of Commissioning Party. 

[bookmark: _Toc99545937]Article 3 Subcontracting  
1. If in the performance of the Agreement, Contractor wants to make use of services of a Subcontractor, Contractor shall only be authorised to do so after obtaining approval In Writing from Commissioning Party. The approval shall not be refused without reasonable grounds. However, Commissioning Party is entitled to attach conditions to this approval or to limit this approval in time.
2. When Contractor engages a Subcontractor to perform activities for the benefit of Commissioning Party, Contractor shall impose with an agreement the same obligations regarding Security and Data Processing on this Subcontractor as those set out in this BVO.
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Article 4.1 Applicability of Article 4
Article 4 applies when Contractor provides Services in the context of the Business-critical Processes of Commissioning Party. Commissioning Party shall determine what is a Business-critical Process. 

Article 4.2 Ensuring the continuity and resilience of the Business-critical Processes of Commissioning Party
Contractor shall ensure the availability, integrity and confidentiality of the data required for Business-critical Processes so as not to jeopardize the continuity and resilience of the Business-critical Processes. Contractor shall do this by implementing and using adequate fraud prevention and detection for the applications, servers, endpoints and the network. This includes mechanisms to identify vulnerabilities and the timely implementation of security patches. Contractor shall apply established procedures to ensure the Confidentiality and integrity of the data, software, and other business assets required for Business-critical Processes.
Article 4.3 Continuity Plan 
1. Contractor shall, after signing the Agreement within the time limit set by Commissioning Party, draw up a Continuity Plan in consultation with Commissioning Party with respect to the Services. This Continuity Plan describes the procedures referred to in Article 4.2, guidelines and measures that ensure the continuity of the Service. Contractor shall ensure, in consultation with Commissioning Party, that this plan is and remains current. Both parties ensure that this plan is known at all levels in their organisation. 
2. The description of the procedures as defined in Article 4.2 shall in any event include:
a. The purpose of a procedure;
b. The reason for initiating a procedure and the frequency of a implementing a procedure;
c. Contact moments and contact persons during the procedure;
d. What the procedure relates to;
e. The way of monitoring and accounting for the manner in which a procedure has been followed.

[bookmark: _Toc99545939]Article 5 Use of facilities of Commissioning Party at the physical locations of Commissioning Party
Contractor and his Staff and Subcontractors may only use the facilities of Commissioning Party made available by Commissioning Party for the Service to Commissioning Party. They are thereby bound by the UWV Code of Conduct and other security measures and guidelines that apply at the site of Commissioning Party. Commissioning Party shall inform Contractor of the Code of Conduct and other security measures and guidelines. 
[bookmark: _Toc99545940]Article 6 Audits 
Article 6.1 Documentation and administrative records 
1. Contractor shall maintain a complete and accurate documentation and administrative records, which relate to this BVO. The documentation and administrative records contain information for Commissioning Party in order to provide reasonable assurance that Contractor complies with the requirements of the BVO. Contractor shall keep the documentation and administrative records for the duration of the BVO. 
2. Contractor shall provide, at the specific request of Commissioning Party (or its authorised representatives and, where appropriate, regulators such as the Dutch Data Protection Authority), access to the requested documentation and administrative records within a reasonable period of time set by Commissioning Party. 
3. Commissioning Party or its authorised representatives and, where appropriate, regulators (such as the Dutch Data Protection Authority) may use information from and copies of the documentation and administrative records for audit purposes. The use of these data is subject to the standard practice for audits. 
Article 6.2 Conducting audits 
1. Commissioning Party or its authorised representatives and, where appropriate, regulators (such as the Dutch Data Protection Authority) shall have the right to audit compliance with the BVO at any time during office hours, subject to a one (1) month notice period. 
2. Contractor shall grant Commissioning Party and its authorised representatives and, where appropriate, regulators (such as the Dutch Data Protection Authority) access to the facilities of Contractor and its Subcontractors, documents and administrative records as referred to in Article 6.1(1). Contractor shall provide all information requested in reasonableness and shall render assistance in conducting the audits. 
3. Contractor shall include the content of Article 6.2 in the Agreement(s) with the Subcontractor(s) involved in the delivery of this Service. 
Article 6.3 Corrective measures 
1. Shortcomings identified in audits are picked up by Contractor and converted into a plan that indicates how the shortcomings identified are remedied as soon as possible. This plan will be submitted to Commissioning Party for review and approval within ten (10) calendar days from the written report on the observation. 
2. Contractor shall ensure the implementation of the corrective measure at his own expense and shall document the corrective measure. This documentation must demonstrate the effectiveness of the measure. Contractor shall immediately remedy the observed shortcoming, but in any event no later than thirty (30) calendar days from receipt of the notification of this shortcoming, unless the parties have agreed otherwise. 
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[bookmark: _Toc99545942]Part I: General Provisions 
[bookmark: _Toc99545943]Article 7 Information security policies and technologies 
Article 7.1 Information security requirements 
1. Contractor shall ensure, within the scope of his Service under the Agreement, that Commissioning Party is able at all times to comply with the following Information Security legislation and standards: 
a. General Data Protection Regulation
b. Digital Government Act/Work and Income Implementation Structure Act
c. Government Information Security Baseline /ISO 27001:2017/relevant controls ISO 27002:2017
d. Grip on Secure Software Development/Open Web Application Security Project

2. If there is any reason for this, Commissioning Party shall make (further) arrangements with Contractor on how to implement the standards and the impact of implementation. 
3. Commissioning Party and Contractor shall record in writing the Information Security arrangements made in a Security Framework, which shall be attached to the BVO. Contractor shall process this Security Framework in his Security Plan. Contractor shall translate the Security Framework of the Security Plan into policies, procedures and work instructions. Contractor is obliged to update this Security Plan.
4. Contractor undertakes to be informed at all times of the latest information security technologies and techniques applied in the market. In consultation with Commissioning Party, the impact of the implementation of these information security technologies and techniques is determined. The starting point for this is to follow market standards. 
5. Contractor shall carry out risk analyses of implementation pathways and maintenance processes and delivers the results of these risk analyses to Commissioning Party. A DPIA may form part of such a risk analysis. Recognised risks and additional information security requirements formulated by Commissioning Party on the basis thereof shall be notified in writing by Commissioning Party to Contractor and shall form part of the Security Framework referred to in Article 7.1(3) from that time on. 
6. Contractor is obliged, at his own initiative or at the request of Commissioning Party, to point out to Commissioning Party - in the case of projects, new software and the further development of software - any risks arising from the GDPR which are not or are not adequately covered by the (functional) documentation or Order Description supplied by Commissioning Party. 
7. After additional information security requirements have been made known, Contractor and Commissioning Party must determine the impact of additional information security requirements, in the same way as described in Article 7.1(2), within an agreed period.
8. Under no circumstances may an act or omission of Contractor cause the level of Information Security to be lower than: 
a.	The basic level of Information Security as defined in the standards of Information Security as referred to in Article 7.1 paragraph 1, or the additional agreements between Commissioning Party and Contractor as referred to in Article 7.1(2);
b. Or the most recent, actual level of Information Security as established in an independent test - during the implementation phase - if it is higher than the basic level defined above in Article 7.1(1) or Article 7.1(2) additional agreements.
Article 7.2 Information Security Certification 
1. Contractor must be and remain certified on the basis for the Services agreed under the Agreement on the basis of ISO 27001:2017 (or equivalent) or have a demonstrably equivalent baseline in the field of Information Security. 
2. By exception, and only if expressly provided in or under the Agreement, may Contractor not be ISO 27001:2017 certified (or equivalent) upon signing the Agreement, or have a demonstrably equivalent baseline in the field of Information Security for the agreed Services. In that case, Contractor must ensure that he will have an ISO 27001:2017 certification (or equivalent) within 60 calendar days (or a period agreed by Commissioning Party and Contractor) after the signing of the Agreement, or a demonstrably equivalent baseline in Information Security for the Services falling under this Agreement. 

Article 7.3 Description of the Information Security of a Service
Contractor is obliged to describe the main outlines of the Information Security of a Service within the time limit set by Commissioning Party in the Service Description. This description of the main outlines of the Information Security of a Service must be kept up-to-date and include all information which will give Commissioning Party insight into the manner in which Contractor meets the Information Security requirements of Commissioning Party. This Service Description is set out in Annex 3. 
Article 7.4 Information Security Policy 
Contractor shall comply with all policies and procedures that have been made known in writing by Commissioning Party to Contractor. Commissioning Party is entitled to change policies and procedures. These policies and procedures may include, without limitation, rules and requirements for the security of buildings, materials, equipment and Staff. 

Article 7.5 Information Security Organisation
1. Contractor shall have a regular information security organisation in which a security officer is appointed responsible for the drafting, implementation, maintenance and compliance with the Information Security Policy, in addition to the clear participation of the highest management. Where Contractor has no regular security officer, a designated member of Contractor's management board shall perform that function.
2. The security officer of Commissioning Party and the security officer of Contractor as appointed in the SLA or DAP shall have regular security consultations. The content of this security consultation shall be determined by, inter alia: 
a. The Security Programme, such as the approval of (adjustments on) per Service by Commissioning Party, after consultation with Contractor;
b. Periodically identifying and assessing the risks for Commissioning Party’s as a result of specific threats and vulnerabilities to the Services purchased;
c. Communication on current and up-to-date versions of policies and/or guidelines forms part of this consultation. 
d. Assessing whether appropriate risk-mitigation measures have been taken by Contractor in respect of the Services purchased - including related controls, training and resource management;
e. Mapping the consequences and any necessary adjustment of the Service as a result of changed policies. 
f. Formal agreements on the availability and accessibility of the security officers and their replacement. 
g. Security reports, as either specifically mentioned in the DAP or agreed upon in consultation. 
h. Monitoring and testing the Security Programme to ensure its effectiveness.

3. Both parties shall act in accordance with the agreements contained in the SLA regarding the availability, accessibility and replacement of these security officers.
4. Contractor shall keep Staff directly or indirectly engaged in the work for Commissioning Party informed of Information Security policies and regulations so that they can act accordingly and be held responsible for any deviations. 
5. Contractor shall be regularly held accountable through reports on Information Security and the agreements made on it. The frequency of reports is included in the Security Framework. For the purposes of the possible review of these reports:
a. Commissioning Party and Contractor shall agree on a system of tests relevant to the continuing quality of the Information Security;
b. The description of the system of tests is included in the Security Framework. At least the following is described:
· Purpose and design of the test;
· Working method and verification method;
· Definition of the measurements and performance indicators on Information Security;
· Method and frequency of reporting on the tests. 

[bookmark: _Toc99545944]Article 8 Security Measures 
Article 8.1 Classification of resources 
1. Contractor shall classify all data, software and other resources used by him for the execution of the Service, taking into account the classification and/or risk analysis provided by Commissioning Party. 
2. Contractor shall record the ownership of all the data, software and other resources referred to in Article 8.1(1).
Article 8.2 Identity and Access Management 
1. Contractor shall provide Staff and Subcontractors with access to the systems, software and data only when necessary for the performance of tasks and functions for which they are responsible. Segregation of duties prevents a situation in which a combination of access rights leads to to an unauthorised cycle of actions, which would break the segregation of necessary function actions.
2. Contractor shall provide information on his mechanisms for providing electronic access to the Commissioning Party's systems and data. Contractor shall inform Commissioning Party of any changes to the mechanisms for providing electronic access to the systems.  
3. Contractor shall periodically or at the request of Commissioning Party provide Commissioning Party with an updated list of Staff who on behalf of Contractor and/or its subsidiaries have access to the systems, software and data, including the level of access they have. This list provides insight into authorisations based on roles and functions. Only if there are serious grounds (e.g. suspicion of fraud or abuse) and if the GDPR requirements are met shall personal data also be provided in this context immediately on request of Commissioning Party.
Article 8.3 Security of physical (mobile) data carriers 
1. Contractor shall at all times ensure the security of physical (mobile) data carriers – with the aim of preventing unauthorised access and theft (by moving the physical data carriers or making a full or partial copy of the data on the physical data carrier). 
2. Physical (mobile) data carriers include: 
a. Paper containing data;
b. USB sticks, hard disk, CD-ROMs, laptops, floppy disks, and PCs. 
Article 8.4 Contractor sites 
1. Contractor is responsible for the technical facilities in at Contractor sites, such as climate control and power supply. 
2. Contractor is responsible for the physical access security to Contractor sites. Commissioning Party shall restrict physical access to sites where data, software and other business assets - and resources (including equipment) necessary for the performance of the Service - are located to persons authorised by Contractor for this purpose.
3. Contractor may (and will when so requested) provide Commissioning Party insight into authorisations necessary for the performance of a Service, which have been granted by Contractor to its Staff. This list of authorisations gives insight into authorisations based on roles and positions. Only if there are serious grounds (e.g. suspicion of fraud or abuse) and if the GDPR requirements are met shall personal data also be provided in this context immediately on request of Commissioning Party. 
Article 8.5 Monitoring and handling of Security Incidents
1. Contractor shall take measures concerning the prevention and detection of Security Incidents. The use of the systems and access to them shall be determined in a manner consistent with the risk and in such a way that cause, causer and effect are demonstrable. Recording of use of the system shall be set up with measures to ensure that a record is permanent and cannot be modified. The record must be retained for a period that is in line with legal requirements – the retention periods are set out in the SLA.  
2. Commissioning Party and Contractor work together to monitor Information Security Risks and handle Security Incidents. Responsibility for monitoring Information Security Risk the Service rests with Contractor. Responsibility for monitoring Information Security Risks within the Commissioning Party's business operations rests with Commissioning Party. Both parties have defined any linkages and laid them down in the Security Framework. The monitoring and handling procedures regarding Security Incidents and the established rules and escalation thresholds have been established by Commissioning Party. The monitoring and handling procedures are laid down in the DAP.
3. Contractor shall immediately report Security Incidents to Commissioning Party in accordance with the process agreed in the DAP. Contractor shall disclose the consequences of a Security Incident at the same time as the notification or – if this is not possible – as soon as possible after the notification to Commissioning Party. In the case of personal data breaches in the event that Contractor is a Processor, additional provisions, as stated in Article 15.6 (Personal Data Breaches), shall apply.
4. In the event that Contractor detects a Security Incident, Contractor shall take all reasonable measures necessary to prevent or limit a (further) breach of confidentiality.
5. Contractor shall report periodically to Commissioning Party on reported Security Incidents and the measures taken. Contractor shall provide this report at least once per quarter, or at the Commissioning Party's request. The report shall include all information Commissioning Party reasonably needs to determine the risks that the incidents present to Commissioning Party's business operations.
6. Contractor shall make the consequences and, if possible, the cause of the Security Incident clear to Commissioning Party. If Contractor is unable or has limited capability to deliver agreed Services due to a Security Incident, this will be recorded and Commissioning Party shall be notified immediately via a report. Commissioning Party shall take a decision after consulting Contractor whether the Service must be (temporarily) adjusted (i.e., will not or be delivered at all or with limitations), or when this Service must be fully resumed.
[bookmark: _Toc99545945]Article 9 Staff
1. Contractor shall ensure that its Staff and Subcontractors comply with the Commissioning Party's policies and procedures. 
2. Contractor shall keep Staff directly or indirectly engaged in the work for Commissioning Party informed of Information Security policies and regulations so that they can act accordingly and be held responsible for any deviations.
3. Contractor shall have Staff and the Subcontractor he engages confirm the confidentiality obligation by means of a signed statement. 
4. Commissioning Part shall reserve the right to require a certificate of good conduct for certain (groups of) Staff of Contractor and the Subcontractor engaged by him. The costs of this certificate of good conduct shall be borne by Contractor.
5. Contractor shall, at Commissioning Party's request, show that his Staff and Subcontractors engaged by him for the performance of the Service comply with the obligations under this BVO as well as the confidentiality obligations laid down in the General Purchase Conditions. 
6. If a party finds that a member of staff fails to comply with or has failed to comply with the confidentiality obligation applicable to him, and thereby threatens or has compromised the Information Security of the agreed Service, it shall immediately inform the other party.
7. If a Contractor's staff member violates or ignores this policy or procedures, Commissioning Party has the right to immediately deny that Contractor's staff member access to Commissioning Party's locations, data and resources. 
8. The measures to be taken by mutual agreement shall be determined to limit the consequences of the breach of the confidentiality obligation and to prevent the recurrence of the breach.
[bookmark: _Toc99545946]Article 10 Confidential Data 
1. All confidential data of Commissioning Party and data made available to Contractor, as well as the data acquired by Contractor in the framework of the Agreement, are deemed to be the property of Commissioning Party. Contractor and his Staff and Subcontractors shall use these data only to the extent necessary for the provision of Services for performance of the Agreement.
2. Contractor shall ensure that only Staff who require access to confidential data for the provision of the Services to Commissioning Party shall have access. Contractor shall therefore take adequate measures to ensure nondisclosure and confidentiality by restricting access to confidential data to those who need to access these data for the performance of their assigned tasks. 
3. Contractor shall immediately report, from any source, all requests for sharing or requests for access to confidential data. Contractor and his Staff and Subcontractors are not authorised to provide confidential data to Third Parties without the prior written consent of Commissioning Party. A request for permission may be refused by Commissioning Party at its own discretion. 
4. If company data, whose confidentiality is known or may reasonably be assumed to be known, obtained through UWV by the Contractor engaged by UWV are requested by a government body in violation of the Dutch law, Contractor has the contractual obligation to oppose this to the greatest extent possible. Failing that, UWV is entitled to collect an immediately payable penalty per issuance in the amount of twenty-five thousand Euros. The amount is paid immediately by Contractor after it is determined and announced to Contractor. Contractor shall immediately inform UWV if a request from a government body is in violation of the Dutch law. If needed, the parties shall work in close cooperation.
5. At the time the Agreement expires or is terminated or at any other time, at the written request of Commissioning Party, all confidential data (other than Personal Data) and all copies of the data that are in the possession or control of Contractor or Subcontractors, in any form whatsoever, shall be returned in a form that can be processed by Commissioning Party, unless Commissioning Party at that time requests the data to be destroyed. In that case, after completing the destruction, Contractor shall deliver to Commissioning Party a “Certificate of Destruction” of an independent Third Party. 


[bookmark: _Toc99545947]Part II - Special Provisions 
[bookmark: _Toc99545948]Article 11 Provisions relating to the management of Software, Networks, Servers and Cloud Services
1. Contractor shall describe the tasks, responsibilities and authorities related to the performance of management activities in the Security Framework. These management activities include configuration management, incident management, problem management, change management, release management, capacity management, availability management, and continuity management. 
2. These tasks concern at least:
a. Systematically checking the management measures and taking appropriate improvement measures if the management measures are insufficient to ensure the agreed level of security;
b. The establishment, maintenance and implementation of a quality system in order to ensure compliance with the BVO even after changes;
c. Logical management of the software, data and other resources;
d. Contacting the Commissioning Party on his own initiative if findings from a risk analysis or the quality control of the Contractor give cause to do so;
e. The physical and/or logical management of the components used;
f. Managing authorisation registrations;
g. The physical and/or logical assignment and withdrawal of authorisations;
h. Remote device management;
i. Managing the staffing levels;

[bookmark: _Toc99545949]Article 12 Provisions relating to Systems (Hardware and Software)
Article 12.1 Development of systems in accordance with SSD
Contractor shall comply with the requirements of Grip on Secure Software Development, ISO 27001:2017 and relevant controls of the ISO 27002:2017 with respect to the software being deployed. If specific requirements are not applicable, Commissioning Party shall inform Contractor. If Contractor does not meet (or partly meets) the requirements, Contractor shall inform Commissioning Party, after which Commissioning Party determines which follow-up steps to take.  
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1. Contractor shall ensure that the hardware and/or software he manages will continue to meet the requirements of this BVO:
a. To this end, Contractor shall systematically and on his own initiative monitor market developments and follow advice regarding necessary patch levels; 
b. Contractor has an active disclosure obligation towards Commissioning Party regarding the quality of the hardware and/or software supplied. This shall include at least informing about new market developments, informing about patches and threats and informing about the compatibility of the hardware and/or software stack, insofar as used by Commissioning Party, and if support for the hardware and/or software stack has ceased.

2. In order to account for the quality-assuring measures taken, Contractor shall offer insight into the design of the process for development and maintenance work through reports. Contractor shall report to Commissioning Party for each change to the system that affects an agreed SSD standard on the outcome of the quality assurance with respect to that SSD standard, in accordance with the reporting form as set out in the Agreement. 

3. In maintaining the software, Contractor is obliged to install all patches and fixes made available by manufacturers - necessary to ensure confidentiality, availability and reliability - in such a way that the agreed Service to Commissioning Party is ensured:
a. Contractor shall follow the market and check whether new patches are available for the systems used for the Services provided to Commissioning Party;
b. Contractor shall test the patches and assess the impact on Commissioning Party's Service before applying the patch and, if necessary, shall contact Commissioning Party in accordance with the arrangements in the DAP.

Article 12.3 Provisions relating to tests and test data 
1. Changes to systems within the development lifecycle must be controlled through the use of formal change management procedures. 
2. New (or customised) software or configurations are pre-tested in separate environments – the development environment, the test environment and the acceptance environment (OTA). The OTA environments are separate from the actual production environment.
3. For new information systems, upgrades and new versions, programs for conducting acceptance tests and related criteria should be established.
4. Production Data may not be used in tests. This means:
a. That Production Data are anonymised as far as possible by Commissioning Party before they are delivered as test data and may be used as such;
b. In the tactical meeting, Contractor shall provide feedback on the use and nature of the test data and shall report any deviations;
c. Commissioning Party and Contractor shall determine in consultation how the observed deviations are handled. 

12.4 Specific provisions regarding the Internet of Things (IoT): systems
12.4.1 Provisions regarding the Internet of Things: General
1. Contractor is responsible for the safe operation of IoT devices.
2. Through a risk analysis, Contractor shall periodically identify the vulnerabilities of an IoT device, what threats exist that may exploit these vulnerabilities, and what measures Contractor takes to mitigate risks. Commissioning Party shall determine what risks are acceptable. 
3. Contractor shall describe configuration management, incident management, problem management, change management, release management and continuity management processes, the tasks and responsibilities for the performance of the management work and report about them on request.
4. Contractor shall record the authorisations on IoT devices (at network level, application level and operating system level) in a register and keep it updated.   
12.4.2 Provisions regarding the Internet of Things: Interfaces 
Interfaces must be known to Contractor and must be tested periodically or after significant changes by means of penetration tests.
12.4.3 Provisions regarding the Internet of Things: Operating System 
Contractor shall ensure that the Operating Systems of the IoT devices under his management permanently meet the requirements of this BVO:
1. Contractor shall systematically and at his own initiative acquaint himself with market developments and advice regarding necessary patch levels, including in response to the Open Web Application Security Project. Contractor shall actively inform Commissioning Party about these market developments and advice. Contractor and Commissioning Party shall determine in consultation which market developments and advice must be applied.;
2. Contractor shall ensure to minimise the attack surface on the IoT device's Operating System

[bookmark: _Toc99545950]Article 13 Provisions relating to Servers and Networks 
Article 13.1 General
1. Contractor shall take detection measures and carry out analyses in order to identify suspicious patterns and take necessary measures. 
2. Based on a risk analysis, it must be determined to what extent sessions must be fully encrypted, both in the external to internal connections and vice versa (end to end).
13.2 Specific provisions regarding the Internet of Things: servers and networks
1. Sessions must in principle be fully encrypted, based on a risk analysis, both in the external to internal connections and vice versa (end to end).
2. When encryption keys/certificates are applied to multiple devices of the same compatibility, encryption keys/certificates must be different.
[bookmark: _Toc99545951]Article 14 Provisions relating to Public Cloud Services
Article 14.1 General
Contractor shall warrant a safe shielding (of the processing) of the data, if (parts of) environments are used for joint use by several parties or if they are logically or physically connected, which shielding at least meets the requirements of Commissioning Party. Commissioning Party and Contractor shall periodically review during the term of the Agreement any new developments in the field of Cloud Services. Based on these developments, Commissioning Party shall determine which measures need to be tightened.  

14.2 Specific provisions regarding the Internet of Things: Cloud Services
1. At the request of Commissioning Party, Contractor shall provide information on his mechanisms for providing electronic access to the Commissioning Party's systems and Confidential Data. 
2. If Confidential Data are processed in the systems, cryptographic measures must be taken – in accordance with the UWV Cryptography Policy. 
3. Confidential Data of Commissioning Party may only be used for the purposes of Contractor, with the consent of Commissioning Party.
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Article 15.1 General
1. This article only applies if Contractor is a Processor and Commissioning Party is Controller responsible for processing Personal Data in performing the Agreement and applies in addition to all other provisions in this BVO.
2. Contractor shall process Personal Data on the instructions of Commissioning Party in the performance of the Agreement for the duration of the Agreement and the resulting Services. The nature and purpose of the processing, type of Personal Data and the categories of data subjects whose Personal Data are processed, as well as any categories of recipients, are set out in Annex 2.
3. If this BVO entails a specification of the provisions from legislation and regulations, this specification does not relieve Contractor from the responsibilities arising from the applicable legislation and regulations in relation to Commissioning Party. 
4. In his capacity as Processor of Personal Data of Commissioning Party, Contractor shall process Personal Data of Commissioning Party in the manner specified in the Agreement and in accordance with other processing instructions of Commissioning Party.
5. If Contractor believes that an instruction from Commissioning Party constitutes an infringement of the GDPR or other applicable data protection legislation or regulations, he shall immediately inform Commissioning Party.
6. Contractor shall support Commissioning Party in fulfilling its obligations under data protection impact assessments within the meaning of Article 35 GDPR and prior consultations within the meaning of Article 36 GDPR. 
7. Contractor shall immediately inform Commissioning Party if a competent authority has made a legally binding request for the provision of the Personal Data, unless Contractor is not allowed to inform Commissioning Party of this for compelling reasons of general interest.
Article 15.2 Subprocessors
1. Contractor is not authorised to have the Personal Data processed in any way by a Subprocessor, other than with the prior written consent of Commissioning Party. However, Commissioning Party is entitled to attach further conditions to this approval or to set a time limit to it. Annex 3 contains the Subprocessors authorised upon conclusion of the Agreement.
2. Contractor shall provide for an up-to-date overview of the Subprocessors engaged by him and the activities for which each Subprocessor is engaged, by periodically renewing Annex 3, at least once a year, and sending Commissioning Party a copy thereof. 
3. Contractor shall be responsible and liable for any Subprocessors engaged by him in the performance of their obligations regarding the processing of Personal Data. Contractor shall ensure that the Processing of Personal Data by the Subprocessor complies with the requirements ensuing from the Agreement and this BVO and shall in any event impose on the Subprocessor the obligation to comply with the requirements referred to above. 
4. If the Processing of Personal Data by the Subprocessor engaged by Contractor fails to meet the requirements arising from the Agreement and this BVO, Commissioning Party is entitled to withdraw the permission granted for the deployment of the Subprocessor or to bar the deployment of the Subprocessor.
Article 15.3 Information Security
1. The Parties assess the technical and organisational measures defined in the Agreement and this BVO as appropriate within the meaning of Article 32 GDPR for the protection of Personal Data processed under the Agreement. 
2. Contractor shall inform Commissioning Party at his own initiative when he believes that the measures relating to Information Security can be tightened up.
3. If Commissioning Party requests additional measures regarding Information Security, Contractor shall send a quotation to Commissioning Party by return of post, no later than one (1) week from the request, in order to implement these measures as soon as possible. 
Article 15.4 Transfer of Personal Data outside the European Economic Area (EEA)
1. Contractor shall not process any Personal Data that he holds under the Agreement outside the EEA without the prior written consent of Commissioning Party.
2. Contractor shall ensure that the transfer referred to in paragraph 1 complies with the applicable data protection legislation or regulations.
3. Should the service provision be subject to laws applicable in the Netherlands as well as to laws applicable in a non-EU nation, Contractor shall give precedence to the interest of compliance with the requirements under Dutch laws over the interest of compliance with the laws of the non-EU nation. If personal data, obtained through UWV by the Processor engaged by UWV, are requested by a non-EU government body in violation of the GDPR, the Processor has the contractual obligation to oppose this to the greatest extent possible. Failing that, UWV is entitled to collect an immediately payable penalty per issuance in the amount of twenty-five thousand Euros. The amount is paid immediately by the Processor after it is determined and announced to the Processor. Processor shall immediately inform UWV if a request from a government body is in violation of the GDPR. If needed, the parties shall work in close cooperation.
Article 15.5 Rights of Data Subjects
1. Contractor shall at all times enable Commissioning Party and shall provide assistance in fulfilling the obligations under the GDPR within the legal time limits in respect of the rights of Data Subjects, within the meaning of Chapter III GDPR. 
2. At the request of Commissioning Party, Contractor shall provide a copy of all Personal Data relating to a Data Subject in his possession or management as well as a copy of all documents and a summary of all systems in which such Personal Data are included and all other Processing of such Personal Data carried out by Contractor, in accordance with the instructions of Commissioning Party.
3. At the Commissioning Party's request, Contractor shall delete, modify or restrict access to, or record certain Personal Data, and shall inform Commissioning Party that such requests are not honoured and the reasons for this, in accordance with the instructions of Commissioning Party. If Contractor himself receives requests for the exercise of rights from Data Subjects, Contractor shall immediately forward them to Commissioning Party. 
Article 15.6 Breaches of personal data (Data Breaches)
1. Contractor shall report an (alleged) Breach in connection with personal data to Commissioning Party as soon as possible, but in any event within 24 hours after Contractor has learned of the (alleged) Breach. Contractor shall send the notification via e-mail to the email address meldplicht-datalekken@uwv.nl. In any event, the following information shall be included in the notification:
a. Name, registered office and number of Contractor’s Chamber of Commerce registration.
b. Specification of the agreement(s) between Contractor and Commissioning Party on the basis of which Contractor processes the Personal Data to which the (alleged) Breach in connection with personal data relates. Contractor shall state that he is a Processor within the meaning of the GDPR in respect of such processing.
c. Name and contact details of the person who submits the notification to Commissioning Party on behalf of Contractor.
d. Date and time when the (alleged) breach occurred.
e. Date and time when the (alleged) breach became known to Contractor.
f. As concrete and complete as possible an overview of the (alleged) breach, indicating in any case:
· what happened exactly and how a breach of Personal Data occurred (e.g., unauthorised reading of data, unauthorised copying of data, unauthorised modifying of data, unauthorised issuance of data, unauthorised deletion or destruction of data, unauthorised manipulation of data such as file blocking or encryption through malware or data theft);
· which Personal Data were affected in the (alleged) breach;
· the Personal Data of which categories of persons (e.g. clients of Commissioning Parties and Staff of Commissioning Parties) were involved in the (alleged) breach;
· an estimate of the number of persons whose Personal Data were involved in the (alleged) breach.
· Which technical and organisational measures have been taken to limit the adverse effects (damage) and to prevent recurrence of the (alleged) breach.
2. If new, relevant developments occur after the notification to Commissioning Party, as referred to above, including the measures that Contractor takes to limit on his part the consequences of the (alleged) breach and to prevent recurrence, Contractor shall immediately inform Commissioning Party.
3. Contractor shall at his expense take all reasonably required measures to prevent, limit or restore after the fact the unauthorised processing and breaches and (further) violation of the GDPR or any other regulation concerning the processing of the Personal Data referred to above. This does not affect the obligation of Contractor to compensate Commissioning Party for any damage incurred. 
4. Contractor is obliged to reimburse financial penalties imposed on Commissioning Party under the GDPR and/or the General Data Protection Regulation (Implementation) Act for failure of Contractor to meet his obligations regarding the processing of Personal Data, if and to the extent that the penalty is attributable to Contractor.
5. Contractor shall cooperate fully with Commissioning Party in providing adequate information to the Data Subjects in the context of the obligation to inform them of personal data breaches within the meaning of Article 34 GDPR.
6. If and insofar as a temporary adjustment or discontinuation of the Services is required to limit or remedy the consequences of a personal data breach, Contractor shall immediately consult with Commissioning Party and Commissioning Party shall decide whether and how the Services are to be modified. . 
Article 15.7 Continued obligations
Without prejudice to the provisions elsewhere in this BVO, at the end of the Agreement, at Commissioning Party's choosing:
1. all Personal Data, copies and modifications thereof, as well as all data carriers, insofar as they are the property of Commissioning Party, on which the Personal Data, copies or modifications thereof are or will be recorded, must be returned immediately on request of Commissioning Party or provided to Commissioning Party (or a third party to be designated by Commissioning Party), or 
2. the data or the carrier must be destroyed. At Commissioning Party's request, Contractor shall submit a statement from an independent Third Party showing that the data or the carrier have in fact been destroyed.
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1. This section only applies if Contractor is Controller in processing Personal Data in the performance of the Agreement. 
2. Contractor shall process the Personal Data in accordance with the GDPR and any other applicable legislation and regulations regarding the processing of Personal Data. 
3. Contractor shall only process the Personal Data received or collected under the Agreement to the extent necessary for the performance of Services under the Agreement.
4. The Parties shall provide each other with such information and shall cooperate as is necessary to comply with the GDPR and any other applicable laws and regulations.
5. Contractor has taken appropriate technical and organisational measures, as referred to in Article 32 GDPR, to process the Personal Data for the performance of the Agreement. Contractor shall periodically evaluate and tighten, supplement or improve the measures taken insofar as the requirements or (technological) developments so require. At the request of Commissioning Party, Contractor shall report on compliance with the measures taken. In principle, Commissioning Party shall make such a request no more than once a year. If, in the opinion of Commissioning Party, there are compelling reasons for doing so, Commissioning Party may make such a request more often. The report is drafted by an independent and certified external expert who issues a third-party statement.
6. Contractor shall, without prejudice to his obligation to report any personal data Breaches to the Dutch Data Protection Authority, immediately inform Commissioning Party of (alleged) personal data breaches. Contractor shall disclose the consequences of a personal data Breach at the same time as the notification to Commissioning Party of the (alleged) personal data breach or, if this is not possible, as soon as possible after informing Commissioning Party. Parties shall lay down further agreements about the nature and scope of the personal data Breaches to be reported in the DAP.  At the request of Commissioning Party, Contractor shall provide information on the identified personal data Breaches and the measures taken.
7. After consultation with Contractor, Commissioning Party shall decide whether and how the personal data Breach leads to an adjustment (whether temporary or not) or termination of the Service under the Agreement and regarding the moment the adjustment or termination of the Service is lifted. 
[bookmark: _Toc99545956]Article 17 Information Security 
1 Contractor must be and remain certified on the basis for the Services agreed under the Agreement on the basis of ISO 27001:2017 (or equivalent) or have a demonstrably equivalent baseline in the field of Information Security. 
2 By exception, and only if expressly provided in or under the Agreement, may Contractor not be ISO 27001:2017 certified (or equivalent) upon signing the Agreement, or have a demonstrably equivalent baseline in the field of Information Security for the agreed Services. In that case, Contractor must ensure that he will have an ISO 27001:2017 certification (or equivalent) within 60 calendar days (or a period agreed by Commissioning Party and Contractor) after the signing of the Agreement, or a demonstrably equivalent baseline in Information Security for the Services falling under this Agreement. 
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Annex 1: BVO Definitions 

GDPR				General Data Protection Regulation 
Business-critical processes	The processes in the Commissioning Party's business operations that are essential for Commissioning Party to fulfil his obligations. 
Availability	Access for authorised users at the agreed times to data and related business assets such as information systems, i.e. ensuring the uninterrupted progress of the provision of information. 
Data subject	A Natural Person to whom a Personal Datum relates.
Security	The set of measures taken to protect the Service and/or data from an unwanted disruption or breach. 
Security Incident	 Event or action in which the security of hardware, software, information, a process or organisation may have been compromised or has been fully or partially breached. 
Security Framework	The agreements made between Commissioning Party and Contractor concerning the requirements to be met by the security as well as the system of tests.
Security Plan	A plan that describes Contractor's organisation and what is to be secured and how this security should be organised.
Security Program	An overview of all security efforts and measures drafted by Contractor and to be approved by Commissioning Party, in which Contractor provides further details of the Security Framework and the Security Plan, insofar as efforts and measures fall outside the normal working methods of the parties. Commissioning Party shall prioritise this program and set it in time. 
BVO	The present Security and Processing Agreement.
Cloud Service	A Service that is accessible via an electronic network, whether publicly or otherwise. 
Continuity Plan	Plan that describes how to deal with disruptions that have serious effects on the organisation 
DAP	Document Agreements and Procedures. A description of the agreements on how the commissioning party and contractor cooperate. 
Third Party	Each party, not being the party involved, neither the Processor, nor the Controller, and nor the persons authorised under the direct authority of the Controller or Processor to process the Personal Data.
Service(s)	The work to be performed by Contractor under the Agreement or the result to be achieved 

Service Description	Overview of the descriptions of the activities to be carried out by Contractor under the Agreement or the result to be achieved.
Purpose limitation	The principle that an entity (person or organisation) may only request, save, use and share information for specific, explicitly defined and justified purposes. 
GEB		Data Privacy impact Assessment (DPIA). Research that helps an 	organisation understand the privacy risks. 
Personal Data Breach 		A breach as referred to in Article 4 (12) GDPR. This constitutes a 				security breach which results in the accidental or unlawful 					destruction, loss, alteration or the unauthorised provision of or the 				unauthorised access to forwarded, saved or otherwise processed 				data. This includes, for example, the loss of data carriers containing 				Personal Data, the transmission of Personal Data to a recipient for 				whom the Personal Data are not intended, or a hacked Personal 				Data database.
Information Security	Everything one does to ensure that information can be accessed whenever one wants it, that the information is correct and that the information does not reach others. This often but not necessarily involves a computer system. This concerns measures, procedures and processes that prevent, detect, suppress and resolve security issues. Does a problem with the information arise? Information Security minimises the impact as far as possible.
Information Security Risk	See Risk.
Integrity	The accuracy, timeliness, up-to-dateness and completeness of data and their processing. A part of Integrity concerns non-repudiation. This is the extent to which it can be demonstrated that actions or events have taken place, so that these actions or events cannot be denied later. 
IoT Devices:	A network of ‘smart’ devices, sensors, and other objects (often connected to the internet), collect data about their environment, exchange the data, and make (semi)autonomous decisions and/or take actions that affect their environment.
Subcontractor	 A Third Party engaged by Contractor to provide (parts of) the Services to Commissioning Party. 
Contractor 			The contracting party to an Agreement with Commissioning Party.

Agreement			Any legal relationship between Commissioning Party and   
 				Contractor with respect to the delivery of a Performance, of which this BVO forms part.

Staff 	The members of staff and/or auxiliary persons to be engaged by the parties in the performance of the Agreement.

Personal datum	A personal datum referred to in Article 4 (1) of the General Data Protection Regulation. A personal datum concerns all information about an identified or identifiable natural person. 
Risk	A threat or circumstance that threatens the Availability, Confidentiality or Integrity of data or the continuity of the provision of the Service under this Agreement. 
In Writing	In this BVO, the term In Writing shall be understood as written. If the parties wish to equate any other means of communication with In Writing, such as e-mail, internet or another electronic medium, they must specify this expressly in the Agreement.
SLA	Service Level Agreement. A description of the Service(s) or product(s) to be delivered and the associated performance indicators and quality requirements. 
Subprocessor	The natural or legal person who processes (part of) the Personal Data for the Processor.
Resilience	The ability to prepare and adapt to changing risks and threats, and to withstand all risks and capability of the Services to prevent and protect and to rapidly recover from disruptions through incident and calamity management and mitigation. 
Confidential Data	Data which, by their very nature, may only be disclosed or disclosed to Third Parties for a legitimate purpose. The following data are at any rate considered as confidential data: (special) personal data, financial data, competitive strategy data or marketing plans.
Confidentiality	Classifying the accessibility of data and ensuring that they are accessible only to those authorised, i.e. based on their position, duties, and responsibilities. 
Processing	Any action or any set of actions relating to personal data, including in any event collecting, recording, organising, retaining, processing, modifying, amending, accessing, consulting, using, issuing by forwarding, distribution or any other form of provision, bringing together, linking and shielding, erasing or destroying data. 

Processor	A natural or legal person, a government body, a Service or any other body which processes Personal Data for the Controller. 
Controller	The natural person, legal person or any other party or administrative body which, alone or together, determines the purpose and means of processing of Personal Data.
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The following shall be specified in this Annex:
	The name of the Processing
	

	The purpose of the Processing 
	

	The nature of the Processing
	

	Description of type Personal Data (Categories)
	

	Description of categories of Data Subjects
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	Name of product and/or Service
	

	Type of product and/or Service
	

	Brief explanation and operation of product and Service
	

	Target group of product and/or Service
		

	Use of Subcontractors/Subprocessors in Service delivery? If so, which?
	

	Security measures - outline
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