	Requirement number
	Program requirements

	1. 
	The Tenderer must provide an application that displays the fire spread of a surface fire per 30 minutes (half-hourly lines) and per 60 minutes (hourly lines), at least six hours ahead of time from the start of the simulation.

	2. 
	The Tenderer must provide an application in which the fire front can be plotted by the user on the basis of ‘Rijksdriehoek coordinates’ (National Triangulation Coordinates) on the map, whereby the length of the initial fire front can be determined manually.

	3. 
	The Tenderer must provide an application that displays the calculated simulation of a surface fire on a TOP10NL map as the standard (The TOP10NL is the digital topographical base file of the Netherlands. The files are suitable for working at scale levels between 1:5,000 and 1:25,000. The TOP10NL is produced in GML format)

	4. 
	The Tenderer must provide an application that calculates the surface fire based on the Dutch fuel models, sourced from a satellite/vegetation map.

	5. 
	The Tenderer must provide an application that provides a simplified representation of the half-hourly lines and hourly lines of the fire front. In other words, the calculated simulation must be presented without extreme offset (conform Huygens' principle) per time point of the fire front.

	6. 
	The Tenderer must provide an application in which control lines can be manually entered on the map. These control lines are taken into account in the simulation of the fire.

	7. 
	The Tenderer must provide an application with which a simulation of a wildfire can be performed with multiple fire fronts and control lines, entered by the user.

	8. 
	The Tenderer must provide an application with which a simulation of a wildfire can be performed on the basis of the most recent meteorological data that is automatically retrieved. The end user must be able to adjust this data manually.

	9. 
	The Tenderer must build a function in the application with which a simulation can be easily exported as a JPG and/or PDF at the push of a button.

	10. 
	The Tenderer must provide an application with which a simulation based on automated data can be performed as quickly as possible, in as few steps as possible.

	11. 
	The Tenderer must provide an application with which simulations can be performed for the whole of the geographic area of the Netherlands, including three km across borders with Belgium and Germany. This is equivalent to the satellite data/vegetation map.

	12. 
	The Tenderer must provide an application with which the calculated fire front of a simulation, made at a chosen time, can be copied for a new simulation.

	13. 
	The Tenderer must provide an application with which the vegetation (fuel model) can be manually adjusted. This is for the purpose of running through scenarios for an chosen area for risk management purposes.

	14. 
	The Tenderer must provide an application where the vegetation types/fuel models per location can be made visible at all times by the user.

	15. 
	The Tenderer must provide an application with which the length of the fire front and/or a control line is automatically displayed during the drawing of said lines.

	16. 
	The Tenderer must provide an application that at all times indicates the location of the cursor/mouse on the map with RD coordinates.

	17. 
	The Tenderer must provide an application that includes a measuring tool with which a distance can be measured on the map.

	18. 
	The Tenderer must provide an application whose standard simulation start-time format is based on time of the input. This time format can be adjusted manually (to, for example, a later time in the day).

	19. 
	The Tenderer must provide an application that displays a simulation that is clearly legible at all times, also under conditions with a lot of or little (natural) light. 
The Contracting Authority refers to factors on which the Contractor has influence, such as the choice of fonts, colours, etc.

	20. 
	The Tenderer must provide an application with a clear distinction of the simulation lines between the hourly and half-hourly lines.

	21. 
	The Tenderer must provide an application that has a search function with which a location can be searched on the basis of RD coordinates, place name and street.

	22. 
	If the tenderer registers with a web application as a solution, then the application must at least be usable online with the common web browsers Google Chrome and Edge.

	23. 
	The Tenderer must provide an application that can be used on devices with an Android, IOS, Windows or MacOS operating system.

	24. 
	The Tenderer must provide an application that can be used to walk through the simulation every half hour on the basis of a scroll bar after the simulation has been carried out.

	25. 
	The Tenderer must provide an application in which different map layers can be consulted by the user as a bottom layer. For this, the application must be linked to the Geo4OOV geoserver of the Contracting Authority as the primary source for geodata, whereby the Top10NL is visible as the standard map layer.

	26. 
	The Tenderer must provide an application that includes a help functionality. This concerns both brief information per functionality and a document supplied by the Contracting Authority that must be available via a link.

	27. 
	The Tenderer must provide an application that displays by default in metric units.

	28. 
	The Tenderer must provide an application in which the meteorological data can be made visible at all times. Specifically, this concerns at least:
· Wind speed in meters per second per hour for the next six hours.
· Wind direction in degrees per hour for the next six hours.
· Minimum and maximum temperature in degrees Celsius per day for the day of the calculation and six days before.
· Minimum and maximum humidity in percentage per day for the day of the calculation and six days before.

	29. 
	The Tenderer must provide an application that simulates the fire spread of the surface fire on the basis of the Rothermel calculation method.

	30. 
	The Tenderer must provide an application that calculates the dryness of the vegetation at the time of the fire based on meteo data from the specific location of the past six days and the day itself, as part of the calculation. This concerns at least the minimum and maximum temperature in degrees Celsius and minimum and maximum humidity (in %) per day.

	31. 
	The Tenderer must provide an application to create a surface fire simulation that takes into account the road pattern from the top10NL (Infrastructural objects, such as roads that can serve as a control line).  

	32. 
	The Tenderer must provide an application that calculates the simulation in modelled steps of a maximum of five metres, taking into account the specific data at that location (fuel model).

	33. 
	The Tenderer must provide an application with which, after starting the calculation, as indicated by the user, the simulation is ready within two minutes in an area of ​​at least 30 km2, assuming a situation where a 4G connection is used. Simulations in an area of ​​100km2 should be possible

	34. 
	The Tenderer must take into account possible changes and additions to the fuel models (based on the updates of the satellite data/vegetation map).

	35. 
	The Tenderer must provide a link with which the simulation performed, by means of a WMS link, can be shared to Geo4OOV, with the aim of showing the simulation in LCMS (national crisis management system) or another geoviewer

	36. 
	The Tenderer must provide an application in which a distinction can be made in several ‘working environments’ for managing simulations/areas and accounts for different users. 

	37. 
	The Tenderer must provide an application in which users of the Contracting Authority have access to a ‘national working environment’ so all simulations/areas can be viewed (containing all simulations of all organizations/users)  

	38. 
	The Tenderer must offer an application with a management environment that offers functionality for total user management.

	39. 
	The Tenderer must provide an application where simulations made are available for at least one year, similar to the vegetation map with which the simulations were made.

	40. 
	The Tenderer must provide an application that supports Single Sign On (SSO).

	41. 
	The application is fully available in the Dutch language.



	Requirement
number
	Program requirements for information security

	42.  
	With regard to information security, the IFV has a procedure for reporting data breaches. Contractors of the Contracting Authority must acquaint themselves with this procedure and actively cooperate with it (appendix 18).

	43.  
	The Tenderer is responsible for the availability, integrity and confidentiality of the information system in accordance with the requirements of the Contracting Authority.

	44
	The Tenderer notifies the Contracting Authority when it has discovered an incident that damages the availability, integrity or confidentiality of the information system.

	45
	The Tenderer implements controlled changes by means of a change process. The change process covers at least the information system but also: operating systems, databases and middleware platforms.

	46
	The Tenderer has included adequate information security measures in its software, applies a form of OWASP Top 10 in software development, or comparable criteria.

	47
	The Tenderer has a professional software development process, including software configuration management, registered software builds, version management and a careful release management process.

	48
	Backup and restore measures have been taken by the Tenderer.

	49
	The Tenderer will make explicit agreements with the Client about backup frequency and recovery times (RTO, RPO).

	50
	Restore tests are performed by the Tenderer at least once a year and this is reported to the owner of the data.

	51
	The capacity and performance of the information system is monitored by the Tenderer.

	52
	Event logs that user activities, exceptions, and security event records should be created, retained, and reviewed regularly. This type of event includes at least the following types of events:
· successful and failed authentications;
· granting of authorizations;
· incident detection.

	53
	Log facilities and information contained in log files should be protected against forgery and unauthorized access.

	54 
	Activities of system administrators and operators should be recorded

	55 
	The log files should be protected and reviewed regularly.

	56 
	Information exchanged over public or private networks is encrypted/shielded and not directly accessible from public networks.

	57 
	There are agreements about data retention (destruction and/or transfer) during the term of the Agreement and upon expiry of the Agreement.

	58 
	The information system uses accounts in the active directory where possible

	59 
	Authorization is done through group memberships in the active directory.

	60 
	Each user has their own named account, unless jointly decided otherwise.

	61 
	Passwords are changed at least every twelve months and are based on a password policy

	62 
	Users should only be able to access the services for which they are specifically authorized. There is an authorization process to ensure this.

	63 
	No default password is used. Each assigned password is randomly generated.

	64 
	A password manager is used to manage passwords for special accounts (eg admin or service accounts). No account has the same password.

	65 
	A test environment is available in which the Tenderer himself works before new releases are released and before changes are made to the operational version

	66 
	The access security procedures that apply to production systems should also apply to test systems.

	67 
	Only secure protocols are used for administrative work. for example: SSH, HTTPS, RDP with NLA, using a VPN technique, etc.

	68 
	Data exchange between systems takes place using a secure protocol. Read: authentication and encryption.

	69 
	The tenderer has taken measures against malware

	70 
	Changes to software packages are limited to necessary changes and all changes should be strictly tested and verified.

	71 
	Information about technical vulnerabilities and exposure is reported and evaluated in a timely manner. On this basis, appropriate measures are taken to tackle the associated risk (vulnerability management and patch management).

	72 
	The Contracting Authority has the right to audit (the compliance with) the responsibilities or to have it audited by a third party appointed by the Contracting Authority.

	73 
	Establish agreements on problem solving and escalation process.

	74 
	When making further agreements, the Tenderer and the Contracting Authority jointly formulate an exit strategy (in the event of the end of contract).

	75 
	The Tenderer is responsible for other functional management, application management and technical management (and possibly hosting). The Contracting Authority is responsible for the 1st-line functional management.

	76 
	Acceptance will be after checking delivery of a validated application. The end product will be tested by the Client on the basis of the Schedule of Requirements and the award criteria, before it is finally delivered by the Contractor. The degree of testing depends on the desired or necessary adjustments in addition to the standard solution offered by the Tenderer. In addition, the Contracting Authority wishes to test what the model practically indicates and whether this corresponds to its experience with fires from the past.



