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About the Client
The ‘Municipality of The Hague’ is one of the largest municipalities in the Netherlands. In 2019 The Hague initiated a program called 'Masterplan IT', in which the preconditions/basic IT-functionality for The Hague's 'vision on digitalization' is implemented. (Information) Security plays a crucial role in both the 'Masterplan IT program' and our 'vision on digitalization'. By implementing solid security solutions, the Municipality of The Hague aims to offer a safe and reliable IT environment for its residents and partners. Managed Detection and Response plays a crucial part in our ambition to strive towards a safe(r) and reliable IT environment.

Relevant Context
The Municipality of The Hague is currently in the process of starting up a tender to contract a new Managed Detection and Response service. This MDR-service will replace our current solution and needs to be a hybrid solution (for both on-prem, Azure and SaaS environments), with a focus on threat intell and SOAR capabilities (automated incident response). Apart from a good technical solution, we are looking for a security partner to help us improve/maintain our overall security posture by delivering a solid MDR solution and specific expertise on both the threat landscape and detection/ incident response.

About Scope
The scope includes both managed SIEM and SOC services, as well as an Incident Response Retainer for analysis and mitigation of a high priority incident. Implementation of an IDS-functionality or end point protection functionality is out of scope of the tender.

Procedure, Process and Planning/Timelines
We are planning to publish the tender in January/February 2022 and hope/aim to select the winning solution in September 2022. Negotiation meetings are planned for May/June.

Instructions for providers on how to respond
We would appreciate if you could answer our questions including an explanation of your answers where possible.

What is the deadline for providers to respond?
29 November 2021 23:59

Language providers should use in their response
Preferably Dutch, English allowed



1. How many employees of your company work in the Security Operations Center (SOC)?
Klik of tik om tekst in te voeren.
2. Does your MDR solution monitor cloud environments or on-premise environments?
Kies een item.
3. Which cloud environments can you monitor in your MDR?
Kies een item. Klik of tik om tekst in te voeren.
4. Does your MDR solution have a possibility to monitor SaaS solutions (for example Office 365)?
Kies een item.
5. Does your SIEM solution have pre-configured (out-of-box) integrations with third party solutions?
Kies een item. Klik of tik om tekst in te voeren.
6. How many use cases are included in a standard implementation?
Kies een item.
7. Is it possible to implement custom use cases?
Kies een item.
8. Does your MDR Solution/Services provide proactive implementation and activation of new use cases based on newly published CVE's, to monitor abuse of these vulnerabilities?
Kies een item.
9. Does your solution provide active Threat Hunting on both historical and real-time data?
Kies een item.
10. Does your solution include SOAR capabilities for automated incident response (integration with third party products)?
Kies een item.
11. Apart from SOC services, does your company provide an Incident Response Retainer for analysis and mitigation of a high priority incident (f.e. in case of a ransomware infection)?
Kies een item.
12. We are currently investigating the scope/details of the tender in relation to specific topics (f.e. ‘orchestration & automation’). Because the requirements are not completely known and defined yet, we are unable to completely specify our needs and wishes and are therefore considering alternative procurement methods. We would like to have your opinion on the following. Which of de following procedures do you prefer and why?
- Open procedure: short, but little flexibility to find a suitable solution with suppliers
- Competitive dialogue: intensive/more time consuming, but a lot of flexibility to find a suitable solution with suppliers
- Negotiation procedure: intensive/more time consuming, but a lot of flexibility to negotiate the details of the solution
Kies een item. Klik of tik om tekst in te voeren.
13. Is there anything else you would like to point out in regard to your MDR solution or do you have any other questions or feedback?
Klik of tik om tekst in te voeren.
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