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[Subject agreement]
THE UNDERSIGNED:
1. Stichting VU, maintaining Vrije Universiteit Amsterdam as a privately run university in accordance with the Higher Education and Research Act of The Netherlands (‘Wet op het hoger onderwijs en wetenschappelijk onderzoek’), having its registered office at De Boelelaan 1105, 1081 HV Amsterdam, registered in the Chamber of Commerce register under the number 53815211, duly represented in this matter by [name + position], hereinafter referred to as the “Controller”;

and

2. [Name of Processor], having its registered office at [street and number][(postcode)] [place], registered in the Chamber of Commerce register under the number [Chamber of Commerce number], duly represented in this matter by [name + position], hereinafter referred to as the “Processor”

Hereinafter jointly referred to as the “Parties” and individually as the “Party”. 

DECLARE THAT THEY HAVE AGREED AS FOLLOWS:
Subject matter of this Data Processing Agreement
1.1 This data processing agreement (hereinafter: “Data Processing Agreement”) applies exclusively to the processing of personal data pertaining to the agreement [name of agreement] of [date] between the Parties for the performance of agreed services (hereinafter: the “Agreement”). 
1.2 Definitions used in the General Data Protection Regulation (EU) 2016/679 (hereinafter: “GDPR”) such as: “data subjects”, “personal data”, “processing”, “processor” and “controller” have the meanings attributed to them in the GDPR
1.3 The Processor may process personal data for the purposes of the provision of the services on behalf of the Controller as specified in the Agreement. An overview of the processing activities, the processing objectives, the categories of data subjects and the (categories of) personal data is included in Annex 1 of this Data Processing Agreement.
The Controller and the Processor
1.4 The Processor shall act as processor on behalf of the Controller. The Controller shall act as the controller. 
1.5 The Processor guarantees that it shall process data on behalf of the Controller solely in the manner required – and to the extent necessary – for the provision of the services specified in the Agreement referred to in article 1 of this Data Processing Agreement. Any other processing shall be performed solely on the explicit instructions of the Controller or in accordance with a legal obligation. Under no circumstances shall the Processor process personal data for its own purposes.


1.6 The Processor shall follow all reasonable documented instructions from the Controller in relation to the processing of the personal data. The Processor shall notify the Controller immediately if it is of the opinion that instructions are contrary to the applicable legislation relating to the processing of personal data or to any agreement between the Parties. 
1.7 The Processor shall process the personal data in a proper and careful manner in accordance with the GDPR and any other applicable legislation relating to the processing of personal data. The Parties enter into the agreement with a view to benefiting from the Processor’s expertise with regard to the processing of personal data for the purposes set out in Annex 1 of this Data Processing Agreement. The Processor is permitted to use the resources it deems necessary to achieve that objective as it sees fit.
1.8 The Processor shall not transfer any personal data to (organisations established in) countries outside the European Economic Area (“EEA”) or international organisations, unless:
a. it concerns a third country of which the European Commission has decided that the third country, one or more territories or one or more specified sectors within that third country, or the international organisation in question, ensures an adequate level of protection as stated in article 45 GDPR and the transfer complies with any possible conditions attached to the adequacy decision (such as only commercial organisations in Canada). Processor shall inform Controller in writing prior to the transfer;
b. the Processor has obtained express prior written approval of the Controller and the conditions laid down in article 46 GDPR or article 49 GDPR are met. The Controller has the right to attach further conditions to its approval for this transfer at any time; or
c. the Processor is legally required by Union or Member State law to transfer personal data outside of the EEA. In that case, the Processor shall inform the Controller’s employee referred to in Annex 2 of that legal requirement before transferring the data, unless that law prohibits such information on important grounds of public interest.
1.9 Without prejudice to any other contractual duty of confidentiality it may have, the Processor guarantees that it shall treat all personal data in strict confidence and shall inform any of its employees, agents and/or sub-processors involved in the processing of the personal data of the confidential nature of the information and the personal data. The Processor shall require these persons and parties to sign an adequate confidentiality agreement and ensure that they comply with the terms of this Data Processing Agreement and shall, on request, provide the Controller with copies of said agreements. The Processor is prohibited from divulging, providing or otherwise making available the personal data to third parties except with the prior written consent of the Controller, or if this is required or permitted pursuant to the assignment set out in the Agreement. 
1.10 The Processor shall provide its full cooperation to the Controller in (i) allowing access by data subjects to their personal data, after approval by and on the instructions of the Controller, (ii) deleting or correcting personal data, (iii) demonstrating that personal data have been deleted or corrected if they are incorrect (or, if the Controller disagrees that personal data are incorrect, in documenting the fact that the data subject regards the personal data as incorrect), and (iv) otherwise enabling the Controller to comply with its obligations under the GDPR and any other applicable legislation relating to the processing of personal data. 
1.11 The Processor shall strictly separate the personal data it stores or processes for the Controller from the personal data that it processes for itself or on behalf of third parties.


Security of personal data and monitoring
1.12 Without prejudice to the security standards agreed elsewhere by the Parties, the Processor shall take appropriate technical and organisational security measures, taking into account the state of the art, the costs of implementation and the nature, scope, context and purposes of processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural persons, in order to protect the personal data against accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise processed. These measures shall in any case include:
a. measures to ensure that only authorised personnel have access to the personal data for the purposes set out in Annex 1; 
b. measures to identify weak links in the personal data processing systems used to provide the services for the Controller;
c. the measures agreed by the Parties and set out in Annex 3.
1.13 The Processor shall at all times have an appropriate written security policy in place for the processing of personal data, which shall in any case include the measures set out in article 3.1. 
1.14 The Controller is entitled to monitor compliance with the measures referred to in articles 3.1 and 3.2. The Processor shall, on request by the Controller, allow the Controller to investigate compliance with the measures at least once a year at a time to be agreed by the Parties, and further if the Controller considers there is cause to do so in response to actual or suspected incidents relating to information or privacy. The Processor shall comply with any reasonable instructions concerning changes to the security policy issued by the Controller following such an inspection within a reasonable period. 
1.15 The Processor shall provide all reasonable cooperation with an audit as referred to in article 3.3, and at its own expense.
1.16 The Parties acknowledge that security requirements are constantly changing and that effective security requires frequent evaluation and regular improvement of outdated security measures. The Processor shall therefore constantly evaluate and refine, supplement or improve the measures implemented on the basis of this article in order to ensure that it remains in compliance with its obligations under article 3 of this Agreement.
Monitoring, duty to provide information and incident management
1.17 The Processor shall actively monitor for infringements of the security measures and report on the results of the monitoring to the Controller in accordance with the terms of this article 4 within the prescribed statutory periods.
1.18 The Processor is obliged to notify the Controller immediately in the event that an incident relating to the processing of the personal data and involving security measures occurs, has occurred or could occur and at the same time provide all relevant information regarding the nature of the incident, the risk that data have been or could be unlawfully processed and the measures that have been or will be implemented to resolve the incident or to minimize the consequences/damage. 
1.19 The Processor shall at all times cooperate with and follow any instructions of the Controller designed to enable the Controller to carry out a thorough investigation of the incident and formulate a correct response and implement appropriate follow-up measures with respect to the incident. 


1.20 “Incidents” shall in any case include:
a. a complaint, request for information or otherwise, from a natural person relating to the processing of personal data by the Processor;
b. an investigation into or the seizure by government officials of the personal data or a suspicion that such will occur, unless the Processor is legally not permitted to report this to the Controller;
c. any unauthorised access to, processing, alteration or loss of or any form of unlawful processing of the personal data; 
d. breach of security and/or confidentiality, as described in articles 3 and 4 of this Data Processing Agreement, which leads to the accidental or unlawful destruction, loss, alteration or unauthorised disclosure of, or access to, the personal data, or any indication that such a breach has occurred or will occur.
1.21 The Processor shall at all times have written procedures in place that enable it to provide the Controller with an immediate reaction to an incident and to cooperate effectively with the Controller in dealing with the incident and shall, on request, provide the Controller with a copy of those procedures. 
1.22 Notifications made pursuant to this article shall be sent to the employee of the Controller named in Annex 2 or, where applicable, to such other employee whose identity may be notified in writing by the Controller during the term of this Data Processing Agreement. 
1.23 The Controller shall, if it considers it necessary, notify data subjects, regulators and other third parties about incidents. The Processor is not permitted to disclose information about incidents to data subjects or other third parties, except where the Processor is legally obliged to do so.
Use of subcontractors
1.24 The Processor shall not outsource activities that wholly or partially consist of the processing of personal data or require that personal data are processed to a third party (“sub-processor”) without the prior written consent of the Controller. 
1.25 The Processor shall impose the same or stricter obligations on the sub-processor as it is required to meet itself under this Data Processing Agreement and the law and shall monitor the third party’s compliance with those obligations. 
1.26 Notwithstanding the Controller’s consent to the hiring of a third party, the Processor shall remain fully liable towards the Controller for the consequences of the outsourcing of work to a sub-processor. Regardless of the Controller’s consent to the outsourcing of work to a sub-processor, permission is required for the use of sub-processors in a country outside the EEA without an appropriate level of security in accordance with article 2.5 of this Data Processing Agreement.
Indemnity
1.27 The Processor indemnifies the Controller against all claims and actions by third parties and for any losses, damage or costs, including administrative fines and periodic penalty payments, incurred or sustained by the Controller and directly or indirectly ensuing from or caused by the failure of the Processor or a sub-processor to comply with its obligations under this Data Processing Agreement and/or any breach by the Processor or a sub-processor of any legislation applying to the processing of personal data in connection with the Agreement, including in any event the GDPR.
Duration and termination
1.28 This Data Processing Agreement shall take effect on [date] and is entered into for the duration of the Agreement. 
1.29 Obligations which are by their nature intended to remain in force after termination of this Data Processing Agreement shall continue to apply after termination of the agreement. The relevant obligations include those arising from the provisions concerning confidentiality, liability and the law governing the Data Processing Agreement.
Retention periods, return and destruction of personal data
1.30 The Processor shall not retain the personal data for any longer than is strictly necessary, and in any case not beyond the termination of this Data Processing Agreement or, if the Parties have agreed a period for which the data shall be retained, not longer than that period. 
1.31 On termination of this Data Processing Agreement, or where applicable at the end of the agreed retention period, or at the written request of the Controller, the Processor shall destroy or return the personal data to the Controller, at the discretion of the Controller, unless Union or Member State law requires storage of the personal data. At the request of the Controller, the Processor shall furnish evidence that the data have been destroyed or deleted.
1.32 On termination of the Data Processing Agreement, the Processor shall notify all third parties involved in processing personal data of the termination of the Data Processing Agreement and shall ensure that all involved third parties destroy or return the personal data to the Controller, at the discretion of the Controller. 
Final provisions
1.33 In the event of a conflict between the provisions in this Data Processing Agreement and provisions of the Agreement, the provisions of the Data Processing Agreement shall prevail. 
1.34 This Data Processing Agreement is governed by the law of the Netherlands. The competent court in Amsterdam shall have exclusive jurisdiction to hear disputes concerning or connected with this Data Processing Agreement.

	Stichting VU

Name: [complete]
Position: [complete]
Place: [complete]


Date signed: ______________________






	
	[Name Processor]

Name: [complete]
Position: [complete]
Place: [complete]


Date signed: _______________________






ANNEX 1: Description of the processing, processing objectives, data subject categories and personal data to be processed

Description of the processing
[Please describe shortly the processing activities of the Processor]








Processing objectives
The personal data will be processed by Processor on behalf of the Controller with the following objectives: 
[complete]







Categories of data subjects
The personal data of the following categories of data subjects will be processed by Processor on behalf of the Controller:
[complete]







(Categories of) Personal data 
The following (categories) of personal data will be processed by Processor on behalf of the Controller:
[complete]




ANNEX 2: Contact details

First contact VU:
Name: [complete]
Position: [complete]
E-mail: [complete]
Telephone: [complete]

Second line of contact VU:
Position: Data Protection Officer
E-mail: functionarisgegevensbescherming@vu.nl

Position: Security and Operations Control Center
E-mail: socc.secure@vu.nl

First contact:
Name: [complete]
Position: [complete]
E-mail: [complete]
Telephone: [complete]

Second contact:
Name: [complete]
Position: [complete]
E-mail: [complete]
Telephone: [complete]




ANNEX 3: Security measures

[Insert agreed security measures]
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